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subject: CLonsideration of deferred error presentation

Dear M-. Hurrs:

the mnew draft of X3T39.2/86-109, dated Uct 31, 1986 describes

Deferred Errors in section J.1.2.1 on page 7-6. The capability
of presentiny ceferred errors 15 very important, but a number of
other factoars must be considered 1in their defirition and

presentation.

a) It 15 very 1mportant that the irmitiator that generated the
conmmand that fai1led in a deferred manrner be notified that the
command falled. If it 15 not notified, the 1nitiator may
continue operating without taking appropriate recovery steps and
may cause later system integrity failures. In additiorn, 1t 18
important  that  ancther inittilator attempting a command after a
Jeferred error be notified so that 1t will be aware that the data
1t 1s requesting may not be up to date wr valid. In some
implementatiions, there may not even be a valid record ot which
iritiator gernerated the command that failed 1n the deferred
Manner. Considering these reguirements, at 15 clear that
deferred errors should be presented once to each attached
iriatiator at the time the iritiator nert makes a request apgainst
the LUN for which a deferred errcr was detected. If the deferred
error carnmot be associated with a single LUN, 1t  should be
presented for all LUN's that may be afrected.

b} A large class of deferred errors can be recovered completely
by the SCSI  target with no  intervention required  fromn the
inttratar. Hn example of such an error 15 a fai1lure during cache
write back, which can be recovered by writing to an alternate
area from the still available cache informatiorn. In cases lihe
these, the deferred errass should not  be presented unless
presentation 15 specifically enabled by the appropriate PMode
Select parameters. If either statistical logging or individual
error lognginyg 1s supported by the target, such recoverable errors
should be placed i1n the log.

ci A sufficiently sophaisticated contraller may choose to
present only those errars which actually may affect requested
data to 1nitiators other than the initiator associated with  the
failing command. As an examnple, 1f a write back faillure occurs
te a certain block and the error 1s unrecoverable, accesses to
data other than that failing bleck from imtiators other tharn the
initiator associated with the write command should complete

normally. Arny command from the initiatoer generating the write
command should get a Check Conditicon with sense information of
deferred error. Any command from any initiator that attempts to

access the failing block should get a Check Cendition with sense
information of deferred erraor.

d) There does nat appear to be any archxtecturaliy practical
way to protect a system from errcors that are associated with long
past commands unless the system guarantees that critical

information will be protected by write through, Journaling, et
cother special actions wuntil the successful completion of all
commands 1s explicitly detected.

lo reflect these considerallons, I reconmend modi fying paragraph
7.1.2.1 on page 7-6 tuo read as follows:

7.1.2.1 Deterred Errars

Error Code 70h indicates that the CHECH LUNBITION status
returned 1s the result of an error or exception condition on
the commarnd that returned the CHECK CONDITION status. Erronr
Code 71h indicates that the CHECK CONDITIUN status returned
15 the result of an error or exception condition on  Ssome
previcous command {(a deferred error). 1f a CHECH CONDITIUN
for a deferred error 1s presented, the current command  has
not  been  performed. After the taryget getects a geterred
error condition on a lagical urnt, it shall present a CHECK
CONDITION according to the rules described belaw. The sense
informat ion asscciated with the CHECK CONDITION shall beg:in
with 71h ard otherwlse be 1dentical in format te the
externded sense format.

1) 1f a deferred errcr can be recovered with rno external
system intervention, a CHECK CUNDITION i1rndication will rnuot
be posted unless required by the error handling parameters
of the Mooe Belect command. The occurrence <f the eryvor may
be logged 1f statistaical or errvor logging 15 supported.

&) If a deferred error can be associated with o a causiny
imitiator and with a particular function or & particular
subset of data, a CHECK CONDITION indication shall pe posted
in response to the rnenxt command from the causing initiator.
If an 1mitiator other than the causing 1nitator attempts
access to the particular function  ov subset  of data
associated with the deferred error, a CHEULH LCUONDIIIUN
indication shall be posted 1n VESpOnGe to the command
attempting the access. Ihe deferred error informatilon shail
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be mreseanted ta the subseguent Heguest sense coasnand. Mok
that TR 8 all devices may be sufticaently soptasticaled to
1dentity the runction or data that bas falled. I'hase  that

cannot must treat the error i the faollowing fashiar.

ey If a defterred errar cannot be assoclatbted with a causing
irtyater or with a particular set of data, a [CHECH
CONDITIUN 1ndication shall be posted 1n resporse Lo the next
command  to the failing LUN  from each 1rn1tiator, The
deferred error information will be posted tao each initiator
in the subsequent ARequest Sense commands. If multiple
deterred errors have accusulated for sone 1nltiraturs, only
the last error will be presented 10 the Reguest Sernse
cominand.

a4 1f a deferred error cannot be auscociated with a
particular LUN, 1t shall be posted trn the appropriate manmner
forr all LUN's.

= It a deferred error cccurs while a curvent commarnd 1s
wperating, the current command shall complete roarmally and
the deferred error will be presented 1f appropriate an
rasponse to the riext contmarad. If a deferred errar occurs
while a current conmand 1% eperating and the current comimand
alsa has an error, the error for the current command will be
presented. The deferred ercroer will be presented in the
tirst command after the coamand that regquests o clears the
sense intormaticon for the current commsands error.

Thank you ror youwr consideration of this proposal.

bincerely,

& 1 A=)
~

Hobert N. Shively




