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Dear BIll:

At the X3T9.2 Working Group Meetlng in Irvine, 7-9 Jan, some discussion arose
about downloading microcode, so that the intelligence of formatter/controllers
could be upgraded in the fleld via software distribution, rather than by ROM
changeout. Suggestions for implementing this concept were invited.

Our group in TI has implemented microcode download In our latest systems. It
was done by adding provisions to the Write Buffer command of CCS. The detalls

are gliven In the attached command description, which was worked out by a broad-
based effort In our group.

We will make multiple copies of this communication available for distribution
to everyone who is interested at the February plenary meeting Iin Florlda. If
the committee develops an interest In a standardized approach to downloading

microcode, and if this approach finds favor, we offer it as a starting place

for standard generation.

With best regards,
AY /4

D. W. Spence

cc: John Lohmeyer
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X.X.XX Write Buffer command (3Bh). The standard version of this
command (CCS: BCV = Ob; SCSI-2: Mode = 00b) with bytea 2 through 5 all
zero writes data to the data buffer in the target. The first four
bytes transferred to the formatter are the header as defined In Table
6-48 below and are discarded by the formatter. The remaining bytes up
to the Allocation Length minus & are placed in the data buffer starting
at address 0000h. If the Allocation Length Is greater than the maximum
allowed by the target, the command Is terminated with a CHECK STATUS,
ILLEGAL REQUEST sense key and PARAHETER OVERRUN error .cede.

The vendor-unique versfon of this command (CCS: BCV = lb; SCSI-2: Hode
= 01b) with bytes 2 through 5 all zero 1s used ¢to download executlon
code into the target’s execution RAM. [1f a Microcode Download option
in the Write Buffer command were to become standardized, the reserved
HMode 11b would be a good candlidate for specifying this option.] One or
more léb-byte headers as defined in Table 6-49 below follow the Write
Buffer/Download command data block and provide information for control
of the download operation.

The first four bytes of each header provide flag informatlion. I1f any
reserved bits of Flags 0, 1, 2, and 3 are other than 0, the conmnmand
shall terminate with a CHECK STATUS, the download specified by the
current header shall npot be performed, and no further data shall be
accepted. The sense key shall be set to ILLEGAL REQUEST, the error
code to INVALID PARAMETER, the MSB of the field pointer shall contain
the number of the header which contained the error, and the LSB of the
field pointer shall contain the number of the byte which is not zero.

The next four bytes are for execution start address. If the ESV
(Execution Start Valid) bit in flag 0 is set to a one, code will branch
to this address after it completes the download operation specified by
the current header. If this option {is selected, then command
termination, handling of any following download headers and data, CRC

checks, etc. must be performed or initiated by the code downloaded from
the inftiator.

The next four bytes are the download start address. This address
specifies where the download code for the current header will be
placed in the target’'s address space.

Both the execution start amddress and the download start address must be
in the wvalid range of target addresses. If either address falls
outside this range, the command will terminate without performing
the download specified by the current header, no further data will be
accepted, and CHECK STATUS will be set. Sense data will be the same
ap that described for a non-zero reserved flag bit above, except that

the LSB of the fleld pointer will point to the LSB of the out-af-range
address.
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The last four bytes specify the sum of the number of bytes to be
loaded and the number of CRC bytes (2), which is also the

bytes following and assocliated with the current header. The
bytes specified here cannot be more than will fit in the space from
the speclified download start address to the end of download space,
not countlng the two CRC bytes. I1f the byte count 1s excesslve, the
command will terminate without performing the download specified Lin the
current download header, and no further data will be accepted. CHECK
STATUS will be set, and the Sense data will be the same as that des-
cribed for a reserved flag bit above, except that the LSE of the field
pointer will point to the LSB of the byte count.
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1f the LNK (LINK) bit is set 1in flag byte O, another header follows
after the data specified by the current header.
The last 2 bytes of the block of data following the header contain the
CRC for the block. The last byte is the LSB of the CRC. The CRC

is

generated as follows:

1. CRC =0 {16 bit)

2. MSB of DATWRD = 00h; LSB of DATWRD = Next Data Byte

3. CRC = CRC [XOR] DATWRD

4. CRC = [Right Circular Shift} CRC

5. Last Dara Byte? No = Go to 2.
If the CRC value does not match the value generated by the target, the

target must declare a CRC error.

1f a CRC error, a SCS5I-bus out parity error, orT an ATN condition is
detected by the target durlng a download eperatlion, the download opera-
tion shall be aborted and the command terminated with CHECK STATUS and
the appropriate sense key and error code. Download abort due to a CRC
error results in HARDWARE ERROR sense key and BUS OUT ERROR error code.
Download abort due to a parity error results in HARDWARE ERROR sense
key and BUS OUT ERROR error caode. Download abort due to ATN results
in COMMAND ABORTED sense key and INITIATOR DETECTED ERROR error code.

NOTE

I[f for any reason the ctarget terminates the Down-
load command with CHECK STATUS condition, the tar-—
get shall revert to ROM program code execution (in
effect destroying any previously downloaded data).

CAUTION

While 1t is not necessSary for the execution of this
command, there may be system conditions which make
ft a desireable practice for the Inftiator to
reserve all LUNs of the target for its use prior to
fssuing this command. These system conditions are
(1) the command is a Firmware Download command and
there 1s another potential Initiator on the SCSI
bus that may also be accessling the Target (any
LUN) or (2) a Read Buffer command is to follow to
verify data transfer lntegrity and there may be
intervening commands from another Inftlator an the
SCSI bus. if the Reserve LUN commands are

Release LUN commands should be issued .

LUN's following successful complet:

Download command or a following Read butler
command.

Table 6-47 Mrite Buffer Command Data Block Bit Definition

=====:un==g-----===z==n===a==a==s==x======:==z===x====nn::-angsn-;zu,s---

| Bit] 7 \ 6 | 5 4 | k| | 2 | 1 0 |
lBytel | | | |
le | o | o | 1 | 1| 1 1o | | 1 |
11 | Logical Unit Number | 0 | 0 | 0 | Hode |
1 2 | 0 0 0 | o | 0 | 0 | 0 | 0 |
| 3 | 0 | 0 | ] | 0 | 0 | 0 | 0 | 0 {
| s [ i St o i e S S e S S SR TR
14 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 |
5 | 0 1] | 0 | 0 | Q l o | 0 | Q |
6 | Byte Transfer Length (MSB) |
l 7 | Byte Transfer Length |
8

Byte Transfer Length (LSB)
3 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 |

--:a:-s:‘:--n-u::nﬁ===;-:::n-ﬂ::ssuﬂH'ﬂnﬂ:nEnﬂ::==-z=,====:--ﬂ=u==nu--n-ﬂ

Mode = 00b, Write to data buffer with header and data

Mode = 0lb, Download flrmware to the Formatter executtion RAM under
control of the headers defined below

Mode = 10b, Write to data buffer with data only

Mode = 1llb, Reserved



Lz

Table 6-48B Write Buffer Data Header Bit Definition, Non-extended

[ e R

| Bit] 7 | 6 | 5 | 4 l 3 | 2 ‘ 1 | 0
‘By:el | | | |

| o l 0 | 0 | i} l 0 | 0 | 0 l 0 | 0 |
| 1 0 | 0 | 0 1] | 0 | 0 0 | 0 |
l2 | o | o | o | o | o | o | o | o |
I3 1 o | o 1 o | o | o | o | o | o |

ZEEaZ=SCEZSCESSSZSSSSasSaslsssdsaNSASSRSSECSNSuEZISSSSSSaISSSSSSISESoSSTsT=sESSas

Table 6-49 Download Code Header Bit Definition

|======2=scs5sz===22222222222unz2assasasssssssssss=ssss=sssss=ssasssassss=as

Bic| 7 | 6 5 | 4 | 3 ‘ 2 ‘ 1 | 0 |
Byte| | | [ | I
0 FLAGO (bits 2-7 reserved) | LNK | EsV |
1 FLAGLl (all bits reserved)
2 FLAG2Z (all bits reserved) |
| 3 | FLAG3 (all bits reserved) |
R R e R e e |
4 | EXECUTION START ADDRESS (MSB) |
s | EXECUTION START ADDRESS
| 6 EXECUTION START ADDRESS
7 EXECUTION START ADDRESS (LSB) {
B DOWNLOAD START ADDRESS (HMSB) |
9 DOWNLOAD START ADDRESS .
A DOWNLOAD START ADDRESS
B DOWNLOAD START ADDRESS (LSB) E
[ DOWNLOAD BYTE COUNT (MS5B) |
D DOWNLOAD BYTE COUNT
£ DOWNLOAD BYTE COUNT |
| F | DOWNLDOAD BYTE COUNT (LSB) |



