HPA Commands State Diagram
1. HPA Not Set State Diagram

HPA Hot Set State Diagram

Ho: Ho HPA
Ho Passwortd
ey HDD, Mo HP2,, Cpen I ’
HP&, Eliminsted HPA SET Moy ADDRESS (Walatile)
- HO:HS1 = HPA Set(28)
L
SET &k ADDRESS (Mon-“olatile)
SET MAX LOCK, SET MAX UNLOCHK or HirHE2 = HPA Set (28)
SET M&X FREEZE LOCH (ABRT)
HOa:HD
SET Max ADDRESS EXT (Wolstile)
HO:HES = HPA Set (48)
SET mMak ADDRESS EXT (Mon-olatile)
HO:HES2 p HPA Set (48)
HZ1:HO HES1:HO
Power CYCIE L HsaHD  HES4:HO I ol
HL1:HD  HEL1:HO bt
HL4:HO HEL4:HO
Hardware Reset or Power Cycle
SET MAX ADDRESE (EXT) HE1:HO HE=A1:HO HOc:HO
(Mative Max) HSZHO  HESZHO
HE3:HO HES3:HO

SET &k SET PASSWORD
HO:H1

)

H1: Ho HPA
Password Set
P

Porweer Cycle

L H1:HO
=
SET MK LOCH, SET MaX UMLOCK or
SET M&X FREEZE LOCK (ABRT) SET MaX SDDRESS (Wolstie)
H1a:H1 H1:HS4 = HPA Set(28)
SET M&X ADDRESS (Mon-volatile)
H1:HS5 = HPA Set (28)
SET Max ADDRESS EXT (Walatile)
H1:HES4 =  HPA Set (18)
SET MaX ADDRESS EXT (Ron-wolatile)
Lot H1:HE=S = HPA Set (48)
( SET Max SET PASSWORD
H1c:H1 -
Hardwware Reset >
SET MAX ADDRESS (EXT) HE4-HA HES4-H1 H1ckH1
(Mative hMax) HS5-H1 HESS H1
| HEE:H1 HESE:H1

1.  HPA issaid to be Open or Eliminated when a SET MAX ADDRESS (EXT) is done at NATIVE MAX (EXT)

2. SET MAX ADDRESS (EXT) command shall be immediately preceded by a READ NATIVE MAX (EXT) command. If
these commands are not immediately preceded by a READ NATIVE MAX (EXT) command, they will be aborted (ABRT).

3. SET MAX SET PASSWORD, SET MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK commands shall not

be immediately preceded by a READ NATIVE MAX (EXT) command. If these commands are immediately preceded by a

READ NATIVE MAX (EXT) command, they shall be interpreted as a SET MAX ADDRESS (EXT) command.

Only one SET MAX ADDRESS non-volatile allowed per power cycle

Volatile state means no non-volatile SET MAX ADDRESS (EXT) command has been issued after a volatile one.

Non-Volatile 1 state means a non-volatile SET MAX ADDRESS (EXT) command was issued after power cycle.

Non-Volatile 2 state means no non-volatile SET MAX ADDRESS (EXT) command was issued after power cycle
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2. HPA Set (28) State Diagram

HPA Set (28) State Diagram

HS51: HPA SET (Volatile)
Ho Passworid

HS4& HPA SET (Volatile)

Password Set
—

SET MAY UNLOCK
————HL1:HS4

SET MaX ADDRESE (Wolatile)

H1:HE4 —e]
SET MaX ADDRESS (Wolatile) SET MAX SET PASSWORD
HO:HE ———— W ——H51:HSd - - o
Hardware Reset ar owver Lycle
Power Cycle HPA Hot Set —pz4:H0

o |—Hs1sHD —= HPA Hot Set

SET Max ADDRESS EXT or
SET MaY LOCH or SET M&X UNLOCK or

SET MaX FREEZE LOCK (ABRT)
— H¥cH3

SET Max ADDRESE (Mative Max)

SET MAK ADDRESS EXT or
SET Max UNLOCK or
SET MAK FREEZE LOCK (ABRT)

HZdaHz4

SET MAK ADDRESS (Mative Max)

Harchware Reset
—HSdaHS —

HPA Hot Set--e————HsapHy

SET MAK LOCK
HPA Lockedwsg— a1 1 —

-
i

SET Mak SET PASSWORD

HZ1k:HOD

HE4e:HS4

SET MaX ADDRESS (Mon-Yolatile)
HE1:HS2

HS52: HPA SET {(Hon-Volatile 1)
swortl

Ho Pas:
—

Y

Y

SET max ADDRESS (Wolatile)
HZ2e HE2

go=-HP A Hot Set

SET Max ADDRESE (Mon-Volatile)

-
g

SET Mok ADDRESS (Wolatile)

HZ4:HE5
HS5: HPA SET

Y

HE4c:H=4
{Hon-Volatile 1)

Password Set
E—

SET Mok UNLOCK

SET MaX ADDRESS (Mon-volatile)
s

SET MAX ADDRESS EXT or

HLZ: HE5 ——j
SET MAX SET PASSYWORD SET M&X ADDRESS EXT or
HS2Hss SET MaX UNLOCK or
Povweer Cycle SET M&X FREEZE LOCK (4BRT)
- HPA Set (25}~ HS5 HEa HS5aHSS
SET MAX ADDRESS (Native: Max)
HPA Hot Set - HS5:H1 il

SET Max LOCK or SET MAX UNLOCK or

SET MAX FREELE LOCK [ABRTY
— HSZaHZ2 —

Lot

SET MaX ADDRESS (Wolatile)

Hardhware Reset

L HESkiHES
Hs4e:HS4 —|
Hardware Reset SET MAK ADDRESS (Mative M) HPA Hot Set i
HE2hHE2 HE2:HO T SET MaX LOCK | SET mMax ADDRESS (Mon-‘olatile)
HPA Locked=t——HS5HL2 —] (ABRT)
L = HS5c:HSS
SET MK ADDRESS (Mon-Yolstile)
(BERT) SET MAX SET PASSMORD
HE20:HE2 — HS4eh HS4 —]-it

o

SET Max ADDRESS (Mon-Yolatile)

-

Powver Cycle
HE2:HS3 —

-

HO:H=2 HS56: HPA SET |

Passwori Set
I

Hon-Volatile 2)

! SET MaX UNLOCK SET MAX ADDRESS (Mon-Yolatie)
HS53: HPA SET {Hon-Volatile 2) HL2:HSE ———HSEE HSS
Ho Password
il
K SET MAK SET PASEWORD SET MaX ADDRESS EXT or
L HZ3:HS6 SET MAX UMLOCH ar
Poweer Cycle SET MAX FREEZE LOCK (ABRT)
L HSE:HS3 HESGaHSE
SET Max ADDRESS EXT or SET MAY ADDRESS (Native b
SET hax LOCK or SET MAX UNLOCK or HPA Hot Set [ Hls\"l:max) -

SET MaX FREEZE LOCK (ABRTI
— Hs3aHs3 T

SET Max ADDRESS (Mative hax)

Hardware Reset

HZ6h:HEE

——H=3HD HPA Hot Set
HLZ:HSS
HL2:HS3 Power Cycle
Hardware Reset or Pavwer Cycle HLE:HS3
P HLE Has HPA Lock SET MAK. LOCHK
- HE5HS3 ocked ——HSEHL3
i i
SET MAN ADDRESS (Mon-voletils) | SET MaX ADDRESS (volatil) SETMAX SET PASSUNORD
HZ3:H52 HZ3dHSS HSEe:HSE —

SET Max ADDRESS (Wolatile)
—HSEdHEE




HPA Set {48) State Diagram

HES1: HPA SET (Volatile)

Ho Pas:

SET MaX ADDRESS EXT (Volatile)
————HOHES1 —*]

SET MaX ADDRESS or

SET MAX LOCK or SET MAX UNLOCK or

SET MAXY FREEZE LOCK (ABRT)
——————HES1cHES —

[ HES1:HES4

3. HPA Set (48) State Dia

gram

HES4: HPA SET (Volatile)
Password Set
P

SET M2 UMLOCK
——HEL1:HES4 -1t
SET MAX ADDRESS or
sword SET MaX ADDRESS EXT (Volstile] SET MAY UNLOCK or
H1:HES4 —] SET MAX FREEZE LOCK (ABRT)

SET MaX SET PASSWORD

-

Power Cycle

Hardhware Reset or
HPA Hot Set -4—HES4:HI —]

[ HES4aHES4

Power Cycle HPA Hot § Hardware Reset
- U —.- ot Set
o |—HES12HO HESdarH! —im
SET MAX ADDRESS EXT (Native Max) | g
HPA Hot Set HES4h:H1
SET MAY LOCK SET MAX SET PASSWORD
HPA Lockeds—HES4HEL1 ——Hegac HESH
SET MAY ADDRESS EXT (Mative Max)
=" e HPAHotSet -

SET MAK ADDRESS EXT (Mon-olatile)
HE=1:HES2

HES1kHD

SET W& ADDRESS EXT (Mon-Yolatile)

SET MaX ADDRESS EXT (volatile)

HES4:HESS ———HES4d:HES4
HES2: HPA SET {Hon-Volatile 1) HES5: HPA SET {Hon-Volatile 1)
Ho Password Password Set
P
% -
SET MAX UNLOCK SET MAX ADDRESS EXT (Mon-Volatie)
Lt ———HELZ:HESS — W[ ——HIHESS ——————————
SET MaX SET PASSWORD "
[——HESZ:HESS
SET Max ADDRESS EXT (Volatile) Power Cycle SET M&X ADDRESS ar
HES 2 HES2 — HPA Set (48 HESS:HES3 SET MAXY UNLOCHK ar
SET MaX ADDRESS EXT (Mative hao) SET MAX FREEZE LOCK (ABRT]
B -~ HESSHI ——HES5aHESS

SET Max ADDRESE or
SET MAY LOCK or SET MAX UNLOCK or

SET MAX FREEZE LOCK 28RT1
— HES2aHESZ —

i

Hardwrare Resst

HPA Hot Set

SET MaX ADDRESS EXT (Volatile)

Hardware Reset

HES2h:HES2 —]

P
i

SET mMaX ADDRESS EXT (Mon-volstile)
[ABRT)
HES2c:HES2 —

HES4e:HES4 —1 HESSHESS
SET MAX ADDRESS EXT (Native MaX) ypa ot Set -t
HESZHD HP:L ocked  SETMAXLOCK [ SET M) ADDRESS EXT (Mon-Volatie)
~—HESSHEL2Z —] (AERT)
L HES5c:HESS
SET MAX SET PASSWORD
HES4HES S —{ang

SET MAY ADDRESS EXT (Mon-Yolatile)

(Hon-Volatile 2)

[ HESEHEZS

SET MAY ADDRESS EXT (Mon-Yolatile)

SET & ADDRESS or
SET M&X UMLOCK or

! o HO:HES2 HES6: HPA SET
Powver Cycle Passwori Set
HES2HES3 — f—
_ SET MAX UNLOCK
HES3: HPA SET (Hon-Volatile 2) HELZHESE —i]
Ho Password
——— Lt
k SET Max SET PASSWORD
ot HES3:HESE
Poweer Cycle
Lt HESE:HES3

SET W& FREEZE LOCK (ABRT)
HESEaHESE

SET MaX ADDRESS or

SET MAX LOCK or SET MAX UNLOCK or

SET MAXY FREEZE LOCK (ABRT)
— HES3aHES3

SET MAX ADDRESE EXT (Mative hax)
HPA Hot Set g —  HESEHI

SET MAX ADDRESS EXT (Mative Max)

Hardware Reset o Power Cycle
HES3h:HES3 —]

SET MAX ADDRESS EXT (Mon-‘Yalatile)

HES3:HD #= HPA Hot Set

HELZHES3
HELZHES3
HEL:DHESS
HELE:HESS
HESS:HESS

Power Cycle
SET MAX LOCK

HPA Locked ~#—HESE:HELS —

SET WA SET PASSWORD

HES3HES2 —

MK ADDRESS EXT (Wolatile) HESEe:HESE —

Hardhware Reset

[ HESEBL:HESE

SET M&X ADDRESS EXT (Wolatile)
[ HESEd:HESE

HES3d HES3

-



HL1: HPA LOCKED (Volatile)
—

4. HPA Locked (28) State Diagram

HPA Locked (28) State Diagram

HL4: HPA FROZEH (Volatile)

P I
-
SET MAX LOCK SET M FREEZE LOCK SET M&X ADDRESS EXT or
HS4:HL1 — ™ ———HL1:HL4 P SET MLX SET PASSINCRD o
- Power Cycle SET M&X LOCK or SET MAX UNLOCK ar
SET MAX ADDRESS EXT or hal HPA Hot Set 11 4 1 (s:; F:mT;J\x FREEZE LOCK
SET MAX LOCK ar i HLdarHLS
SET MK UNLOCK (wrong password) gr SET MAKUNLOCK
SET M&X SET PASSWORD HL1:HS4 — g HPA Set (28) ot
(&BRT)
' .
HLtaHLT o Hardweare Reseat
- SET Max ADDRESS (Mon-Yolatile) HL 4k HL4
(&BRT)
Hardhware Reset Power Cycle HL4c:HL4 —

HL1:HO —*= HPA Hot Set

HL1keHL1

Y

SET MAX ADDRESE (Mon-‘olatile)
(~BRT)

-~
i

SET MAK ADDRESS (Valatile)
(ABRT)

HL1z:HL1

HL2: HPA LOCKED (Hon-Volatile 1)

SET MAK LOCK

HESHL2 L

HL1eHL1

HL5: HPA FROZ|
p—

SET MAK FREEZE LOCK

SET MAK ADDRESS (alatile)
HL4c:HL4

EH {Hon-Volatile 1)
P

-
SET MAX ADDREZS EXT or

— HLZ:HLS

SET MK ADDRESS EXT ar

SET Max LOCK ar

SET maR URLOCK (wrang passward)
SET MAX SET PASSWORD

[ABRT)

HL2a:HL2 —

SET MAK UNLOCH

P
|

Hardwware Reset

HL2:HL2 —

SET MAX SET PASSWORD o
SET max LOCK or SET MaX URLOCK or
SET MAX FREEZE LOCK

SET MAK ADDRESS (Mon-‘alatile)
(ABRT)

————= HPA Set (28) (ABRT)
[ HL2HSS et (2 :
I Powver Cycle HLSaHLS
HPA Set (28)-—H) 5:H53 —]
Powver Cycle
HLZ:Hs3 —= HPA Set (28) ot}
-

Harcwvare Reset
HLSb:HLS

il

HE5d HSS

o

SET MAK ADDRESE (Mon-'alatile)
(ABRT)

il
el

SET MAK ADDRESS (Walatile)

el

SET MAK ADDRESS (alatile)
(ABRT)

(ABRT)

HL2c:HL2

HL3: HPA LOCKED (Hon-Volatile 2)

HL2d:HL2

HLEcHLS

HL6: HPA FROZEH (Hon-Volatile 2)

.|
]
-
SET M&X LOCK SET MAX FREEZE LOCK SET M&X ADDRESS EXT ar
HSEHLS — W ——HLZHLE SET Mo SET PASSWORD or
SET MAX LOCK or SET MY UNLOCK ar
o= SET M&X FREEZE LOCK

SET M&X ADDRESS EXT ar SET MY UNLOCK [ABRT)
SET M&X LOCK or ——HL3HS6 ——™= HPA Set (2§) HLEia:HLE
SET ma UNLOCK (wrong password) gr Power Cycle

SET MAK SET PASEWORD
[(ABRT)

HPA Set (25) % HLE:HS3 —
Powver Cycle

HLS&a:HLS

HL3:HS3 — ™ HPA Set (28)

o
| i

Hardware Reset

HL3kHLS ™|

SET MAK ADDRESS (Man-'alatile)
(ABRT)

Harchware Reset
[ HLEk:HLE

HLGc:HLE

il

[
|

SET MAK ADDRESS (Mon-‘olatile)
(&BRT)

-

g

SET M2 ADDRESS (Wolstile)
(ABRT)

SET MaX ADDRESS (volatile)
(ABRT)

HL3c:HLS

HL3d:HLS

HLGe:HLE




5. HPA Locked (48) State Diagram

HPA Locked (48) State Diagram

HEL1: HPA LOCKED

’Uo atilel
SET MAX LOCK SET MAX FREEZE LOCK
——HES#:HEL1 — ™ HEL1:HEL4 Lt

HEL4: HPA FROZEH
(Volatile)
—

-
-

SET MAK ADDRESS or

—
|

SET mMAX ADDRESS or
SET MaAX LOCK ar
SET ma UNLOCK (wrang passsward)
SET MaX SET PASSWORD
(ABRT)
HEL1&:HEL1 —

r o SET MAK UMLOCK
HEL1:HES4 — o

HPA Set (48)

HPA Hot Set -w4—pg) 4-Hy —

SET MAX SET PASEWORD or
SET MAX LOCK or SET MaX UNLOCK or
SET MAX FREEZE LOCK

(ABRT)
HEL4a:HEL4

Powver Cycle

SET MAX ADDRESS EXT (Mon-Yolatile)

o
| i

Hardware Reset

(ABRT)

Powver Cyvcle
——HEL1:HO —#®™ HPA Hot Set

HEL1k:HEL1

-l
i

Y

SET M&X ADDRESS EXT (Volatile)
(ABRT)

SET & ADDRESS EXT tMon-Yolatile)
(ABRT)

HEL1c:HEL1 —

HEL1el:HEL1

HELZ2: HPA LOCKED (Hon-Volatile 1)

Hardware Reset
[ HEL4h:HEL4
HEL4d:HEL4 — g

-t

SET MAK ADDRESS EXT (Wolatile)
[——HEL4c:HEL4

HEL 5: HPA FROZEH (Hon-Volatile 1)

I
I
-~
SET MAX LOCK SET MAK FREEZE LOCHK SET MAY ADDRESS or
— HESSHEL2 HELZ:HELS SET MAx SET PASSWORD or
SET AR LOCK or SET MAK UNLOCK ar
o= SET MiAX FREEZE LOCK
SET MaX ADDRESS ar SET WA UMLOCK (ABRT)
SET M&X LOCK or [——HELZHESS — = HPA Set (48) [ HELSa:HELS
SET M UMNLOCK [(vwrong passsword) gr Power Cycle .
SET MaX SET PASSWIORD HPA Set (48)-#-HE| 5. HES: —

(ABRT)
HEL2a:HELZ? —

Powver Cycle
—HELZ:HES3 —W= HPA Set (48)

i

Hardhware Reset

HEL2kHELZ —

P

(ABRT)

o

SET MaX ADDRESS EXT (Volatile)
(ABRT}
HEL2c:HELZ? —

HEL3: HPA LOCK
—

SET W& LOCK
——HESGHEL: —

P

-
-

SET Max ADDRESS EXT (Mon-volatile)
(ABRT)
— HEL2d:HEL2

ED {Hon-Volatile 2)

SET Max ADDRESS EXT (hlon-Volatile)

Harchware Reset
—HELSk:HELS

HESSd.HESS it

SET M&X ADDRESS EXT (Wolatile)
(ABRT)
[ HELSc:HELS

HEL#&: HPA FROZEH {Hon-Volatile 2)

SET mMAX ADDRESS or

SET MaAX LOCK ar

SET ma UNLOCK (wrang passsward)
SET MaX SET PASSWORD

(ABRT)
HEL3a:HELS —

Povver Cycle
[——HEL3:HES3 — ™ HPA Set (48)

e
Hardware Reset

HEL3k:HELS |

o

N

P
i
SET M FREEZE LOCK SET Ma¥ ADDRESS ar
—HEL3:HELE SET Mo SET PASSWORD or
SET M&M LOCK ar SET M&X UNLOCK ar
SET MAK LUNLOCK (S'E;Rﬂ'?x FREEZE LOCK
[—HEL3:HESE — ™ HPA Set (48) [ HELGa:HELR
r Power Cycle
HPA Set (18) “—HELE:HES3 —]

I

(ABRT)

ol

Lol
SET MAX ADDRESS EXT (Wolatile)

(ABRTY
HEL 5 HELS —

-

SET M&X ADDRESS EXT (Mon-volstil)
(ABRT)
HELAd:HELS

SET MAK ADDRESS EXT (Mon-Yalatile)

Harcwvare Reset
[——HELEkHELG

HELGc:HELE —%

SET MAK ADDRESS EXT (Wolatile)
(ABRT)
[—HELEcHELE




