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Subject FCP-4 defect reports

Kevi n,

| would like to report the following issues with
FCP- 4.

All references are to FCP-4 r00a, except where
noted. Al
references to FC-FS-2 are to FG-FS-2 draft revision 1.01.
Subscripts
are rendered by concatenation and | ower-case (e.g. using
"R_A TOvel s"
in place of "R A TOV" with a subscript "ELS").

The argunents dealing with tiners and recovery al
assune a
fabric environment and unacknow edged cl ass of service.

1) Target requirenment for FCP_RESID UNDER is m ssing
Pr obl em

There is no requirenent for a target to set FCP_RESI D UNDER
if a read

operation results in the transfer of fewer than FCP_DL
bytes. The 4th

par agr aph of section 9.4.2, requires: "Because there were
fewer bytes

provi ded than required by FCP_DL, the FCP_RESI D _UNDER
bit...shall be

set to one inthe FCP. RSP IU...." But this occurs in the
context of a

di scussion of a wite operation. There is no simlar

requi renent that

FCP_RESI D UNDER be set appropriately in the context of read
oper at i ons.

Section 12.2.2 first paragraph bullet (b) requires the
initiator to

detect underrun. This may inply a requirenment for the
target, but it

woul d be better explicitly stated.

Proposed resol ution:

- Break section 9.4 paragraph 4 after "...the target
FCP_Port shal
di scard the excess bytes.", -and-

- Anend the follow ng sentence to repl ace "Because there
were fewer



byt es provided than required...
results in the
transfer of fewer bytes than required....".

with "If an operation

2) Timer summary table is unclear
Pr obl em

The tinmer summary table (Table 30) contains a colum headed
"Def aul t

Value". I n some cases the colum contains a description of
a range,

rat her than a value; the columm header is m snaned.

The use of ranges in this columm suggests that constraints
are being

expressed, but this is not stated in the text. "Default
val ue" is not

defined by the standard so is left to assune its nornal

Engl i sh

meani ng. "Default" then suggests that inplenentations are
free to

choose a different val ue--including one not in the suggested
range. It

i s ambi guous whet her the table states a constraint.
Proposed resol ution:

- Replace all range definitions in the "Default Val ue"
colum with

values. Al the current ranges are specified as ">="; use
t he fl oor

of the range as the specified default value. -and-

- Add a columm "Range" to the table; express the allowable
ranges in
this colum. -and-

- Add the following text to section 11.1: "FCP_Ports should
use the

default values specified in table 30 for those tiners. |If
an FCP_Port

chooses or negotiates a different value for a tinmer, the
val ue shal

fall in the range specified in the table."

3) "Sequence |evel recovery" is not defined
Pr obl em

Every usage of the phrase "Sequence |evel recovery" has the
i ndi cat ed

capitalization. This is a marked usage and suggests that
the phrase is

being used as a termof art. However, the phrase is not
defined by the



standard, so is left to assunme its nornmal English nmeaning.

It is not clear how the normal neaning of the phrase rel ates
to the

concepts of the standard. Specifically, it is not clear
when an

FCP_Port "ha[s] agreed to Sequence |evel recovery". \Wat
constitutes

this agreenent should be clearly defined as it qualifies
sever al

sections describing recovery. This has ramfications for
dat a

integrity (see, e.g., issue (4) below.

Proposed resol ution:
- In section 6.3.4, subsection "Wrd 3, Bit 8 RETRY', add a

sent ence
following the first sentence of the third paragraph:

"....in both the
request payload and in the accept payload. In this case the
initiator

and target shall have agreed to Sequence |evel recovery."

4) Recovery is insufficiently required
Pr obl em

Several recovery sections (e.g. 12.4.1.5) are qualified by:
“"Thi s

procedure shall be used only by FCP devices that have agreed
to

Sequence | evel recovery". That is, agreenent to Sequence

| evel

recovery i s necessary but not sufficient to inply that an
initiator

or target will performthe defined recovery. The standard
provi des

no nechani smfor an agreeable FCP_Port to conmunicate its
actual intent

to follow the recovery procedures, so it is possible that an
initiator

and target m ght make opposite choices.

There are cases, though, where either both or neither
initiator and

target nmust performthe recovery in order to preserve data
integrity.

A target, for exanple, mght agree to Sequence |evel
recovery but el ect

not to performthe FCP_RSP | U recovery described in section
12.4.1.5.

Not being subject, then, to the restrictions in 12.4.1.5,
the target

woul d be at liberty to discard exchange information as soon
as an



FCP_RSP was sent. |If the FCP_RSP were | ost, an otherw se
timely REC

by the initiator would be rejected by the target with
"Logical error"/

Invalid OX ID-RX ID conbination". The initiator could then
resend the

FCP_CVND (per 12.4.1.3) to the detrinent of data integrity.
(The

target woul d have performed the operation twi ce but the
initiator would

believe that it had only been perfornmed once.)

Proposed resol ution:

- Replace the qualifications at the heads of sections
12.4.1. 3,

12.4.1.4, 12.4.1.5, 12.4.1.6, and 12.4.1.7 with: "This
procedure shal

be used by and only by FCP devices that have agreed to
Sequence | evel

recovery." Note the larger effect on 12.4.1.3 than on the
ot hers.

5) R A TOV (re)definitions drop vital guarantee
Pr obl em

Section 11.3 states: "R A TOV has two separate conponents,

| abel ed

R A TOvseq_qual and R A TOVels." FC-FS-2 contains no

menti on of

separate conmponents of R A TOV. It's unclear whether FCP's
R A TOV

conponent tinmers inherit substance or nerely name from

FC FS- 2.

FC-FS-2 section 20.2.1.4 provides a guarantee: "R A TOV
represents

E DTOV plus twice the maximumtine that a frane may be
del ayed within

a Fabric and still be delivered." The notion that R A TOV
enconpasses

the maximum fabric delivery tine is vital to the definition
of

RR TOVseqg_init (Table 30) and the recovery mechani sns t hat
depend on it

(e.g. section 12.4.1.5).

If R A TOVel s does not inherit substantially from FC FS-2

R A TOV then

this vital guarantee is dropped. Even if R A TOVel s does

i nherit

substantially fromFCFS-2 R A TOV, Table 30 flatly
redefines the

duration of R A TOVels as 2 or 10 seconds w thout nention of
maxi mum

fabric delivery time, dropping the vital guarantee.



Proposed resol ution:

- Amend Table 30 - Tinmer summary NOTE 1 to add a sentence:
"R A TOV

for ELS shall enconpass the maxinmumtinme that a frame nay be
del ayed

within a Fabric and still be delivered."

Not e that boundedness of R A TOVels directly affects
boundedness of

RR _TOvseqg_init, and so has inplications for boundedness of
REC TOwv.

See (7) bel ow.

6) REC TOV floor allows REC vs FCP_CVND race
Pr obl em

Section 12.4.1.3 equates REC reject (with "Logical
error"/"Invalid

OX ID-RX_ID conbination") to the | oss of the FCP_CVND and
prescri bes

retransm ssion of the FCP_CVND. But an initiator would see
t he sane

reject in the case where the REC nerely arrived at the
target ahead of

the FCP_CVMND. In that case retransm ssion of the FCP_CM\D
could result

in aloss of data integrity.

Arrival of REC ahead of FCP_CVND coul d be prevented by
ensuring that

REC is not transmtted until it is certain that the FCP_CWVND
is either

delivered or |ost.

FC-FS-2 section 20.2.1.3 limts to three the actions whose
duration is

bounded by E D TOv; frame delivery across a fabric is not

anong t hose.

Rat her, FC-FS-2 section 20.2.1.4 describes R A TOV as the

timer that

enconpasses the nmaxi mum frane delivery tine.

In order to ensure REC is not sent prematurely, REC TOV s
range nust
t herefore enconpass R A TOV rather than E D TOV.

Proposed resol utions:

- Replace REC TOV range of ">= E D TOV + 1s" with ">=
R A TOV' in Table

30 - Timer summary. -or-

- Replace section 12.4.1.3 paragaph 2 with: 'If the target
reports the



I epuriLs Liie

exchange invalid (i.e. the initiator FCP_Port receives an
LS RIT for

the REC with the reason code of "Logical error” and reason
code

explanation set to "lInvalid OX I D RX_ID conbi nation"), the
initiator

shall not retransmt the FCP_CVND and shall notify the
application

client appropriately.’

Note that if 12.4.1.3 is allowed to stand a nodification nay
still be

in order. Verb "retransmt" follow ng the parenthetical is

in the

i nperative nood and woul d better be declarative: "...), the

initiator

shall retransmt...."

7) Lack of REC TOV ceiling allows REC vs exchange discard
race

Pr obl em

REC TOV is described in the tinmer sunmary table (Table 30)
as a range

with a floor but no ceiling. No nechanismis provided to
conmuni cat e

the choice of REC_ TOV between initiator and target. This
all ows the

possibility that an initiator may choose a REC TOV that is
arbitrarily

| arge and that differs fromthe REC TOV chosen by the
target.

Further, section 11.5 describes REC TOV as the "m ni num
pol i ng

interval"” for REC and states that a duration of
REC TOV

occurs before REC may be sent. REC TOV is not a ceiling on
t he REC

polling interval.

at | east"

Section 12.4.1.5 attenpts to ensure that a target wll

mai ntai n

exchange information until a tinmely REC arrives by requiring
t hat the

target retain the information for up to RR TOVseq_init after
sendi ng

t he FCP_RSP.

Tabl e 30 suggests RR TOvseq_init should be ">= REC TOV +
2XxR_A TOVvel s

+ 1s" (in the RETRY case), but this is insufficient. The
target nust

necessarily base its RR TOvVseq_ init on its own REC TOV since
it has no



knowl edge of the initiator's REC TOV. The initiator's

REC TOV can be

arbitrarily larger than the target's, so the target can be
left with an

RR _ TOVseqg_init that does not enconpass the initiator's
REC_TOVv.

Even when the initiator and target have sufficiently simlar
REC _TOV,

the initiator may delay arbitrarily beyond REC TOV before
transmting

the REC, leaving the target with an RR TOVseq_init that does
not

enconpass the initiator's REC polling interval.

If the initiator sends REC after the target's RR _TOVseq_init
expires

(or merely late enough in the RR TOVseq_ init interval), the
REC wi | |

(may) arrive after RR TOVseq_init has expired. The target,
t hen, may

have di scarded the exchange information in accordance with
12.4.1.5 and

will reject the REC with "Logical error"/"lInvalid

O IDRX_ID

conbination”. The initiator may respond by resending the
FCP_CWVND

(per 12.4.1.3) to the detrinent of data integrity.

The initiator's REC polling interval nust be constrained to
ensure the

REC arrives at the target before the expiration of

RR TOVseq_ init.

This requires a ceiling on REC polling (and so al so on

REC TOV) and an

effective floor on RR_TOVseq_init.

Proposed resol ution:
Al three of:

- Mdify section 11.5 first paragraph to add a sentence
encour agi ng

pronpt polling by initiators: "....first polling for
Exchange st at us

with the REC ELS. Initiators should transmt REC pronptly
after

REC TOV expiration. Table 31...." -and-

- Mdify Table 30 to set an appropriate ceiling for REC TOV,
per haps

one of: "<= RA TO/, "<= RA TOV/ + E D TO/, or "<=

2XxR_A TOV'. -and-

- Modify Table 30 to set a floor for RR TOVseq_init based on
t he

REC TOV ceiling, making RR_TOVseq_init's range: ">=

cei | (REC_TOV) +



RATOV + 1s" (with "R A TOV' allowing tinme for the RECto
traverse the

fabric and "1s" as an allowance for initiator pronptness
failings).

O just:

- Replace section 12.4.1.3 paragaph 2 with: '"If the target
reports the

exchange invalid (i.e. the initiator FCP_Port receives an
LS RIT for

the REC with the reason code of "Logical error” and reason
code

explanation set to "lInvalid OX ID RX ID conbi nation"), the
initiator

shall not retransmt the FCP_CVND and shall notify the
application

client of the problem

Note that if 12.4.1.3 is allowed to stand a nodification nay
still be

in order. Verb "retransmt" follow ng the parenthetical is
in the

i nperative nood and woul d better be declarative: "...), the
initiator

shall retransmt...."

Regar ds,

bri an

Brian Hart | BM Al X Support
SAN Team

hartb@us. i bm com

512-823- 7856



