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September CAP Decision

The July CAP working group agreed to choose between the two Security Strength columns in the following table 
when the group meets in Vancouver.

Security Strength

128 Bits 256 Bits

Mandatory 
Algorithm 
Support

Key 
Exchange

2 048-bit MODP group 
(finite field D-H)

521-bit prime elliptic curve 
field P-521

PRF
IKEv2-use based on

SHA-256
IKEv2-use based on

SHA-512

Encryption
AES-CBC with

128-bit (16-byte) key
AES-CBC with

256-bit (32-byte) key

Integrity
AUTH_HMAC_SHA2_

256_128
AUTH_HMAC_SHA2_

512_256

Authentica-
tion

RSA Digital Signature with

2 048-bit key support  a
ECDSA with 512-bit SHA-2 

on the P-521 elliptic curve  a

a Certificate support is optional.


