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General

NOTE — This proposal assumes the incorporation of 06-449r4 and 07-169r0 (or later) into SPC-4.

The purpose of this proposal is to provide a way for the application client to pass an encrypted key to the device

server (note: this is different from passing an encryption key; the goal is to encrypt the encryption key). This

feature has some of the following benefits:

e |tis possible to hide the encryption key from an eavesdropper. Generally, the encryption key is more valuable
than the data, so it is important to keep this information safe.

e To comply with NIST FIPS 140-2, it is necessary to encrypt the key before passing it to the device server.
Currently, there is no method in SSC-3 to provide a FIPS-compliant solution.

e By using a security association, it is possible to enter several keys using fast symmetric-key encryption (as
compared to slow public-key operations). The only cost is an up-front cost to perform a Diffie-Hellman
operation to establish a shared secret.

To comply with FIPS 140-2, it is necessary to enter a key into a cryptographic module (device server) using an

Approved encryption algorithm. By using ESP-SCSI (see SPC-4 with 07-169), it is possible to fulfill this
requirement.

Proposed Changes
Note: Some headings are used only to keep the numbering consistent. (Proposed changes are in blue)

1 Scope

2 Normative references
2.1 Normative references
2.2 Approved references

2.3 References under development

3 Definitions, acronyms, keywords, and conventions

3.1 Acronyms
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General Concepts

Implicit address command descriptions for sequential-access devices

4
5  Explicit address command descriptions for sequential-access devices
6
7

Common command descriptions for sequential-access devices
8 Parameters for sequential-access devices

8.1 Diagnostic parameters
8.2 Log Parameters
8.3 Mode Parameters

8.4 Vital product data (VPD) parameters
8.5  Security protocol parameters

8.5.1

8.5.2
8.5.3
8.5.3.1

8.5.3.2

8.5.3.21

8.5.3.2.2

8.5.3.2.3

8.5.3.2.4

8.5.3.2.5

Security protocol overview

SECURITY PROTOCOL IN command specifying Tape Data Encryption security protocol
SECURITY PROTOCOL OUT command specifying Tape Data Encryption security protocol
SECURITY PROTOCOL OUT command specifying Tape Data Encryption security protocol

overview

Set Data Encryption page

Set data encryption page format

Table 117 — KEY FORMAT field values

T10/06-225r7

Code Description Reference
00h The KEY field contains the key to be used to 8.5.3.2.2
encrypt or decrypt data.
01h The KEY field contains a vendor specific key 8.5.3.2.3
reference
02h The KEY field contains the key wrapped by the | g5324
device server’s public key
03h The KEY field contains a key that is encrypted 85325
using ESP-SCSI
04h — BFh Reserved
COh — FFh | Vendor specific

Plaintext key format

Key reference format

Key wrapped by device server public key

Key encrypted using ESP-SCSI

If the KEY FORMAT field is set to 03h, then the KEY field shall contain an ESP-SCSI out w/o length descriptor (see
SPC-4) that includes a key that has been encrypted in accordance with an SA that has been created in the device
server (see SPC-4). The SA shall use an encryption algorithm other than ENCR_NULL. The KEY LENGTH field
contains the length of the ESP-SCSI out w/o length descriptor.

If the USAGE_TYPE SA parameter in the SA associated with the value in the DS_SAI field in the ESP-SCSI out
w/o length descriptor is not set to 0081h (i.e. Tape Data Encryption), then the device server shall terminate the
command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the additional
sense code set to INVALID USAGE TYPE SA PARAMETER.

[note: INVALID USAGE TYPE SA PARAMETER is a new ASC]
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