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General 
 
NOTE – This proposal assumes the incorporation of 06-369r6 and 06-449r1 into SPC-4. 
 
The purpose of this proposal is to provide a way for the application client to pass an encrypted key to the device 
server (note: this is different from passing an encryption key; the goal is to encrypt the encryption key).  This 
feature has some of the following benefits: 
• It is possible to hide the encryption key from an eavesdropper.  Generally, the encryption key is more valuable 

than the data, so it is important to keep this information safe. 
• To comply with NIST FIPS 140-2, it is necessary to encrypt the key before passing it to the device server.  

Currently, there is no method in SSC-3 to provide a FIPS-compliant solution. 
 
To comply with FIPS 140-2, it is necessary to enter a key into a cryptographic module (device server) using an 
Approved encryption algorithm.  NIST has currently approved CCM, and will soon approve GCM. 
 
This proposal borrows several concepts from the IETF, IEEE, and NIST.  The message format is very similar to 
that of RFC 4303, "IP Encapsulating Security Payload (ESP)".  The key derivation function (KDF) comes from a 
recent standard by NIST (SP 800-56A).  The reader is encouraged to review these documents and other from the 
‘Related Documents’ section. 
 
Proposed Changes 
Note: Some headings are used only to keep the numbering consistent.  (Proposed changes are in blue) 

1 Scope 

2 Normative references 

2.1 Normative references 

2.2 Approved references 

2.3 References under development 

2.4 IETF references 
Copies of the following approved IETF standards may be obtained through the Internet Engineering Task Force 
(IETF) at the World Wide Web site <http://www.ietf.org>. 
 
RFC 4303, IP Encapsulating Security Payload (ESP) 
RFC 4306, Internet Key Exchange (IKEv2) Protocol 

2.5 NIST references 
Copies of the following approved NIST standards may be obtained through the National Institute of Standards and 
Technology (NIST) at the World Wide Web site <http://csrc.nist.gov>. 
 
NIST FIPS 180-2, Secure Hash Standard (SHS) 
NIST FIPS 197, Announcing the Advanced Encryption Standard (AES) 
NIST SP 800-56A, Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm 

Cryptography 
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3 Definitions, acronyms, keywords, and conventions 

3.1 Definitions 
3.1.a integrity check value (ICV): a message authentication code used to validate the integrity of data passed 

across the service delivery subsystem.  This is the term used by the IETF. 
3.1.b security association (SA): A relationship and associated security processing between an application 

client and device server (see Error! Reference source not found.). 
3.1.c security association identifier (SAI): A 32-bit value that uniquely specifies a particular security 

association (see Error! Reference source not found.).  This is similar to the IETF’s security parameters 
index (SPI). 

3.1.d security association parameters: The parameters necessary to define a security association. 

3.2 Acronyms 
AES Advanced Encryption Standard 

FIPS Federal Information Processing Standard 

ICV integrity check value 

IETF Internet Engineering Task Force 

NIST National Institute of Standards and Technology 

RFC (IETF) request for comment 

SA security association 

SP (NIST) special publication 

SAI security association identifier 

4 General Concepts 
5 Explicit address command descriptions for sequential-access devices 
6 Implicit address command descriptions for sequential-access devices 
7 Common command descriptions for sequential-access devices 
8 Parameters for sequential-access devices 
8.1 Diagnostic parameters 
8.2 Log Parameters 
8.3 Mode Parameters 
8.4 Vital product data (VPD) parameters 
8.5 Security protocol parameters 

8.5.1 Security protocol overview 
8.5.2 SECURITY PROTOCOL IN command specifying Tape Data Encryption security protocol 
8.5.3 SECURITY PROTOCOL OUT command specifying Tape Data Encryption security protocol 
8.5.3.1 SECURITY PROTOCOL OUT command specifying Tape Data Encryption security protocol 

overview  
... 

Table 109 – SECURITY PROTOCOL SPECIFIC field values 
Code Description Reference 

0000h – 000Fh Reserved  

0010h Set Data Encryption page 8.5.3.2 

0011h Send Encrypted Command page Error! 
Reference 
source 
not found. 

0011h – FEFFh Reserved  

FF00h – FFFFh Vendor specific  
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... 

8.5.3.2 Set Data Encryption page 

8.5.3.2.1 Set data encryption page format 
Table Y1 shows the parameter list format of the Set Data Encryption page. 

 
(Text skipped) 
 
The KEY FORMAT field indicates the format of the value in the KEY field.  Values for this field are described in Table 
Y5. 

Table 114 – KEY FORMAT field values 

Code Description Reference 

00h The KEY field contains the key to be used to 
encrypt or decrypt data. 

8.5.3.2.2 

01h The KEY field contains a vendor specific key 
reference 

8.5.3.2.3 

02h – BFh Reserved N/A 

C0h – FFh Vendor specific N/A 
 

The KEY LENGTH field indicates the length of the key field in bytes. 

(Move KEY-ASSOCIATED DATA DESCRIPTORS LIST text here) 

8.5.3.2.2 Plaintext key format 
If the KEY FORMAT field is 00h the KEY field contains the key in an algorithm specific format.  Table Y8 defines the 
format of the key in the KEY field. 

Table 115 – KEY field contents with KEY FORMAT field set to 00h 

Bit 
Byte 

7 6 5 4 3 2 1 0 

020 (MSB)  

n  
KEY 

(LSB) 
 

The KEY LENGTH field indicates the length of the key field in bytes. 

8.5.3.2.3 Key reference format 
If the KEY FORMAT field is 01h, the KEY field shall contain 8 bytes of T10 vendor identification (see SPC-4) followed 
immediately by a vendor specific key reference identifying the key to be used to encrypt or decrypt data.  If the 
KEY field contains a vendor specific key reference that is unknown to the device server, the command shall be 
terminated with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the additional 
sense code set to VENDOR SPECIFIC KEY REFERENCE NOT FOUND.   

If the KEY FORMAT field is 01h, the KEY field shall contain the information as defined by Table Y8a. 
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Table Y8a – KEY field contents with KEY FORMAT field set to 01h 

Bit 
Byte 

7 6 5 4 3 2 1 0 

20 (MSB)  

27  
T10 VENDOR IDENTIFICATION 

(LSB) 

28 (MSB)  

n  
VENDOR SPECIFIC KEY REFERENCE 

(LSB) 
 

The T10 VENDOR IDENTIFICATION field shall contain 8 bytes of T10 vendor identification (see SPC-4). 

The VENDOR SPECIFIC KEY REFERENCE field shall include vendor-specific information used for identifying the 
key that encrypts or decrypts data.  If the VENDOR SPECIFIC KEY REFERENCE field contains a vendor specific 
key reference that is unknown to the device server, the command shall be terminated with CHECK CONDITION 
status, with the sense key set to ILLEGAL REQUEST, and the additional sense code set to VENDOR SPECIFIC 
KEY REFERENCE NOT FOUND. 

8.5.3.3 Send Encrypted Command page 
Table A specifies the format of the Send Encrypted Command page 

Table A – Send Encrypted Command page 

Bit 
Byte 

7 6 5 4 3 2 1 0 

0 (MSB)  

1  
PAGE CODE (0011h) 

(LSB) 

2 (MSB)  

3  
PAGE  LENGTH (m-3) 

(LSB) 

4 (MSB)  

7  
DEVICE SERVER SECURITY ASSOCIATION INDEX (DS_SAI) 

(LSB) 

8 (MSB)  

11  
DEVICE SERVER SEQUENCE NUMBER (DS_SQN) 

(LSB) 

12 (MSB)  

12+k-1  

INITIALIZATION VECTOR (IV) (optional) 

(LSB) 

12+k (MSB)  

m-4  

ENCRYPTED PAGE (variable length) 

(LSB) 

m-3 (MSB)  

m  

INTEGRITY CHECK VALUE (ICV) 

(LSB) 
 

The PAGE CODE field shall contain the value 0011h. 

The PAGE  LENGTH field indicates the number of bytes of parameter data to follow.  If the page length value results 
in the truncation of any field, the device server shall terminate the command with CHECK CONDITION status, 
with the sense key set to ILLEGAL REQUEST, and the additional sense code set to INVALID FIELD IN 
PARAMETER LIST. 
 
The DEVICE SERVER SECURITY ASSOCIATION INDEX (DS_SAI) field contains the DS_SAI value (see SPC-4) that 
identifies the security association used to encrypt the ENCRYPTED PAGE field of this page. 
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The DEVICE SERVER SEQUENCE NUMBER (DS_SQN) field contains the current DS_SQN value (see SPC-4) for the 
security association that corresponds to the DS_SAI.  If the DS_SQN is smaller than or equal to the DS_SGN of 
any previous encrypted information packets that reference the same DS_SAI, then the device server shall 
terminate the command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the 
additional sense code set to INVALID SEQUENCE NUMBER. 
 
Editor's Note: INVALID SEQUENCE NUMBER is a new ASQ. 
 

The INITIALIZATION VECTOR (IV) (optional) field contains an optional initialization vector used as an input into the 
encryption function.  The security association specifies the size of the initialization vector, given as k in Table A, 
based on the negotiated encryption function (see SPC-4).  The initialization vector is not encrypted. 

The ENCRYPTED PAGE field contains the encrypted parameter data of a page referenced in Table 109 (e.g. Table 
110 – Set Data Encryption page).  The ENCRYPTED PAGE field shall not contain a Send Encrypted Command page 
(Table A).  The ENCRYPTED PAGE field shall be encrypted using the encryption algorithm referenced by the DS_SAI 
as negotiated during the creation of the security association (see SPC-4). 

The INTEGRITY CHECK VALUE (ICV) field contains an integrity check value that protects the following fields, in order: 

1) DEVICE SERVER SECURITY ASSOCIATION INDEX (DS_SAI) field; 

2) DEVICE SERVER SEQUENCE NUMBER (DS_SQN) field; 

3) INITIALIZATION VECTOR (IV) field, if present; and 

4) ENCRYPTED PAGE field. 

The device server shall verify the ICV field according to the algorithm negotiated during the creation of the 
security association.  If the device server fails to validate the ICV field, then the device server shall terminate the 
command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the additional 
sense code set to INVALID INTEGRITY CHECK VALUE. 

Editor’s note: INVALID INTEGRITY CHECK VALUE is a new sense code. 

 




