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Overview

In a zoning expander device, SMP output (write) functions should not be allowed from arbitrary SMP initiator
ports. For example, an SMP initiator port in one zone group should not be able to disable or reset a phy in
another zone group using the PHY CONTROL function.

Table 1 — SMP output (write) function handling

Function Proposal

Only allow access by SMP initiator ports whose zone groups have access

CONFIGURE GENERAL . X
to zone group 2 (i.e., the zoning manager)

(already in sas2r03a) Only allow access by SMP initiator ports whose zone

ZONED BROADCAST
groups have access to zone group 3

CONFIGURE ROUTE

INEFORMATION Only supported by externally configurable expanders, so irrelevant

Only allow access by SMP initiator ports whose zone groups have access
to zone group 2 (so the zoning manager can make changes, without having
to be granted access to each zone group itself) or the zone group of the
expander phy (so normal SMP initiator ports can make changes if they can
see and use that expander phy)

PHY CONTROL,
PHY TEST FUNCTION,
CONFIGURE PHY EVENT
INFORMATION

Suqggested changes
| 4.8.3.2Zone groups-types
Zone groups function in different ways based on zone group number as shown in table 22.

| Table 22 — Zone groups-types (part 1 of 2)

Configurable
Zone zone
group permission
table entries

| 0 No Phys in zone group 0 have-accessto-re-otherphys-only have access to other

phys in zone group 1.

Description

1 No Phys in zone group 1 have access to other phys in all zone groups.
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Table 22 — Zone groups-types (part 2 of 2)

Configurable
Zone zone
group permission
table entries

Description

Phys in zone group 2 have access to other phys based on the zone permission
table.

A management device server in a zoning expander device only allows

management application clients using phys in zone groups with access to zone
group 2 to perform the following SMP functions:

a) SMP zoning configuration functions (e.g., CONFIGURE ZONE

2 Yes PERMISSION); and

b) SMP expander configuration functions (i.e., CONFIGURE GENERAL).

Physinzene-gredsswithetineeessteZene-gron s are:

A management device server in a zoning expander device only allows
management application clients to perform certain SMP phy-based control and
configuration functions (i.e., PHY CONTROL, PHY TEST FUNCTION, and
CONFIGURE PHY EVENT INFORMATION) if the zone group of the
management application client’s phy has access to zone group 2 or the zone
group of the specified phy.

Phys in zone group 3 have access to other phys based on the zone permission
table.

A management device server in a zoning expander device only allows
management application clients using a phy in a Phys- zone groups with

3 Yes

access to zone group 3 are-altewed-to perform certain SMP zoning-related
functions (i.e., ZONED BROADCAST).

4t07 Reserved

8to Yes Phys in zone groups 8 through 127 have access to other phys based on the
127 Zone permission table.
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Editor’s Note 1: The table and the descriptions in 10.4.3.xx already cover those requirements.

10.4.3.2 SMP function response frame format

The FUNCTION RESULT field is defined in table 197.
Table 197 — FUNCTION RESULT field

Code Name SMP function(s) Description

CONFIGURE

GENERAL, ZONED the | ;
BROADCAST, PHY

SMP ZONE CONTROL, PHY
VIOLATION TEST FUNCTION, o SASTHsee
CONFIGURE PHY 4-8-32%.the SMP initiator port does not haye
access to a necessary zone group according to
EVENT. the zone permission table (see 4.8.3.2)
INFORMATION E—

The SMP target port supports the function, but

20h

10.4.3.10 CONFIGURE GENERAL function

The CONFIGURE GENERAL function requests actions by the device containing the SMP target port. This
SMP function may be implemented by any SMP target port._In zoning expander devices, this function shall
only be processed from SMP initiator ports that have access to zone group 2 (see 4.8.3.2).

10.4.3.11 ZONED BROADCAST function

The ZONED BROADCAST function requests that the specified BROADCAST be transmitted on all the ports
that are in one or more specified zone groups, with the exception of the port on which the ZONED
BROADCAST function was received (see 4.8.5). This SMP function shall be supported by SMP target ports in
zoning expander devices (see 4.8). Other SMP target ports shall not support this SMP function. This SMP
function shall only be processed from SMP initiator ports that have access to zone group 3 (see 4.8.3.2).

10.4.3.12 CONFIGURE ROUTE INFORMATION

The CONFIGURE ROUTE INFORMATION function sets an expander route entry within the expander route
table of a configurable expander device. This SMP function shall be supported by SMP target ports in
expander devices if the CONFIGURABLE ROUTE TABLE field is set to one in the REPORT GENERAL response
data. Other SMP target ports shall not support this SMP function.

10.4.3.13 PHY CONTROL function

The PHY CONTROL function requests actions by the specified phy. This SMP function may be implemented
by any SMP target port. In zoning expander devices, this function shall only be processed from SMP initiator
ports that have access to zone group 2 or the zone group of the specified phy (see 4.8.3.2).

10.4.3.14 PHY TEST FUNCTION function

The PHY TEST FUNCTION function requests actions by the specified phy. This SMP function may be
implemented by any SMP target port. In zoning expander devices, this function shall only be processed from
SMP initiator ports that have access to zone group 2 or the zone group of the specified phy (see 4.8.3.2).




06-208r1 SAS-2 Restrict access to SMP write functions 5 June 2006

10.4.3.15 CONFIGURE PHY EVENT INFORMATION function

The CONFIGURE PHY EVENT INFORMATION function configures phy event information (see 4.10) about
the specified phy. This SMP function may implemented by any SMP target port. In zoning expander devices,
this function shall only be processed from SMP initiator ports that have access to zone group 2 or the zone
group of the specified phy (see 4.8.3.2).




