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To: T10 Committee

From: Gerry Houlder, Seagate Technology, gerry _houlder@seagate.com
Subj: More clarification of Application Tag behavior

Date: June 15, 2005

A previous proposal (05-101r1) http://www.t10.org/ftp/t10/document.05/05-101r1.pdf tries to
restrict specific behavior of an Application Tag value of FFFFh to reads only. For reads, a value
of FFFFh results in no checking of any protection bytes. Seagate doesn’t agree with this — this
behavior should apply to write commands also.

A common implementation of a target device using end-to-end protection feature is to use the
same checking hardware for both read and write operations. It adds extra complication and
opportunity for problems if the rules for reads and writes are different. Therefore the rules should
be the same. The basic inputs are the CDB operation code (6 byte and 32 byte versions are
special cases), 3 bit protection field (from CDB of reads and writes), and whether the Application
Tag field in the data is FFFFh or not. T10 has crafted this feature to be the same for reads and
writes in every way except the handling of Application Tag set to FFFFh. During discussion of this
feature over the last year Seagate always thought the intent was to keep the handling exactly the
same for reads and writes and we are distressed to learn that the wording doesn’t require that
today.

Handling the Application Tag value differently for writes than read makes no sense. If an initiator
sends an Application Tag value of FFFFh to a target, why should the target be required to check
the end-to-end protection fields before writing to the disk and then be required to ignore the
protection fields during readback? This kind of behavior doesn’t add to the reliability of the overall
operation. Furthermore, the current wording requires the initiator to skip protection checking
when the data reaches the initiator. This half-hearted rule doesn'’t fit the intent of increasing
reliability.

This proposal describes changes needed to define the Application Tag value set to FFFFh as
applying to writes as well as reads.
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Changes to SBC-2

4.16.2 Protection information format

[Thi

The

s paragraph follows table 7. Text includes change proposed in 05-101r1.]

LOGICAL BLOCK APPLICATION TAG field is set by the application client. A LOGICAL BLOCK

APPLICATION TAG field set to FFFFh disables checking of all protection information for the logical
block when reading from-the-medium or writing user data.

5.20 Verify(10) command

Table 56 — YRPRCTECT field with BYTCHK set to one - checking pretection information from the data-out

buffer (par: 2 of 3)

Legical unit
formatted Field in Device
Code with protection server If check fails 9 €, additional sense code
protection information check

information

LOG CA- BLOCK Shall LOGICAL BLOCK GUARD CHECK FAILED

SUARE

LOG Cal BLOCK

L . et Shall not ta check serformad
:;:;;r:f;ﬁpc Shall not Ne check zerformad
Mo Error condition *
I‘E-1"=:b- Reserved

Sl (IS

* 4 verify operation 1o a logical unit that supporis grotection informaton (see 4,18} and has not seen

formatisd with protection information shall be terminated with CHECZK CONDITION status with the

_=ense key setio ILLEGAL REQUEST and the additiona’ sense cods setto INVALID FIELD IN CDE

fthe ‘ogical unit doss not supoort pretection information the regussted conmmand should be terminated
with CHECK COMDITION status with the sense key setto ILLEGAL REQUEST and the additonal
s2nse code setic INVALID FIELD IN CDE

The device server may check the logical biock asplication tag if the ATO bit ‘s s2t 10 one In the Control
moce page (see SPC-3) and if it has know edge of the contents of the LOGICAL SLOCK 4PPLCAT ON TAG
fisla Ifthe VERIFY (32) command (382 5.23) 12 uzed, this knewlscgs is obiained from the EXPECTED
LOG CAL ELOCK A2 ICATION TAG Teid and the LOGICAL 2LOCK APPL CATICM TAG MaZK figld in the CDB.
Ctherwise, this knowledas is chiainsd by & method net defined by this standard.

fan erroris reportad, the sense key shal be ssttc ABORTED COMMANLD.

fmultiple errors cecur, the s2lection of which error to report is not defined by this standard

fthe RTO_ZN kit ie selto zere in the READ CARACITY {1£) paramster data (see 5.11)( e, the
command ig a VERIFY (10) cemmand. a VERIFY {12} command, or a VERIFY (18] command], the
device server shall check the logical block reference 1ag by comparing it to the lowsr 4 byizs of the LEA
aseociated with the logical kleck If the RTO_EM bit is set to one (.2 the command is a2 VERIFY (22)
commanc). the device server shal check the logical block reference tag based on the EXPECTED N TIAL
LOG CAL BLOCK REFERENCE TAC field in the COB (ses 4.18.2).

@

The “Field in protection information” column header needs to add note “g”.
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g If the application client or device server detects a LOGICAL BLOCK APPLICATION TAG field set to
FFFFh, the checking of all protection information shall be disabled for the associated logical

block.

Table 57 — vreaoTzeT field with svyToHk set to one - byte-by-byte comparison requirements [part 2 of 2)

Logical unit
formatted e - -
Code with Field gjrl.e by .byle If compare fails daddltln nal sense
protection omparison code
information
LOGICAL BLOCK SUARD Shall not Nz compare performed
LOGICAL BLOCK . LOGICAL BLOCK APFLICATION TAG
AFFLICATION TAS Sha — -
e = v CHECK FAILED
(ato=1)*®
010 Yes LOGICAL BLOCK
AFFLICATION TAS Shall not Nz compare performed
{atz=0)
LOGICAL BLOCK Sha LOGICAL BLOCK REFEREMCE TAG
REFERENCE TAG - CHECK FAILED
Mo Error condition ®
LOGICAL BLOCK GUARD CHECK
AL BLOCK 3 g
LOGICAL BLOCK BUARD Eha FAILED
LOGICAL BLOCK .
LOGICAL BLOCK APPLICATION TAG
EELICATION TAG g
AFTLEATION TAR Sha CHECH FAILED
011k (a1 = 1}
- fes
100k LOGICAL BLOTK
& AFFLICATION TAS Shall not Mo compare performed
{(ato=0)"
LOGICAL BLOCK Sha LOGICAL BLOCK REFEREMNCE TAG
REFERENCE TAG - CHECK FAILED
Mo Error condition ®

-.I:|.11bb- Reserved

2 A verify operation to a logical unit that supports protection information (see 4.18) and has not been
formatted with protection information shall be terminated with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

E |f the logical unit does net suppert protection information the reguested command should be terminated
with CHECK COMDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code sef to INVALID FIELD IN CDB

© If an errer is reported, the sense key shall be set to MISCOMPARE.

© If multple ermors occur, the selection of which ermor to report is not defined by this standard.

® Ifthe aTo bit is 52t to one in the Control mode page (see SPC-3), the logical block application tag shall

, ot ke modified by a device server.

If the aTo bit is set to zero in the Control mode page (see SPC-3). the legical block appbeation tag may
be modified by a device senver.

Change the “Field” column to “Field in protection information” and add note

(7P ]

g.

g If the application client or device server detects a LOGICAL BLOCK APPLICATION TAG field set to
FFFFh, the checking of all protection information shall be disabled for the associated logical

block.
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5.25 Write(10) command

Table 83 — wrrroTECT field (pan 2 of 3)

Logical unit
formatted Field in Device
Code with protection server If check fails 3, additional sense code
protection information check
infermation
1.‘".'.“',' Rzsenisd

zcton information (ses £ 181 and has not been

d with CHEC DITION s1atus with the

sense key 511 L RECUEST and the additonal sense coos o INVALID FIELD IN CD8.

fihe legical un net suppor protection informaton the requested command sheould b term ~aed

witn C=ECK CONCITION siatus with the senss key set to ILLEGAL IEQUEST and the additiona

_ senze code set to INVALID FIELC IN CDB

© The device sepyzr may chack the logiesl block application g if tr
node page (zee -31and f 1 n3s knowledge of the contents
feld, If she W command (see £ 280 is usss this knew s ¢ obtained from the sxFECTELD

£ aTIoN ~43 field and the Lo A BLocx AFF N T3 wask field in the CC2.

wiledge tz ne2 by a method not defined by th s standard

Fanemer s r2os 2red, shall be setto ABORTED CONMAND.

Device server shall creserve the contenis of pratection informaton (e, , write to mac um, 20r2 in

. non-volatile memonyl,

:hlzue-.- o2 server shallwrite 3 properly gensraied CRC (222 4.16.2.2)Int0 8307 LOFICAL BLOT BL4AT

field.

ftre sTo_gubitissstio zernin the PEAD CARACITY (16) parameter o3t (382 § 71, the cevice

server shall wiitz the least sign four bytes of each LEA into the Loaica T+ REFERENCE TAZ

field of each of the written log al'-'*ks Ifthe rmz_EN o1 598t to one, the MVET 573 Whe 3
value of FFFFFFF=h into the LosicaL =L nes Tas fizld of each of the written logics blocks

T Ifthe a7o bitis zet o one ~ the Control moos page (ses SPC-2) the dev ce server shall writ= F'FT"
"10 2ach o If the ate bitis 921 10 zero, the csvics
an vuu—naea-‘* 3ICAL BLOS 8
f multiple errors oczur, the selection of which e
Ft'e 57O E\db $ 52110 Z€rain the PE,-\I: CARACIT

formartted wi cn infermation shall be temm n

o

= aTC bit is 521 10 cne in the Control
the LoE CAl BLOCK ARPPLCATION 743

-

oI ""IEI'I“
field notsette 0022 with
a0 the additional senss

-

-\..-.

ftne sTo_gvbitis set10 zeroin the F!EAI: CAPACITY (1) arameter cata (see 5.11), the cevice
senier “he’ iz he Iogic: oock reference 1ag by compasng it o the ower £ bytes of the LBA assoc st
T3_g~ bit iz ze1to on , the commana is a WRITE (32
the legica block reference tag based on the sxXPECTED NTIAL LOGICAL BLOCK
the COB (zee 416.2).

The “Field in protection information” column header needs to add note “I” (letter I).
I. If the application client or device server detects a LOGICAL BLOCK APPLICATION TAG field set to

FFFFh, the checking of all protection information shall be disabled for the associated logical
block.
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