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Date: April 26, 2005
To: T10 Committee (SCSI)
From: George Penokie (IBM/Tivoli)

Subject: SBC-3, SPC-4: Application ownership of protetion information Reference Tag
1 Overview

Some of the current applications using proprietary end-to-end protection method would like to convert to using
the protection defined in the SBC and SPC standards. However, the methods used require a larger application
tag field than is currently defined. They also imbed information that performs a similar function to the reference
tag field. As a result they would like to have the option to expand the application tag field to include the
reference tag field.

The following proposal requests a bit be added to the control mode page that, when set to one, would prevent
the device server from modifying the reference tag. A bit is also added to Extended INQUIRY Data VPD page
to inform the application client if this options is supported.

Changes to SPC-4
1.0.1 Control mode page

The Control mode page (see table 1) provides controls over SCSI features that are applicable to all device
types (e.g., task set management and error logging). If a field in this mode page is changed while there is a
task already in the task set, it is vendor specific whether the old or new value of the field applies to that task.
The mode page policy (see 6.7) for this mode page shall be shared, or per |_T nexus.

Table 1 — Control mode page

Bit
Byte 7 6 5 4 3 2 1 0
0 PS SPF (Ob) PAGE CODE (0OAh)
1 PAGE LENGTH (OAh)
2 TST TMF_ONLY | Reserved D_SENSE GLTSD RLEC
3 QUEUE ALGORITHM MODIFIER Reserved QERR Obsolete
4 VS RAC UA_INTLCK_CTRL SwWp Obsolete
5 ATO TAS Reserved APOR AUTOLOAD MODE
6
Obsolete
7
8 (MSB)
BUSY TIMEOUT PERIOD
9 (LSB)
10 (MSB)
EXTENDED SELF-TEST COMPLETION TIME — ]
11 (LSB)

An application owned reference tag (APOR) bit set to one specifies that the contents of the LOGICAL BLOCK
REFERENCE TAG field in the protection information, if any, shall not be modified by the device server. An APOR
bit set to zero specifics that the contents of a LOGICAL BLOCK REFERENCE TAG field in the protection information,
if any, shall be modified as specified in SBP-3.
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1.0.2 Extended INQUIRY Data VPD page
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The Extended INQUIRY Data VPD page (see table 2) provides the application client with a means to obtain

information about the logical unit.

Table 2 — Extended INQUIRY Data VPD page

Bit
7 6 4 2 1 0

Byte

0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE

1 PAGE CODE (86h)

2 Reserved

3 PAGE LENGTH (3Ch)

4 Reserved RTO GRD_CHK APP__CHK REF_CHK

5 Reserved GROUP_SUP | PRIOR_SUP | HEADSUP ORDSUP SIMPSUP

6 Reserved NV_SUP V_SupP

7

Reserved
63

The PERIPHERAL QUALIFIER field and the PERIPHERAL DEVICE TYPE field are as defined in 6.4.2.

The PAGE LENGTH field specifies the length of the following VPD page data and shall be set to 60. The
relationship between the PAGE LENGTH field and the CDB ALLOCATION LENGTH field is defined in 4.3.4.6.

A reference tag ownership (RTO) field (see table 3) indicates if the logical unit supports application client

ownership of the LOGICAL BLOCK REFERENCE TAG field in the protection information (see SBC-3), if any.

Table 3 — Rr1O field

Code Definition
00b Indicates that the logical unit does not support application client ownership of the LOGICAL BLOCK|
REFERENCE TAG field in the protection information (see SBC-3).
01b If the RTO_EN bit (see SBC-3) is set to one, indicates that the logical unit supports use by the
application client of the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field in the CDB (see
SBC-3).
10b If the APOR bit (see 1.0.1) is set to one, indicates that the logical unit supports application client
ownership of the LOGICAL BLOCK REFERENCE TAG field (see SBC-3).
11b Reserved
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Changes to SBC-3

1.0.3 Protection information format

Table 4 defines the placement of protection information in a logical block.

Table 4 — User data and protection information format

Byte\Bit 7 6 5 4 3 2 1 0
0
USER DATA
n-1
n (MSB)

LOGICAL BLOCK GUARD —_—
n+1 (LSB)

n+2 (MSB)

LOGICAL BLOCK APPLICATION TAG —_—
n+3 (LSB)

n+4 (MSB)

LOGICAL BLOCK REFERENCE TAG —_—
n+7 (LSB)

The USER DATA field shall contain user data. The contents of the USER DATA field shall be used to generate and
check the CRC contained in the LOGICAL BLOCK GUARD field.

The LOGICAL BLOCK GUARD field contains the CRC (see 4.16.3) of the contents of the USER DATA field.

The LOGICAL BLOCK APPLICATION TAG field is set by the application client. A LOGICAL BLOCK APPLICATION TAG
field set to FFFFh disables checking of all protection information for the logical block on read operations (e.qg.,
READ (10) command, READ (12) command, READ (16) command, and READ (32) command, and the read
portion of VERIFY (10) command, VERIFY (12) command, VERIFY (16) command, and VERIFY (32)
command). Otherwise, the contents of the logical block application tag are not defined by this standard. The
LOGICAL BLOCK APPLICATION TAG field may be modified by a device server if the ATO bit is set to zero in the
Control mode page (see SPC-3). The contents of the LOGICAL BLOCK APPLICATION TAG field shall not be used to
generate or check the CRC contained in the LOGICAL BLOCK GUARD field.

Editor’s Note 1: The above change is not related to this proposal but is an issue that needs to be
resolved relating to protection. The issue is that the current wording implies that on both reads and
writes if the application tag is set to FFFFh nothing else is checked. But that is only the case on
read operations not write operations. If the working group deems this is inappropriate for this
proposal it will be placed in a separate proposal.

The LOGICAL BLOCK REFERENCE TAG field is an incrementing value associated with the logical block. The
LOGICAL BLOCK REFERENCE TAG field of the first logical block in the data-in buffer and/or data-out buffer
depends on the command being processed:

a) for a command that does not include an EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (e.g.,
READ (16)) and the APOR bit (see SPC-4) is set to zero, the LOGICAL BLOCK REFERENCE TAG field of the
first logical block in the data-in buffer and/or data-out buffer shall contain the least significant four
bytes of the LBA contained in the LOGICAL BLOCK ADDRESS field of the command; and

b) fora command that does include an EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (e.g., READ
(32)) and the APOR bit (see SPC-4) is set to zero, the LOGICAL BLOCK REFERENCE TAG field of the first
logical block shall contain the value in the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field of the
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command. These commands are only processed if the medium was formatted with application client
ownership of the logical block reference tag (i.e., with the RTO_REQ bit set to one in the FORMAT
UNIT command (see 5.2)).

If the APOR bit (see SPC-4) is set to zero, then each subsequent logical block in the data-in buffer and/or
data-out buffer shall contain a LOGICAL BLOCK REFERENCE TAG field with the logical block reference tag of the
previous logical block plus one.

If the APOR bit (see SPC-4) is set to one, then the contents of the logical block reference tag are not defined by
this standard and shall not be modified by the device server.

The contents of the LOGICAL BLOCK REFERENCE TAG field shall not be used to generate or check the CRC
contained in the LOGICAL BLOCK GUARD field.

1.1 READ (6) command

SBC-3, SPC-4: Application ownership of protetion information Reference Tag



T10/05-156 revision 0

The device server shall check the protection information read from the medium before returning status for the
command as described in table 5.

Table 5 — Protection information checking for READ (6)

Logical unit Shall device

. . Extended
forwi?;ted trsaenr;/renrit rFoIteeI((j:tlign INQUIRY Data If check fails ® ¢, additional
. . P . e VPD page bit sense code
protection protection information value @
information information?

_ LOGICAL BLOCK GUARD
LOGICAL BLOCK | GRD_CHK=1 | ~ -~ Al ED

GUARD

GRD_CHK =0 No check performed

LOGICAL BLOCK

LOGICAL BLOCK APP_CHK =12 APPLICATION TAG CHECK
Yes APPLICATION TAG FAILED

No APP_CHK =0 No check performed

LOGICAL BLOCK
LOGICAL BLOCK REF_CHK =1 f REFERENCE TAG CHECK

REFERENCE TAG FAILED
REF_CHK =0 No check performed
No No protection information available to check

8 The device server checks the logical block application tag only if it has knowledge of the contents of the
LOGICAL BLOCK APPLICATION TAG field. The method for acquiring this knowledge is not defined by this
standard.

b If an error is reported, the sense key shall be set to ABORTED COMMAND.

¢ If multiple errors occur, the selection of which error to report is not defined by this standard.

d See the Extended INQUIRY Data VPD page (see SPC-3) for the definitions of the GRD_CHK bit,
APP_CHK bit, and REF_CHK bit.

€ If the device server detects a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, it shall not check any
protection information in the associated logical block.

fIf the APOR bit is set to zero in the Control Mode Page (see SPC-3) and the RTO_EN bit is set to zero in
the READ CAPACITY (16) parameter data (see 5.11), the device server checks the logical block
reference tag by comparing it to the lower 4 bytes of the LBA associated with the logical block. If the
APOR bit is set to zero and the RTO_EN bit is set to one, the device server checks the logical block
reference tag only if it has knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG field. The
method for acquiring this knowledge is not defined by this standard._If the APOR bit is set to one the
device server shall check the logical block reference tag if it has knowledge of the contents of the
LOGICAL BLOCK REFERENCE TAG field. This knowledge may be acquired by a method not defined by this
standard.

1.2 READ (10) command
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The device server shall check the protection information read from the medium before returning status for the
command based on the RDPROTECT field as described in table 6.

Table 6 — RDPROTECT field (part 1 of 4)

Logl_cal Shall device
unit server Field in Extended
Code formatted transmit rotection INQUIRY Data If check fails 9 T,
with : P . h | VPD page bit additional sense code
rotection _protection information value 9
iﬁformation information?
GRD CHK = 1 LOGICAL BLOCK
LOGICAL BLOCK - - GUARD CHECK FAILED
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK
LOGICALBLOCK | app_cHk =1°¢ | APPLICATION TAG
. Yes APPLICATION CHECK EAILED
[ TAG
000b No APP_CHK =0 No check performed
- | LOGICAL BLOCK
LOGICALBLOCK | rer cHk =1 ! | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No No protection information available to check
GRD CHK = 1 LOGICAL BLOCK
LOGICAL BLOCK - - GUARD CHECK FAILED
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK
LOGICALBLOCK | app_cHk =1°¢ | APPLICATION TAG
18%% i APP_CHK =0 No check performed
~ | LOGICAL BLOCK
LOGICALBLOCK | rer cHk =1 ! | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No @ No protection information available to transmit to the data-in buffer or for
checking
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Table 6 — RDPROTECT field (part 2 of 4)

Logical | qp ol device
unit server Field in Extended
formatted : . INQUIRY Data If check fails ¢ ,
Code . transmit protection ) -
with : . . h | VPD page bit additional sense code
. protection information g
protection . o value
information information?
LOGICAL BLOCK No check performed
GUARD
LOGICAL BLOCK
LOGICALBLOCK | aApp cHKk =1¢ | APPLICATION TAG
APPLICATION CHECK EAILED
Yes Yes © TAG
0106 b APP_CHK =0 No check performed
_ LOGICAL BLOCK
LOGICALBLOCK | rer cHk =1 ! | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No 2 No protection information available to transmit to the data-in buffer or for
checking
LOGICAL BLOCK | 5 check performed
GUARD
LOGICAL BLOCK
Yes Yes © APPLICATION No check performed
011b P! The
LOGICAL BLOCK
REFERENCE No check performed
TAG
No 2 No protection information available to transmit to the data-in buffer or for
checking
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Logical | qp ol device
unit server Field in Extended
formatted : . INQUIRY Data If check fails ¢ ,

Code : transmit protection ) o

with : . . h | VPD page bit additional sense code

rotection . protect!on information value 9
igformation information?
_ LOGICAL BLOCK
LoGICALBLOCK | GRD_CHK=1 1~/ pp CHECK FAILED
GUARD
GRD_CHK =0 No check performed
. LOGICAL BLOCK
_ Yes Yes APPLICATION | No check performed
100b P TAG
LOGICAL BLOCK
REFERENCE No check performed
TAG
No 2 No protection information available to transmit to the data-in buffer or for
checking

111—101bb' Reserved
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Table 6 — RDPROTECT field (part 4 of 4)

Logical | qp ol device

unit server Field in Extended

formatted . . INQUIRY Data If check fails 9 T,
Code . transmit protection ) o

with rotection information VPD page bit additional sense code
protection P . value 9
. . information?
information

A read operation to a logical unit that supports protection information (see 4.16) and has not been
formatted with protection information shall be terminated with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
If the logical unit does not support protection information the requested command should be
terminated with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN CDB.

The device server shall check the logical block application tag if it has knowledge of the contents of the

LOGICAL BLOCK APPLICATION TAG field. If the READ (32) command (see 1.3) is used and the ATO bit is

set to one in the Control mode page (see SPC-3), this knowledge is acquired from the EXPECTED

LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.

Otherwise, this knowledge may be acquired by a method not defined by this standard.

If an error is reported, the sense key shall be set to ABORTED COMMAND.

Transmit protection information to the data-in buffer.

If multiple errors occur, the selection of which error to report is not defined by this standard.

See the Extended INQUIRY Data VPD page (see SPC-3) for the definitions of the GRD_CHK bit, the

APP_CHK bit, and the REF_CHK bit.

If the application client or device server detects a LOGICAL BLOCK APPLICATION TAG field set to FFFFh,

~ the checking of all protection information in the associated logical block shall be disabled.

' If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device
server may process the command. If the RTO_EN bit is set to one, READ (10) commands, READ (12)
commands, and READ (16) commands with the RDPROTECT field set to 000b may be processed by the
device server. If the RTO_EN bit is set to one, the device server shall terminate READ (10) commands,
READ (12) commands, and READ (16) commands with the RDPROTECT field not set to 000b with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense

_ code set to INVALID COMMAND OPERATION CODE.

I If the APOR bit is set to zero in the Control Mode Page (see SPC-3) and the RTO_EN bit is set to zero in

the READ CAPACITY (16) parameter data (see 5.11), the device server checks the logical block

reference tag by comparing it to the lower 4 bytes of the LBA associated with the logical block. If the

APOR bit is set to zero and the RTO_EN hit is set to one (i.e., the command is a READ (32) command),

the device server checks the logical block reference tag based on the EXPECTED INITIAL LOGICAL BLOCK

Q 0 Q

REFERENCE TAG field in the CDB (see 4.16.2). If the APOR bit is set to one the device server shall check
the logical block reference taq if it has knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG

field. This knowledge may be acquired by a method not defined by this standard. If the APOR bit is set
to one the contents of the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (see 1.3) in the CDB
shall be ignored.

1.3 READ (32) command

See the READ (10) command (see 1.2) for the definitions of the GROUP NUMBER field, the RDPROTECT field, the
DPO hit, the FUA bit, the FUA_NvV bit, the LOGICAL BLOCK ADDRESS field, and the TRANSFER LENGTH field.

If the APOR bit is set to zero in the Control Mode Page (see SPC-3) and When-checking of the LOGICAL BLOCK

REFERENCE TAG field is enabled (see table 6 in 1.2), the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field
contains the value of the LOGICAL BLOCK REFERENCE TAG field expected in the protection information of the first
logical block accessed by the command instead of a value based on the LBA (see 4.16.2).

If the APOR bit is set to one and checking of the LOGICAL BLOCK REFERENCE TAG field is enabled see table 6 in

12
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If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 6 in 1.2), the LOGICAL BLOCK APPLICATION TAG MASK field contains a
value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in the protection
information for each logical block accessed by the command. A LOGICAL BLOCK APPLICATION TAG MASK field bit
set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field
with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in the protection information.

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 6 in 1.2), or if the ATO bit is set to zero, the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.

1.4 VERIFY (10) command

If the BYTCHK bit is set to zero, the device server shall check the protection information read from the medium
based on the VRPROTECT field as described in table 7.

Table 7 — vRPROTECT field with BYTCHK set to zero - checking protection information read from the

medium (part 1 of 3)

Logical unit
formatted Field in INS)SIeF?\?eDita
Code with protection . If check fails 9 €, additional sense code
. . .~ g | VPD page bit
protection | information value '
information
LOGICAL GRD_CHK =1 LOGICAL BLOCK GUARD CHECK FAILED
BLOCK GUARD | Grp_cHk =0 | No check performed
LOGICAL APP CHK = 1€ LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
Yes APPLICATION
000b TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1 LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No No protection information on the medium to check. Only user data is checked.
LOGICAL GRD_CHK =1 LOGICAL BLOCK GUARD CHECK FAILED
BLOCK GUARD | Grp cHk =0 | No check performed
LOGICAL APP CHK = 1€ LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
APPLICATION
1(()301}3bb ves TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1 LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No Error condition 2
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Table 7 — VRPROTECT field with BYTCHK set to zero - checking protection information read from the
medium (part 2 of 3)

Logical unit
formatted Field in INS)SIeF?\?eDita
Code with protection VPD page bit If check fails 9 ©, additional sense code
protection |information 9 Wflugf
information
BLC')‘SS';AJ;RD No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK - - CHECK FAILED
APPLICATION
010b b Yes TAG APP_cHK =0 | No check performed
LOGICAL REE CHK = 1D LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No Error condition 2
BLOLSSISS;RD No check performed
LOGICAL
APSLLISE:ION No check performed
Yes
011b P TAG
LOGICAL
REE;EECE No check performed
TAG
No Error condition 2
11 SBC-3, SPC-4: Application ownership of protetion in-
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Table 7 — VRPROTECT field with BYTCHK set to zero - checking protection information read from the
medium (part 3 of 3)

Logical unit
formatted Field in INS)SIeF?\?eDita
Code with protection . If check fails 9 ©, additional sense code
VPD page bit
protection |information 9 Va[:;ugf
information
LOGICAL GRD_CHK =1 LOGICAL BLOCK GUARD CHECK FAILED
BLOCK GUARD |  GRD CHK =0 No check performed
LOGICAL
BLOCK No check performed
Yes APPLICATION
100b ° TAG
LOGICAL
BLOCK No check performed
REFERENCE
TAG
No Error condition 2
110b-
111b Reserved

a A verify operation to a logical unit that supports protection information (see 4.16) and has not been
formatted with protection information shall be terminated with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
If the logical unit does not support protection information the requested command should be terminated
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.
The device server shall check the logical block application tag if it has knowledge of the contents of the
LOGICAL BLOCK APPLICATION TAG field. If the VERIFY (32) command (see 5.23) is used and the ATO bit is
set to one in the Control mode page (see SPC-3), this knowledge is acquired from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.
Otherwise, this knowledge may be obtained by a method not defined by this standard.
d |f an error is reported, the sense key shall be set to ABORTED COMMAND.
If multiple errors occur, the selection of which error to report is not defined by this standard.
' See the Extended INQUIRY Data VPD page (see SPC-3) for the definitions of the GRD_CHK bit, the
APP_CHK bit, and the REF_CHK bits.
9 If the application client or device server detects a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, the
checking of all protection information shall be disabled for the associated logical block.
If the APOR bit is set to zero in the Control Mode Page (see SPC-3) and the RTO_EN bit is set to zero in
the READ CAPACITY (16) parameter data (see 5.11)(i.e., the command is a VERIFY (10) command, a
VERIFY (12) command, or a VERIFY (16) command), the device server shall check the logical block
reference tag by comparing it to the lower 4 bytes of the LBA associated with the logical block. If the_
APOR bit is set to zero and the RTO_EN bit is set to one (i.e., the command is a VERIFY (32) command),
the device server shall check the logical block reference tag based on the EXPECTED INITIAL LOGICAL
BLOCK REFERENCE TAG field in the CDB (see 4.16.2). If the APOR bit is set to one the device server shall
check the logical block reference taq if it has knowledge of the contents of the LOGICAL BLOCK
REFERENCE TAG field. This knowledge may be acquired by a method not defined by this standard. If the
APOR bit is set to one the contents of the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (see 1.3)
in the CDB shall be ignored.

SBC-3, SPC-4: Application ownership of protetion information Reference Tag 12



T10/05-156 revision 0

If the BYTCHK bit is set to one, the device server shall check the protection information read from the medium
based on the VRPROTECT field as described in table 8.

Table 8 — VRPROTECT field with BYTCHK set to one - checking protection information read from the

medium (part 1 of 2)

Logical unit
formatted Field in IN(EQ)SIe;\((jeDita
Code with protection VPD page bit If check fails 9 €, additional sense code
protection information 9 vaﬁuge] t
information
GRD CHK = 1 LOGICAL BLOCK GUARD CHECK
LOGICAL BLOCK — - EAILED
GUARD
GRD_CHK =0 No check performed
APP CHK = 1€ © LOGICAL BLOCK APPLICATION TAG
Yes LOGICAL BLOCK — - CHECK EAILED
000b APPLICATION TAG
APP_CHK =0 No check performed
_ . h | LOGICAL BLOCK REFERENCE TAG
LOGICAL BLOCK REF_CHK =1 CHECK FAILED
REFERENCE TAG
REF_CHK =0 No check performed
No No protection information on the medium available to check
001b LOG';S;:I'D'OCK No check performed
010b
011b Yes HOGICAL BLOCK No check performed
APPLICATION TAG
100b
L&b LOGICAL BLOCK | 'No check performed
REFERENCE TAG
No Error condition 2
13 SBC-3, SPC-4: Application ownership of protetion in-
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Table 8 — VRPROTECT field with BYTCHK set to one - checking protection information read from the
medium (part 2 of 2)

Logical unit
formatted Field in Extended
i : INQUIRY Data e
code e protection ' If check fails 9 €, additional sense code
protection information 9 VPD page bit
information value
110b -
111b Reserved

a A verify operation to a logical unit that supports protection information (see 4.16) and has not been
formatted with protection information shall be terminated with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
If the logical unit does not support protection information the requested command should be terminated
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.
The device server shall check the logical block application tag if it has knowledge of the contents of the
LOGICAL BLOCK APPLICATION TAG field. If the VERIFY (32) command (see 5.23) is used and the ATO hit is
set to one in the Control mode page (see SPC-3), this knowledge is acquired from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.
Otherwise, this knowledge may be obtained by a method not defined by this standard.
d If an error is reported, the sense key shall be set to ABORTED COMMAND.
If multiple errors occur, the selection of which error to report is not defined by this standard.
' See the Extended INQUIRY Data VPD page (see SPC-3) for the definitions of the GRD_CHK bit, the
APP_CHK bit, and the REF_CHK bit.
9 If the application client or device server detects a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, the
checking of all protection information shall be disabled for the associated logical block.
If the APOR bit is set to zero in the Control Mode Page (see SPC-3) and the RTO_EN bit is set to zero in
the READ CAPACITY (16) parameter data (see 5.11)(i.e., the command is a VERIFY (10) command, a
VERIFY (12) command, or a VERIFY (16) command), the device server shall check the logical block
reference tag by comparing it to the lower 4 bytes of the LBA associated with the logical block. If the
APOR bit is set to zero and the RTO_EN bit is set to one (i.e., the command is a VERIFY (32) command),
the device server shall check the logical block reference tag based on the EXPECTED INITIAL LOGICAL
BLOCK REFERENCE TAG field in the CDB (see 4.16.2). If the APOR bit is set to one the device server shall
check the logical block reference tag if it has knowledge of the contents of the LOGICAL BLOCK
REFERENCE TAG field. This knowledge may be acquired by a method not defined by this standard. If the
APOR bit is set to one the contents of the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (see 1.3)
in the CDB shall be ignored.
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If the BYTCHK bit is set to one, the device server shall check the protection information transferred from the
data-out buffer based on the VRPROTECT field as described in table 9.

Table 9 — VRPROTECT field with BYTCHK set to one - checking protection information from the data-out
buffer (part 1 of 2)

Logical unit
formatted Field in Device
Code with protection server If check fails 9 €, additional sense code
protection information check
information
000b Yes No protection information received from application client to check
No No protection information received from application client to check
e o0k Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG
001b P APPLICATION TAG y CHECK FAILED
LOGICAL BLOCK shall f LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG CHECK FAILED
No Error condition @
LOGICAL BLOCK Shall not No check performed
GUARD
Yes LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG
010b P APPLICATION TAG y CHECK FAILED
LOGICAL BLOCK May | LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
LOGICAL BLOCK Shall not No check performed
GUARD
Yes LOGICAL BLOCK Shall not No check performed
011b © APPLICATION TAG
FL'SFGEIEELCBEO&Z Shall not No check performed
No Error condition @
o K Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes LOGICAL BLOCK Shall not No check performed
100b b APPLICATION TAG
FL'SFGEIEELCBEO&Z Shall not No check performed
No Error condition @
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Table 9 — VRPROTECT field with BYTCHK set to one - checking protection information from the data-out
buffer (part 2 of 2)

Logical unit
formatted Field in Device
Code with protection server If check fails 9 €, additional sense code
protection information check
information
S Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes LOGICAL BLOCK May & LOGICAL BLOCK APPLICATION TAG
101b L - APPLICATION TAG e CHECK FAILED
LOGICAL BLOCK_ May ! LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG May— CHECK FAILED
No Error condition 2
110b-
111b Reserved

a A verify operation to a logical unit that supports protection information (see 4.16) and has not been
formatted with protection information shall be terminated with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

b |f the logical unit does not support protection information the requested command should be terminated
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.

¢ The device server may check the logical block application tag if the ATO bit is set to one in the Control
mode page (see SPC-3) and if it has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG
field. If the VERIFY (32) command (see 5.23) is used, this knowledge is obtained from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.
Otherwise, this knowledge is obtained by a method not defined by this standard.

d If an error is reported, the sense key shall be set to ABORTED COMMAND.

€ If multiple errors occur, the selection of which error to report is not defined by this standard.

fIf the APOR bit is set to zero in the Control Mode Page (see SPC-3) and the RTO_EN bit is set to zero in
the READ CAPACITY (16) parameter data (see 5.11)(i.e., the command is a VERIFY (10) command, a
VERIFY (12) command, or a VERIFY (16) command), the device server shal-cheek checks the logical
block reference tag by comparing it to the lower 4 bytes of the LBA associated with the logical block. If
the RTO_EN bit is set to one (i.e., the command is a VERIFY (32) command), the device server shal-
eheek checks the logical block reference tag based on the EXPECTED INITIAL LOGICAL BLOCK REFERENCE
TAG field in the CDB (see 4.16.2). If the APOR bit is set to one and the device server has knowledge of
the contents of the LOGICAL BLOCK REFERENCE TAG field, then the device server checks the logical block
reference tag based on its knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG field. This
knowledge is obtained by a method not defined by this standard. If the APOR bit is set to one the contents
of the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (see 1.7) in the CDB shall be ignored.
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If the BYTCHK bit is set to one, the device server shall perform a byte-by-byte comparison of protection
information transferred from the data-out buffer with protection information read from the medium based on
the VRPROTECT field as described in table 10.

Table 10 — vRPROTECT field with BYTCHK set to one - byte-by-byte comparison requirements (part 1 of 2)

Logical unit
Code forvrci?;ted Field Byte-by-byte | If compare fails © d additional sense
. Comparison code
protection
information
No protection information received from application client to compare. Only user
Yes . o .
000b data is compared within each logical block.
No protection information or the medium or received from application client to
No . s .
compare. Only user data is compared within each logical block.
LOGICAL BLOCK GUARD Shall LOGICAL BLOCK GUARD CHECK
FAILED
sttt Shall LOGICAL BLOCK APPLICATION TAG
e CHECK FAILED
(ATO=1)
b Yes
001b LOGICAL BLOCK
APPLICATION TAG Shall not No compare performed
(ato=0)f
LOGICAL BLOCK Shall LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG CHECK FAILED
No Error condition 2
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Table 10 — vRPROTECT field with BYTCHK set to one - byte-by-byte comparison requirements (part 2 of 2)

Logical unit
Code forwi?;ted Field Byte-by-byte | If compare fails © d additional sense
. Comparison code
protection
information
LOGICAL BLOCK GUARD Shall not No compare performed
A;%CE:(C;,/:;CB)LNOTC;G Shall LOGICAL BLOCK APPLICATION TAG
e CHECK FAILED
(ATO=1)
010b Yes LOGICAL BLOCK
APPLICATION TAG Shall not No compare performed
(ato=0)
LOGICAL BLOCK Shall LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG CHECK FAILED
No Error condition 2
LOGICAL BLOCK GUARD Shall LOGICAL BLOCK GUARD CHECK
FAILED
A;‘;‘E:gﬁ;gtlof;; Shal LOGICAL BLOCK APPLICATION TAG
e CHECK FAILED
(ATO=1)
LOGICAL BLOCK
011b Yes APPLICAT_ION fTAG Shall not No compare performed
101b (ATO=0)
b
FESSE'EELSEOT% Shal LOGICAL BLOCK REFERENCE TAG
(APOR = 0) CHECK FAILED
LOGICAL BLOCK
REFERENCE TAG Shall not No compare performed
(APOR = 1)
No Error condition 2
110b -
111b Reserved

a A verify operation to a logical unit that supports protection information (see 4.16) and has not been

formatted with protection information shall be terminated with CHECK CONDITION status with the

sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

If the logical unit does not support protection information the requested command should be terminated

with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional

sense code set to INVALID FIELD IN CDB.

¢ If an error is reported, the sense key shall be set to MISCOMPARE.

If multiple errors occur, the selection of which error to report is not defined by this standard.

€ |f the ATO bit is set to one in the Control mode page (see SPC-3), the logical block application tag shall
not be modified by a device server.

' If the ATO bit is set to zero in the Control mode page (see SPC-3), the logical block application tag may
be modified by a device server.

1.5 WRITE (6) command

The WRITE (6) command (see table 11) requests that the device server transfer the specified logical block(s)
from the data-out buffer and write them. Each logical block transferred includes user data but does not include

SBC-3, SPC-4: Application ownership of protetion information Reference Tag
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protection information. Each logical block written includes user data and, if the medium is formatted with
protection information enabled, protection information.

Table 11 — WRITE (6) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (0Ah)
1 Reserved (MSB)
2
LOGICAL BLOCK ADDRESS E—
3 (LSB)
4 TRANSFER LENGTH
5 CONTROL

The cache control bits are not provided for this command. Direct-access block devices with cache may have
values for the cache control bits that may affect the WRITE (6) command, however no default value is defined
by this standard. If explicit control is required, the WRITE (10) command should be used.

See the PRE-FETCH (10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that shall be transferred
from the data-out buffer and written, starting with the logical block specified by the LOGICAL BLOCK ADDRESS
field. A TRANSFER LENGTH field set to zero specifies that 256 logical blocks shall be written. Any other value
specifies the number of logical blocks that shall be written. If the logical block address plus the transfer length
exceeds the capacity of the medium, the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM
TRANSFER LENGTH field in the Block Limits VPD page (see 6.4.2).

NOTE 1 - For the WRITE (10) command, WRITE (12) command, WRITE (16) command, and WRITE (32)
command, a TRANSFER LENGTH field set to zero specifies that no logical blocks are transferred.

If a WRITE (6) command is received after protection information is enabled the device server shall set the
protection information (see 4.16) as follows as it writes each logical block to the medium:

a) the LOGICAL BLOCK GUARD field set to a properly generated CRC (see 4.16.3);
b) the LOGICAL BLOCK REFERENCE TAG field set to:
A) the least significant four bytes of the LBA, if the APOR bit is set to zero in the Control Mode Page
(see SPC-3) and the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see
5.11); or
B) FFFFFFFFh, if the APOR bit is set to one or the RTO_EN bit is set to one;

and

c) the LOGICAL BLOCK APPLICATION TAG field set to:
A) FFFFh, if the ATO bit is set to one in the Control mode page (see SPC-3); or
B) any value, if the ATO bit is set to zero in the Control mode page (see SPC-3).

1.6 WRITE (10) command
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The device server shall check the protection information transferred from the data-out buffer based on the
WRPROTECT field as described in table 12.

Table 12 — wRPROTECT field (part 1 of 3)

Logical unit
formatted Field in Device _
Code with protection server If check fails 9, additional sense code
protection information check
information
000b Yes foh No protection information received from application client to check
No No protection information received from application client to check
FOCRSo0% | shall | LOGICAL BLOCK GUARD CHECK FAILED
Yes © LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG CHECK
001p P APPLICATION TAG y FAILED
LOGICAL BLOCK K LOGICAL BLOCK REFERENCE TAG CHECK
Shall
REFERENCE TAG FAILED
No 2 No protection information available to check
LOGICAL BLOCK | ghalinot | No check performed
GUARD
Yes © LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG CHECK
010pb P APPLICATION TAG y FAILED
LOGICAL BLOCK K LOGICAL BLOCK REFERENCE TAG CHECK
May
REFERENCE TAG FAILED
No 2 No protection information available to check
LOGICAL BLOCK | ghalinot | No check performed
GUARD
_ Yes © LOGICAL BLOCK | galinot | No check performed
011p Pl APPLICATION TAG
LOGICAL BLOCK 1 ghalinot | No check performed
REFERENCE TAG
No 2 No protection information available to check
SO 209 | shall | LOGICAL BLOCK GUARD CHECK FAILED
_ Yes © LOGICAL BLOCK | ghalinot | No check performed
100b P APPLICATION TAG
LOGICAL BLOCK 1 ghalinot | No check performed
REFERENCE TAG
No & No protection information available to check
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Table 12 — wRPROTECT field (part 2 of 3)

REFERENCE TAG

Logical unit
formatted Field in Device _
Code with protection server If check fails 9, additional sense code
protection information check
information
FOEL9% | shall | LOGICAL BLOCK GUARD CHECK FAILED
Yes & LOGICAL BLOCK May & LOGICAL BLOCK APPLICATION TAG CHECK
101pb b — APPLICATION TAG vay FAILED
LOGICAL BLOCK K LOGICAL BLOCK REFERENCE TAG CHECK
May *

FAILED

Z
o
(I

No protection information available to check
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Table 12 — wRPROTECT field (part 3 of 3)

Logical unit
formatted Field in Device _
Code with protection server If check fails 9, additional sense code
protection information check
information
111T01bb_ Reserved

a A write operation to a logical unit that supports protection information (see 4.16) and has not been

formatted with protection information shall be terminated with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

If the logical unit does not support protection information the requested command should be terminated
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.

The device server may check the logical block application tag if the ATO bit is set to one in the Control
mode page (see SPC-3) and if it has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG
field. If the WRITE (32) command (see 1.7) is used, this knowledge is obtained from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.
Otherwise, this knowledge is obtained by a method not defined by this standard.

d |f an error is reported, the sense key shall be set to ABORTED COMMAND.

€ Device server shall preserve the contents of protection information (e.g., write to medium, store in
non-volatile memory).

The device server shall write a properly generated CRC (see 4.16.3.2) into each LOGICAL BLOCK GUARD
field.

If the APOR bit is set to zero in the Control Mode Page (see SPC-3) and the RTO_EN bit is set to zero in
the READ CAPACITY (16) parameter data (see 5.11), the device server shall write the least significant
four bytes of each LBA into the LOGICAL BLOCK REFERENCE TAG field of each of the written logical blocks.
If the APOR bit is set to one or the RTO_EN bit is set to one , the device server shall write a value of
FFFFFFFFh into the LOGICAL BLOCK REFERENCE TAG field of each of the written logical blocks.

If the ATO bit is set to one in the Control mode page (see SPC-3), the device server shall write FFFFh
into each LOGICAL BLOCK APPLICATION TAG field. If the ATO bit is set to zero, the device server may write
any value into each LOGICAL BLOCK APPLICATION TAG field.

If multiple errors occur, the selection of which error to report is not defined by this standard.

If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device
server may process the command. If the RTO_EN bit is set to one, WRITE (10) commands, WRITE (12)
commands, and WRITE (16) commands with the wRPROTECT field set to 000b may be processed by the
device server. If the RTO_EN bit is set to one, the device server shall terminate WRITE (10) commands,
WRITE (12) commands, and WRITE (16) commands with the wRPROTECT field not set to 000b with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense
code set to INVALID COMMAND OPERATION CODE.

If the APOR bit is set to zero in the Control Mode Page (see SPC-3) and the RTO_EN bit is set to zero in
the READ CAPACITY (16) parameter data (see 5.11), the device server checks the logical block
reference tag by comparing it to the lower 4 bytes of the LBA associated with the logical block. If the
RTO_EN bit is set to one (i.e., the command is a WRITE (32) command), the device server checks the
logical block reference tag based on the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field in the
CDB (see 4.16.2). If the APOR bit is set to one and the device server has knowledge of the contents of
the LOGICAL BLOCK REFERENCE TAG field, then the device server checks the logical block reference tag
based on its knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG field. This knowledge is
obtained by a method not defined by this standard. If the APOR bit is set to one the contents of the
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (see 1.7) in the CDB shall be ignored.

1.7 WRITE (32) command
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See the WRITE (10) command (see 1.6) for the definitions of the GROUP NUMBER field, the WRPROTECT field,
the DPO bit, the FUA bit, the FUA_ NV bit, the LOGICAL BLOCK ADDRESS field, and the TRANSFER LENGTH field.

If the APOR bit is set to zero in the Control Mode Page (see SPC-3) and Whenr checking of the LOGICAL BLOCK
REFERENCE TAG field is enabled (see table 12 in 1.6), then the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
field contains the value of the LOGICAL BLOCK REFERENCE TAG field expected in the protection information of the
first logical block accessed by the command instead of a value based on the LBA (see 4.16.2).

If the APOR bit is set to one and checking of the LOGICAL BLOCK REFERENCE TAG field is enabled see table 12 in

16.

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 12 in 1.6), the LOGICAL BLOCK APPLICATION TAG MASK field contains
a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in the
protection information for each logical block accessed by the command. A LOGICAL BLOCK APPLICATION TAG
MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION
TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in the protection information.

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 12 in 1.6), or if the ATO bit is set to zero, the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.
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