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1 Related documents
05-040r0 SAS-1.1 Break_Wait handling (Tim Hoglund, LSI Logic) (incorporated in sas1r08)
sas1r08 - Serial Attached SCSI 1.1 revision 8
05-086r0 SAS-1.1 Link layer timeout race conditions

2 Introduction
There has been much discussion about various race conditions that may occur when a SAS device sends a 
BREAK primitive (see 05-040r0 and 05-086r0), and different solutions have been proposed each of which 
requires significant changes to existing hardware. This proposal focusses on a simple solution to the actual 
issue with the minimum impact on hardware. It is important to note the chance of any of the cases is very 
small making it even more important to keep the solution as simple as possible.

The salient point in the discussion is that we want to prevent a SAS device that sends an OPEN address 
frame from ever getting to the BreakWait state and transmitting a BREAK.  This could start one of the loops 
described in 05-086. (It’s really a “don’t care” if a SAS device fails to discern an OPEN_REJECT primitive or a 
CLOSE primitive while in the BreakWait state, because the connection is being shut down or aborted 
anyhow.)

The way to prevent a SAS device that sends an OPEN address frame from ever getting to the BreakWait state 
and transmitting a BREAK is to have a SAS device in the BreakWait state discern the OPEN address frame 
and respond with an OPEN_REJECT (RETRY) primitive.  Though the path up and back from the port layer is 
a little convoluted, this should result, after several “instantaneous” state transitions, in the SAS device that 
sent the OPEN address frame sending another OPEN address frame from the ArbSel state (where it could 
possibly see the original BREAK).  Eventually the Break Timeout timer in the SAS device in the BreakWait 
state will time out, and the SAS device will go to the Idle state without the other SAS device ever transmitting 
a BREAK primitive.  When the SAS device completes the transition from the BreakWait state to the Idle state, 
it can process the OPEN address frame.

The solution in this proposal does not violate the rule that a phy may send a BREAK primitive to abandon a 
pending connection request at any time. This rule is still in effect. The worst case would be if a SAS device 
sent an OPEN_REJECT primitive or a CLOSE primitive, followed by an OPEN address frame, followed by a 
BREAK. Either the other SAS device was in BreakWait, saw this as a response, and transitioned to the Idle 
state, or the other SAS device had timed out in the BreakWait state and had transitioned to the Idle state. This 
is no different than it is today. The only thing that would cause a problem is if the other SAS device sent an 
OPEN address frame while the first SAS device was still in the BreakWait state. The proposed solution that 
follows resolves this possible issue.
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As a sidebar, there is no guarantee that a SAS device that sends an OPEN_REJECT primitive or CLOSE 
primitive will not respond to a received BREAK after sending the OPEN_REJECT primitive or CLOSE 
primitive as required in the other proposals. Specifying that a SAS device shall not send a BREAK primitive 
after sending an OPEN_REJECT primitive or CLOSE primitive would require even more words in the standard 
and more changes to hardware. So we can’t use receipt of an OPEN_REJECT primitive or CLOSE primitive 
as a reason to transition from BreakWait to Idle.

An additional advantage to the solution proposed herein is that a SAS device that implements the ability to 
respond to an OPEN address frame with an OPEN_REJECT (RETRY) primitive while in the BreakWait state 
is that this device will keep a loop from happening when in a system with other SAS devices that DON’T 
implement this solution.

Revision 1 of this proposal includes the changes required for the XL state machines and other modifications 
based on input at the SAS working group meeting on Monday, March 7, 2005 in Dana Point.

3 Proposal
This following is based on SAS-1.1 revision 8.

.....

7.2.2 Primitive summary, Table 57, Primitives not specific to type of connection (part 2 of 2)

Change OPEN_REJECT (RESERVED STOP 0) to OPEN_REJECT (WAITING FOR BREAK), and put an “E” 
in the “From” column under the “E”.

.....

7.2.3 Primitive encodings, Table 60, Primitive encoding for primitives not specific to type of 
connection (part 2 of 2)

Change OPEN_REJECT (RESERVED STOP 0) to OPEN_REJECT (WAITING FOR BREAK).

.....

7.2.5.11 OPEN_REJECT, Table 70, OPEN_REJECT retry primitives

7.14.1 SL [link layer for SAS phys] state machines overview

In Figure 126, SL (link layer for SAS phys) state machines (part 1), add an OPEN Address Frame Received 
message from the SL_RA state machine to the SL_CC5:BreakWait state.

Figure 127, SL (link layer for SAS phys) state machines (part 2), add an Transmit OPEN _REJECT message 
from the SL_CC5:BreakWait state to the SL transmitter.

.....

.....

OPEN_REJECT (RESERVED
STOP 0WAITING FOR 
BREAK)

Unknown
Expander

phy

ReservedTransmitted when an OPEN ADDRESS 
frame is received while the XL state machine is in the 
Break_Wait state (see 7.15.13). Process the same as 
OPEN_REJECT (PATHWAY BLOCKED)

.....

OPEN_REJECT (RETRY) a Destination
phy

a) Device with destination SAS address exists but is 
not able to accept connections.; or

b) Transmitted when an OPEN ADDRESS frame is 
received while the SL_CC state machine is in the 
BreakWait state (see 7.14.4.7.1)

.....
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7.14.4.7 SL_CC5:BreakWait state

7.14.4.7.1 State description

This state closes the connection if one is established and releases all resources associated with the 
connection.

This stateUpon entry into this state, this state shall:

1) send a Transmit BREAK message to the SL transmitter; and
2) initialize and start the Break Timeout timer.

If an OPEN Address Frame Received message is received in this state, then this state should send a Transmit 
OPEN_REJECT (Retry) message to the SL transmitter.

NOTE x - Future versions of this standard may require that SAS devices send a Transmit OPEN_REJECT 
(Retry) message in response to an OPEN Address Frame Received message while in the BreakWait state.

7.14.4.7.2 Transition SL_CC5:BreakWait to SL_CC0:Idle

This transition shall occur after:

a) receiving a BREAK Received message;
b) receiving an OPEN_REJECT Received message; or
c) b) the Break Timeout timer expires.

.....

7.15.13 XL10:Break_Wait state

7.15.13.1 State description

This state closes any connection if there is one and releases all path resources associated with the 
connection.

Upon entry into this state, tThis state shall:

1) send a Transmit BREAK message to the XL transmitter; and
2) . After transmitting the BREAK this state shall initialize and start the Break Timeout timer.

If an OPEN Address Frame Received message is received in this state, then this state should send a Transmit 
OPEN_REJECT (Waiting for Break) message to the XL transmitter.

Note y - Future versions of this standard may require that expander devices send a Transmit OPEN_REJECT 
(Waiting for Break) message in response to an OPEN Address Frame Received message while in the 
BreakWait state.

7.15.13.2 Transition XL10:Break_Wait to XL0:Idle

This transition shall occur after:

a) receiving a BREAK Received message;
b) receiving an OPEN_REJECT Received message; or
c) b) the Break Timeout timer expires.

.....

Annex I, Primitive encoding, Table I.1, Primitives with Hamming distance of 8 (part 3 of 3)

Change OPEN_REJECT (RESERVED STOP 0) to OPEN_REJECT (WAITING FOR BREAK).


	1 Related documents
	2 Introduction
	3 Proposal


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


