T10/01-268r0

ENDL

TEXAS

Date: 4 September 2001
To: T10 Technical Committee
From: Ralph O. Weber & Jim Hafner
Subject: Access Controls for SPC-3 (the rewrite)

A - Introduction

The access controls proposal has been modified by several additional documents, producing the following list of
proposals all related to access controls:

99-245r9 A Detailed Proposal For Access Controls

00-261r0 Discussion of editorial changes to Access Controls in 99-245r9
00-287r1 TransportIDs for Access Controls

00-381r0  Three minor modifications to Access Controls in SPC-3
01-026r1 SPC-3 Access Controls LUN conflicts due to transport IDs

In addition, past experience with complex proposals such as persistent reservations suggests that a rewrite of the
original proposal by someone with T10 editing experience will occur sooner or later. Why not sooner?

This proposal intends to make no technical changes to the approved access controls proposals listed above.
However, some omissions have been discovered during the rewrite process and statements have been added that
may constitute requirements not previously noted explicitly. The author believes that the original intent has been
maintained throughout.

Familiarity with the access controls concepts is assumed. This proposal contains almost none of the explanatory
text found in the proposals listed above and reference is made to those proposals for the historical perspective.

It is anticipate that a few revisions will be needed before this proposal can be approved. While that work is in
progress, it is recommended that incorporation of the proposals listed above be deferred in SPC-3. Once
completed, this proposal should replace all of them.

B — Notations Used

Editorial additions are indicated with blue text and editorial deletions are indicated with blue strike through text.
When small blocks of text is moved verbatim from one location to another, the removal site has the text in green
strike through and the insertion site has the text in green. When whole clauses are moved verbatim from one

location to another, the removal site has the text in yellow with no strike through and the insertion site has the text
in green.

The intent is to remove the yellow and green markings as soon as possible, perhaps before r0 is published.

Red text that is double underlined indicates where new statements have been added that the author believes are
statements of previously unstated requirements.

C - Issues to Work

C.1 — FCP-2 Glossary

The glossary entries as added in FCP-2 rev 7 for access controls are not exactly as given here. They are:
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access controls: Mechanisms allowing a managing application client to control the set of initiators that have
access to a target. The access control is enforced by the target. See SPC-3.

access controls data: Information sent to the target by the managing application client that is used by the target to
control the set of initiators that have access to the target. See SPC-3.

access controls enrollment state: A state established in the target by the managing application client. This state
governs the behavior of the target in controlling the set of initiators that have access to the target. See SPC-3.

D - Significant Changes to the Approved Access Controls Proposal

In the course of preparing this rewrite of the access controls proposal, a couple of issues have surfaced that | think
should be considered as significant changes to the proposal:

a) | LUN 0 access model described in the approved proposal should be removed in favor of accessing the

access controls coordinator via a well known logical unit. The effects of this change are:

A) The access controls model, commands, and data go in clauses separate from the 'all device types'
clauses

B) The access controls coordinator will need its own list of supported commands, probably only INQUIRY,
ACCESS CONTROL IN, and ACCESS CONTROL OUT;

C) Discussion on LUN 0 usage is removed from the ACCESS CONTROL IN and ACCESS CONTROL
OUT; and

D) The Acc bit in the standard INQUIRY data would be either left reserved or made vendor specific based
on the status of existing implementations; also

b) I believe that a new unit attention condition needs to be defined into which all logical units in a SCSI target
device are placed after access controls are disabled. In the absence of such a unit attention condition, initi-
ators may continue operating under obsolete understandings of LUN to logical unit relationships following
the disabling of access controls.

E — Summary Information
The following information summarizes proposed code values. It is not directly part of this proposal.
E.1 — Access Control Operation Codes and Service Actions

Table 1 summarizes the service actions for the ACESS CONTROL IN command (operation code 86h).

Table 1: ACESS CONTROL IN Service Actions

Code |Name Type| Clause
00h REPORT ACL M 712
01h REPORT LU DESCRIPTORS M 71.3
02h REPORT ACCESS CONTROLS LOG M 71.4
03h REPORT OVERRIDE LOCKOUT TIMER M 715
04h REQUEST PROXY TOKEN 0] 71.6

05h-17h | Reserved
18h-1Fh | Vendor-specific \
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Table 2 summarizes the service actions for the ACESS CONTROL OUT command (operation code 87h).

Table 2: ACESS CONTROL OUT Service Actions

Code [Name Type| Clause
00h MANAGE ACL M 722
01h DISABLE ACCESS CONTROLS M 7.2.3
02h ACCESS ID ENROLL M 7.2.4
03h CANCEL ENROLLMENT M 7.2.5
04h CLEAR ACCESS CONTROLS LOG M 7.2.6
05h MANAGE OVERRIDE LOCKOUT TIMER M 727
06h OVERRIDE MGMT ID KEY M 7.2.8
07h REVOKE PROXY TOKEN 0] 7.2.9
08h REVOKE ALL PROXY TOKENS 0 7.2.10
09h ASSIGN PROXY LUN 0] 7.2.11
0OAh RELEASE PROXY LUN 0] 7.212

0Bh-17h | Reserved
18h-1Fh | Vendor-specific \Y
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E.2 — Access Control Additional Sense Codes

Table 3 contains a list of the Additional Sense Code and Additional Sense Code Qualifiers relevant to access

controls. Section F.5 formally proposes the addition of these codes. The-contents-ofthis-table-suitably-modified-for-

T10/01-268r0

inctusionin-SPC-3,may-be-found-in-Appendix-C{Table42)-

Table 3: Access Control Additional Sense Codes and Qualifiers

ASC | ASCQ |Description Description

20h 01h ACCESS DENIED - An initiator in the pending-enrolled state sends a
INITIATOR PENDING- restricted command to a logical unit accessible
ENROLLED under the enrolled AccessID.

20h 02h ACCESS DENIED - NO | Aninitiator in the not-enrolled state sends an
ACCESS RIGHTS ACCESS ID ENROLL service action and the given

AccessID has no access rights in the ACL.

20h 03h ACCESS DENIED - The Management Identifier Key value does not

INVALID MGMT ID KEY | match the value maintained by the access controls
coordinator.

20h 08h ACCESS DENIED - An initiator in the enrolled or pending-enrolled state
ENROLLMENT CON- issues an ACCESS ID ENROLL service action
FLICT under a different AccessID.

20h 09h ACCESS DENIED - A LUN or default LUN value in a CDB field or
INVALID LU IDENTI- parameter data is not valid.
FIER

20h 0Ah ACCESS DENIED - The Proxy Token is not valid; it does not corre-
INVALID PROXY spond to a logical unit.
TOKEN

20h 0Bh ACCESS DENIED - ACL | The enroliment failed because an ACL conflict
CONFLICT occurred.

55h 05h INSUFFICIENT The access controls coordinator has exhausted its
ACCESS CONTROL resources for the requested access controls action.
RESOURCES
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F — Changes Proposed for SPC-3

F.1 — Glossary and Acronyms

The following additions to the glossary and acronyms clause of SPC-3 are proposed.

F.1.1 — Glossary

3.1.r access controls: An optional SCSI target device feature that restricts initiator access to specific logical units
and modifies the information about logical units in the parameter data of INQUIRY and REPORT LUNS commands

(see 5.99).

3.1.s access control list (ACL): The data used by a SCSI target device to configure access rights for initiators
according to the access controls state of the SCSI target device (see 5.99.2).

3.1.t access control list entry (ACE): One entry in the access control list (see 3.1.s).

3.1.u access controls coordinator: The entity within a SCSI target device that coordinates the management and
enforcement of access controls (see 5.99) for all logical units within the SCSI target device. The access controls
coordinator is always addressable through LUN 0.

3.1.v logical unit access control descriptor (LUACD): The structure within an ACE (see 3.1.t) that identifies a
logical unit to which access is allowed and specifies the LUN by which the logical unit is to be accessed (see
5.99.2.3).

3.1.w proxy token: An identifier for a logical unit that may be used to gain temporary access to that logical unit in
the presence of access controls (see 5.99.5.2).

F.1.2 — Acronyms
ACE Access Control list Entry (see 3.1.t)
ACL Access Control List (see 3.1.s)

LUACD Logical Unit Access Control Descriptor (see 3.1.v)
SBC-2  SCSI Block Commands -2 (see clause 1)
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F.2 — Access Controls & Reservations

Table 4 shows two lines to be added in SPC-3 for the new commands introduced by access controls. In SPC-3
revision 00, the affected table was table 10.

Table 4: SPC-3 Reservations Conflicts Table Changes for Access Controls

Command Addressed Addressed LU has this type of persistent reservation
LU is held by another initiator
reserved [B]
by another
initiator || From any initiator From From initiator not
[A] registered registered
initiator
Write Excl (RO all Write Excl | Excl Acc-
Excl | Access | types) RO ess - RO
ACCESS CONTROL IN Allowed Allowed | Allowed | Allowed Allowed Allowed
ACCESS CONTROL OUT Allowed Allowed | Allowed | Allowed Allowed Allowed

F.3 — Changes to the EXTENDED COPY command

In the target descriptor formats in SPC-Tables 17, 19, 20, 21, 22, and 23, change byte3, bits 0-1 to a new 2-bit field
called LU ID TYPE. In SPC-Table 19, 20, 21, and 22, change the LOGICAL UNIT NUMBER field name to LU IDENTIFIER.

Add the following paragraphs to clause SPC-7.2.6.1 after the paragraph that begins “The copy manager may,...”:

The LU ID TYPE field (see table 1) specifies determines the interpretation of the LU IDENTIFIER field in some target
descriptors that contain a LU IDENTIFIER field

Table t1 — LU ID type codes

Type Code | LU IDENTIFIER field contents | Reference
00b Logical Unit Number SAM-2
01b Proxy Token 5.99.5.2

10b - 11b | Reserved

06b EogicalbnitNumber
otb Proxy-Token
1ob-t1b Reserved

Support for LU ID type codes vatues other than 00b {togicatUnit-Number) is optional. If a copy manager receives
an unsupported LU ID type code vatue in-a-target-deseriptor, the command shall be terminated with a CHECK
CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional sense code shall be set
to INVALID FIELD IN PARAMETER LIST.
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If the LU ID TYPE field specifies indieates that the LU IDENTIFIER field contains a logical unit number, then the LU
IDENTIFIER field specifies the logical unit within the SCSI device specified addressed by other fields in the target
descriptor {as-definecHn-each-subetause) that shall be the target(source or destination) for EXTENDED COPY

operations.

If the LU ID TYPE field specifies indicates that the LU IDENTIFIER field contains a proxy token (see 5.99.5.2), then the

copy manager shall use the LU IDENTIFIER field contents to obtain specifies-an-access-controlsProxyToken(see-

0-0-19that-shaltbe-used-by- the-copy-managerto-gain proxy access rights to the retevant logical unit associated
with the proxy token. The logical unit number that represents the proxy access rights that shall be the target

{source or destinationy for EXTENDED COPY operations.

The copy manager should obtain a LUN value for addressing this logical unit by sending the-Proxytoken-in-
parameter-dataforthe an ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action (see
7.2.11) to the access controls coordinator of the SCSI device that is identified by other fields in the target
descriptor. The copy manager shall sendto use the a LUN assigned on the basis of this a proxy token only for
those commands that are necessary for the processing eempletion of those the EXTENDED COPY eommants-
that-contain-this command whose parameter data contains the proxy token valte-in-theirtarget-deseriptors. When
the copy manager has completed EXTENDED COPY commands involving that a proxy token, the copy manager
should release the LUN value using an by-sending-the ACCESS CONTROL OUT command W|th RELEASE
PROXY LUN service action (see 7.2.12) H

target-descriptor.

EXTENDED COPY access to proxy logical units is to be accomplished only via LU ID type 01b. If the copy
manager receives a target descriptor containing LU ID type 00b and a logical unit number matching a LUN value
that the copy manager has obtained using an ACCESS CONTROL OUT command with ASSIGN PROXY LUN
service act|on the EXTENDED COPY command shall be terminated with a Hﬂa%speemef&bgtealﬂiﬁﬁ-e&hefby

mefe—PfexHekewwshaerjeeHhefemmaﬁd-w&h CHECK CONDITION status the sense key shaII be set to
COPY ABORTED and the additional sense code shall be set to COPY TARGET DEVICE NOT REACHABLE.

In each subclause SPC-7.2.6.2-7.2.6.5, remove the paragraph which starts “The LOGICAL UNIT NUMBER...” and
replace it with the following paragraph:

The LU ID TYPE field and LU IDENTIFIER field are described in SPC-7.2.6.1.
In the subclause SPC-7.2.6.6, insert the following paragraph after the paragraph which starts “The contents of...”

The LU ID TYPE field is reserved for this target descriptor.

F.4 — Changes to the Standard INQUIRY Data

In the standard INQUIRY data format, SPC-Table 46, make the following change. Byte 5, bit 6 is changed from
Reserved to Acc (for Access Controls Coordinator). The following additional text be added after the paragraph
describing the sccs bit in clause SPC-7.3.2:

An Access Controls Coordinator (Acc) bit of one indicates that the device contains an access controls coordinator

that may be addressed through this logical unit. An AcC bit of zero indicates that no access controls coordinator is
present. If the device contains an access controls coordinator, the AccC bit shall be set to one for LUN 0.
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F.5 — New additional sense codes

The following ASC/ASCQ codes should be added and marked as used by all device types:

20h/01h
20h/02h
20h/03h
20h/08h
20h/09h
20h/0Ah
20h/0Bh
55h/05h

ACCESS DENIED - INITIATOR PENDING-ENROLLED
ACCESS DENIED - NO ACCESS RIGHTS

ACCESS DENIED - INVALID MGMT ID KEY

ACCESS DENIED - ENROLLMENT CONFLICT
ACCESS DENIED - INVALID LU IDENTIFIER
ACCESS DENIED - INVALID PROXY TOKEN
ACCESS DENIED - ACL LUN CONFLICT
INSUFFICIENT ACCESS CONTROL RESOURCES
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F.6 — Access Controls Model

This is the model clause for addition to SPC-3.
5.99 Access Controls

5.99.1 Access controls overview

Access controls are an optional SCSI target device feature that appl|cat|on cllents may use to restnct Ioglcal unit
access to specified initiators or groups of initiators W y

specifiecHogicat-units.

Access controls are handled in the SCSI target device atthe-target by an access controls coordinator. The access
controls coordinator associates a specific LUN to a specific logical unit depending on which initiator accesses the
SCSI target device and whether the initiator has rights to the logical unit.

Access rights to a logical unit affects whether the logical unit appears in the parameter data returned by a REPORT
LUNS command and how the logical unit responds to INQUIRY commands.

The access controls coordinator maintains information about which initiators are allowed access to which logical
units via which LUNSs in the access control list (ACL), described in 5.99.2. The format of the ACL is vendor specific.

To support third party commands such as EXTENDED COPY, the access controls coordinator may provide proxy
tokens (see 5.99.5.2) to allow one initiator to pass its access capabilities to another initiator.

An application client may manages the access controls state of the SCSI target device using aceess-controt the
following commands:

a) ACCESS CONTROL IN - gueries to request information or a proxy token from the access controls coordi-
nator infermation; and
b) ACCESS CONTROL OUT
A) to allow ereates, changes or revokes logical unit access eontrots;
B) to revoke a proxy token; and
C) otherwise to manages the access controls coordinator.

A SCSI device has access controls disabled when it is shipped from the factory and after successful completion of
the ACCESS CONTROL OUT command with DISABLE ACCESS CONTROLS service action. In this state, the
ACL ts-empty-thas contains no entriesy and the management identifier key (see 5.99.7) is zero.

The first successful ACCESS CONTROL ouT Command with MANAGE ACL service action (see 7.2.2) shall

enables access controls i s ed . tn-this-state When
access controls are enabled, aII Iog|cal units are shaII be |nacceSS|bIe to aII |n|t|ators unless the ACL (see 5.99.2)
allows access there

The ACL allows an initiator has access to a logical unit if the ACL contains an ACE (see 5.99.2) with an access
|dent|f|er (see 5.99.2. 2) assomated W|th the |n|t|ator and that ACE contains a LUACD (see 5.99.2. 3) that references

H%e—EHN-vaJﬂe—ef—Hﬁe—aeeeseﬂﬁHe@eaHﬁH—pean%GEenfw When the ACL aIIows accesstoa Ioglcal un|t the

REPORT LUNS command parameter data bytes representing that logical unit shall contain the LUN value found in
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the LUACD that references that logical unit and the initiator shall use the same LUN value when sending
commands to the logical unit.

Additionattyan initiator also may gain be allowed access to a logical unit with through the use of a proxy token (see
5.99.5.2).

Once access controls are enabled, they shall remain enabled until:

a) successful completion of an ACCESS CONTROL OUT command with DISABLE ACCESS CONTROLS
~ service action; or
b) vendor specific physical intervention.

Successful downloading of firmware may result in access controls being disabled.

Once access controls are enabled, power cycles, logical unit resets, and target resets shall not disable them.

5.99.2 The access control list
5.99.2.1 ACL overview

The specific access controls ef-the for a SCSI target device are instantiated by the access controls coordinator
using data in an access controls list (ACL). The ACL eonsists-of contains zero or more access control list entries
(ACEs), each entry-containing ACE contains the following:

a) one access identifier (see 5.99.2.2) that identifies the initiator(s) to which the ACE applies; and
b) a list of accessibletogicat-unitpairs,eachpair-consisting-of one LtUN-va 3 O
thit: logical unit access control descriptors (LUACDs) that identify the logical units to which the initiator(s)
have access and the LUNs used to access those logical units by the initiator(s), each LUACD (see
5.99.2.3) contains the following:
A) a vendor specific reference for the logical unit; and
B) aLUN.

Figure f1 shows the structure of an ACL.

ACL ACE LUACD
ACE Access
ACE Identifier
ACE LUACD Logical Unit
Reference
ACE LUACD
LUN

ACE LUACD
ACE LUACD
ACE LUACD
ACE .

° [

o

[ ]

Figure f1 — ACL Structure
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5.99.2.2 Access identifiers
5.99.2.2.1 Access identifiers overview

Initiators are identified in ACEs using one of the following enthe-basis-of-one-ormore-of-three types of access
identifiers {see#1y:

a) AccessID based on |n|t|ator enrollment as descnbed in 5.99.2. 2 2 as—eﬁreHed—fse&&e%by—aPrmla%e%

b) TransportID based on protocol and mterconnect specn‘lc |dent|f|cat|on of |n|t|ators as descrlbed in
5.99.2.2.3; and
c) vendor specific access identifiers.
5.99.2.2.2 AccessID access identifiers

All AccesslID access identifiers shall have the format shown in table 2.

Table t2 — AccessID access identifier format

Bit
Byte 7 6 5 4 3 2 1 0
0
AccEessID
15
16
Reserved
23

The AccessID field contains a value that uniquely identifies the AccessID type ACE in which the AccessID access
identifier appears.

An-AccesstbD-shaltbe-sixteen{16)bytes—An initiator is allowed access to the logical units in an ACE containing an

AccessID type access identifier when that initiator is enrolled as described in 5.99.4. An initiator that has not previ-
ously enrolled uses the ACCESS CONTROL OUT command with ACCESS ID ENROLL service action to enroll
including the AccessID in parameter data as specified in 7.2.4.

An initiator is identified by or associated with an AccessID type access identifier if that initiator is in the enrolled or
pending-enrolled state with respect to that AccessID (see 5.99.4). At any given time, an initiator may be identified
or associated with at most one AccessID. All initiators enrolled using a given AccessID share the same ACE and
access to all the logical units its LUACDs describe.

5.99.2.2.3 TransportID access type identifiers

Use of the TransportID is protocol and interconnect specific.

Aninitiator is identified by a TransportlD if that initiator accessed the SCSI target device {sentany-SCSHecommand)
with that TransportID. At any glven t|me an initiator may be |dent|f|ed or assomated with at most one TransportlD

Other Protocol standards may should specify the description and use of the TransportID. A protocol specification
for a TransportlD shall only include address-ebjeets initiator port identifiers or names (see SAM-2) that persist
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twenty-four{24)

TransportlDs that for some protocols may be specified in clause 8.99.99 to support protocol standards that are
unable to include a TransportlD definition. When a protocol standard includes a TransportlD definition, the
definition in the protocol standard supersedes any definition appearing in this standard.

5.99.2.3 Logical unit access control descriptors

Each LUACD in an ACE identifies one logical unit to which the initator(s) associated with the access identifier are
allowed access and specifies the LUN value those initiators use when accessing the logical unit.

The identification of a logical units in an-aceessibledogicatunit-pair a LUACD is vendor specific. The LUN value
shall conform to the requirements specified in SAM-2.

A logical unit shall be referenced in at-most no more than one LUACD per ACE acecessibletogicat-unitpairperACL
entry. A given LUN value shall appear in atmest no more than one LUACD per ACE aceessible-togicat-unitpairper-
ACL-entry.

5.99.3 Managing the ACL
5.99.3.1 ACL management overview

The contents of the ACL are managed by an application client via using the ACCESS CONTROL OUT command
with MANAGE ACL and DISABLE ACCESS CONTROLS service actions. The ACCESS CONTROL OUT
command with MANAGE ACL service action (see 7.2.2) is used to add, remove, or modify ACEs thus adding,
revoking, or changing the allowed access of initiators to logical units. The ACCESS CONTROL OUT command with
DISABLE ACCESS CONTROLS service action (see 7.2.3) disables access controls and discards the ACL.

5.99.3.2 Authorizing ACL management
To reduce the possibility of applications other than authorized ACL managers changing the ACL, successful
completion of these-service-actions the ACCESS CONTROL OUT command with MANAGE ACL or DISABLE

ACCESS CONTROLS service action requires delivery of the correct management identifier key value (see 5.99.7)
in the ACCESS CONTROL OUT parameter data. For similar reasons other ACCESS CONTROL OUT and
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ACCESS CONTROL IN service actions require the correct management identifier key as summarized in table t3
and table t4.

Table t3 — ACCESS CONTROL OUT management identifier key requirements

Service Management Identifier

Action | Name Key Required Reference
00h MANAGE ACL Yes 722
01h DISABLE ACCESS CONTROLS Yes 7.2.3
02h ACCESS ID ENROLL No 7.24
03h CANCEL ENROLLMENT No 7.2.5
04h CLEAR ACCESS CONTROLS LOG Yes 7.2.6
05h MANAGE OVERRIDE LOCKOUT TIMER Yes/No 7.2.7
06h OVERRIDE MGMT ID KEY No 7.2.8
07h REVOKE PROXY TOKEN No 7.2.9
08h REVOKE ALL PROXY TOKENS No 7.210
0%h ASSIGN PROXY LUN No 7.2.11
0Ah RELEASE PROXY LUN No 7.212

0Bh-17h | Reserved
18h-1Fh | Vendor-specific

Table t4 — ACCESS CONTROL IN management identifier key requirements

Service Management Identifier

Action Name Key Required Reference
00h REPORT ACL Yes 71.2
01h REPORT LU DESCRIPTORS Yes 71.3
02h REPORT ACCESS CONTROLS LOG Yes 71.4
03h REPORT OVERRIDE LOCKOUT TIMER Yes 71.5
04h REQUEST PROXY TOKEN No 7.1.6

05h-17h | Reserved
18h-1Fh | Vendor-specific
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5.99.3.3 Identifying logical units during ACL management

Although the identification of logical units in the ACL is vendor specific (see 5.99.2.3), the ACCESS CONTROL
OUT command with MANAGE ACL service action (see 7.2.2) needs a mechanism for identifying logical units that
is independent of LUN value and suitable for exchanges between the access controls coordinator and application
clients. To serve the needs of the ACCESS CONTROL OUT command with MANAGE ACL service action the
access controls coordinator shall identify every logical unit of a SCSI target device shaltbe-identified-by with a
unique default LUN value. The default LUN values used by the access controls coordinator shall be the LUN values
that would be reported by the iﬁ REPORTS LUNS command feHhaHegateaiﬂﬁﬁ |f access controls were d|sabled

An application client discovers the default LUN values using the ACCESS CONTROL IN command with REPORT
LU DESCRIPTORS (see 7.1.3) or REPORT ACL (see 7.1.2) service action and subsequently supplies those
default LUN values to the access controls coordinator using the ACCESS CONTROL OUT command with
MANAGE ACL service action.

The association ef between default LUN values and logical units is managed by the access controls coordinator
and may change in ways beyond the scope of this standard aeeess—controts. To track changes in the association
between default LUN values and logical units, the access controls coordinator shall maintain the DLgeneration
(Default LUNs Generation) value as described in 5.99.3.4.

5.99.3.4 Tracking changes in logical unit identification

The access controls coordinator shall maintain the DLgeneration (Default LUNs Generation) a-BefatittNs-
Generation value {seexxx-and-xxx)-that-shalt-beused-to-time-stamp to track changes in the association of

between default LUN values and logical units.

When access controls are disabled DLgeneration shall be zero. When access controls are first enabled (see
5.99.1) DLgeneration shall be set to one. Whlle access controls are enabled the access controls coordlnator shall
increase DLgeneration by one every time

the association of between default LUN values to and Ioglcal unlts changes for any reason, mcIudmg but

Geﬁefaﬂen#alu&m&udeﬁeuhe not Ilmlted to creatlon of a new Iog|caI un|t deletlon of an eX|st|ng Ioglcal unit or a
change (delete and recreate) of an existing logical unit.

The access controls coordinator shall include the current DLgeneration in the parameter data returned by each
ACCESS CONTROL IN command with REPORT LU DESCRIPTORS (see 7.1.3) or REPORT ACL (see 7.1.2)
service action. The application client shall supply the DLgeneration for the default LUN values it is using in each
ACCESS CONTROL OUT command with MANAGE ACL service action (see 7.2.2). Before processing the ACL
change information in the parameter list provided by an ACCESS CONTROL OUT command with MANAGE ACL
service action, the access controls coordinator shall verify that the DLgeneration in the parameter data matches
the DLgeneration currently in use. If the DLgeneration verification finds a mismatch, the command shall be termi-
nated with a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional
sense code shall be set to INVALID FIELD IN PARAMETER LIST.
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5.99.4 Enrolling AccesslDs
5.99.4.1 Enroliment states
5.99.4.1.1 Summary of enroliment states

Initiators may enroll an AccessID with an access controls coordinator in order to gairt be allowed access to logical
units aceessible-via-sueh-an listed in the ACE having the same AccessID type access identifier. Enrolling an
AccessID is accomplished using the ACCESS CONTROL OUT command with ACCESS ID ENROLL service
action (see 7.2.4). An initiator shall be in one of three states with respect to such an enroliment:

a) not-enrolled: The state for an initiator before it sends the first ACCESS CONTROL OUT command with
ACCESS ID ENROLL service action to the access controls coordinator. when-itfirst-aceesses-the-device-
and Also the state entered-into-by-the for an initiator inresponse-to following successful completion of an
ACCESS CONTROL OUT command with CANCEL ENROLLMENT service action (see 7.2.5);

b) enrolled: The state for an initiator enters-as-a-consequence-ofa following successful completion of an
ACCESS CONTROL OUT command with ACCESS ID ENROLL service action {see-6:6-29); or

c) pendlng-enrolled The state for an enrolled initiator following:

Events in the service delivery subsystem

descrlbed in 5.99.11; or
B) by-Successful completion of an ACCESS CONTROL OUT commands with MANAGE ACL service
action and FLUSH bit set to one (see 7.2.2).

5.99.4.1.2 Not-enrolled state

The access controls coordinator shall place an initiator enters in the not-enrolled state when it first detects the

receipt of a SCSI command or task management function from that initiator aceesses-the-device{sends-any-SCSt
command). An The initiator shall remain in the not-enrolled stays-in-this state until #t successfullycomptetesthe
completion of an ACCESS CONTROL OUT command with ACCESS ID ENROLL service action (see 7.2.5).-See-

for-

The access controls coordinator shall change an initiator i from the enrolled or pending-enrolled state shat-
transitiont to the not-enrolled state asfottows in response to the following events:

a) by-Successful completion of the ACCESS CONTROL OUT command with CANCEL ENROLLMENT
service action (see 7.2.5);

b) as-aconseqguence-ofa-Successful completion of an ACCESS CONTROL OUT command with MANAGE
ACL service action (see 7.2.2) that reptaced-an replaces the ACL entry for the enrolled AccessID as
follows:

A) If the NOCNCL bit (see 7.2.2.2) is set to zero in the ACCESS CONTROL OUT command with MANAGE
ACL service action parameter data, the state shall change to not-enrolled; or
B) and,vendor-specificalty-If the NOCNCL bit is set to one, the state may change to not-enrolled based on

vendor specific criteria {see6-2:2-2-2}; or
c) asaconsequenceof Power cycles or target resets based on vendor specific criteria (see 5.99.11). ina
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the not-enrolled state as a result of actions taken by a third-party (e.g., an ACCESS CONTROL OUT command
wrth MANAGE ACL service actron performed by another initiator or a target reset) Fhis-isin-contrastto-the-

rmtrato%drreetly One consequence fchanges in an ACE is that prewous relat|onsh|ps between Ioglcal un|ts and
LUN values may no longer apply.

If an initiator detects this loss of enrollment, it may then take the-appropriate recovery actions. However, such
actions may be disruptive for the initiator and may not always be required. Use of the not-enrolled state and the
resulting disruptive recovery actions are avoidable if the application client that sends the ACCESS CONTROL OUT
command with MANAGE ACL service action is able to determine its requested changes to the ACL do not alter the
existing relationships between logical units and LUN values in any existing ACEs with AccessID type access identi-
fiers.

If the application client that sends the ACCESS CONTROL OUT command with MANAGE ACL service action is
unable to determine whether the ACE logical unit relationships are altered as a result of processing the command,
then it should set the NOCNCL bit to zero and |t should coord|nate the ACL change Fheuse-of the MANAGE-ACE

the appllcatlon cllent that sends the ACCESS CONTROL OUT command W|th MANAGE ACL service act|on is able
to determine that ACE logical unit relationships are not be altered as a result of processing the command, then it
should set the NOCNCL bit to one, recommending torecommend to the access controls coordinator that itHeave-the
initiators be left in their in-its-current enrollment states.

A-vendor-The access controls coordinator has at least three imptementation vendor specific options for responding
to a NOCNCL bit value of one the-aceess—controls-coordinator:

a) Honor the recommendation. {This is least disruptive for the initiator and requires no extra actions on the
part of the access controls coordinatory;

b) Ignore the recommendation and always transition place the initiator in the non-enrolled state. {This may
disrupt an initiator unnecessarily, but requires no extra resources on the part of the access controls coordi-
nator):; or

c) Ignore the recommendation and instead examine the current and new ACEs accessrights-ane-HUN-

addressing to (-rndepeﬁdeﬁt—ot—theﬁanagmg—appheaﬂeﬁfheﬁﬁ determrne if the |n|t|ator should be transi-
tioned placed in the non- -enrolled state. 0
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5.99.4.1.3 Enrolled state

The access controls coordinator shall place an initiator enters in the enrolled state (or enrolls the initiator) from-
either-the-not-enrolted-or-pending-enrotted-state-by following successful completion of the ACCESS CONTROL
OUT command with ACCESS ID ENROLL service action (see 7.2.4). Fhis The ACCESS CONTROL OUT
command with ACCESS ID ENROLL service action is successful only under the following conditions:

a) If the initiator was in the not-enrolled state and the AccessID in the ACCESS CONTROL OUT command
with ACCESS ID ENROLL service action parameter data et—theeerwee—aetreﬁ matches the access
identifier in an ACE. en ;

ease; The initiator thus enrolled is allowed gains access to these the logical units speC|f|ed in the LUACDs
in the ACE (see 5.99.2) aceess-grantlogicatunitpairs-of-that-ACk-entry; or

b) If the initiator was in the enrolled or pending-enrolled state and the AccessID in the ACCESS CONTROL
OUT command with ACCESS ID ENROLL serwce action parameter data matches that-ef the current

If the initiator was in the enrolled or pending-enrolled state and the AccessID in the ACCESS CONTROL OUT
command with ACCESS ID ENROLL service action parameter data does not match that-of the current enrolled
AccessID for that the initiator, the device-server-shaltrespond command shall be terminated with CHECK
CONDITION status, the sense key shall be set to ILLEGAL REQUEST, the additional sense code shall be set to
ACCESS DENIED - ENROLLMENT CONFLICT, and as-specifiec-in-0-0-29-Additionafty,; the access controls
coordinator shall transition an enrolled initiator to the pending-enrolled state.

Transitions out of the enrolled state are described in:

a) 5.99.4.1.2 for changes to the not-enrolled state; and
b) 5.99.4.1.4 for changes to the pending-enrolled state.

NOTE 1 - This standard does not preclude implicit enroliments through mechanisms in the service delivery
subsystem. Such mechanisms should perform implicit enroliments after identification by TransportID and should fail
in the case where there are ACL conflicts as described in 5.99.4.2.

5.99.4.1.4 Pending-enrolled state

The access controls coordinator shall place an initiator shatt-enter in the pending-enrolled state only from if that
initiator currently is in the enrolled state, and as-a-conseguence-of in response to the following:

a) Any event in the service delivery subsystem that causes the access controls coordinator to question
whether an initiator in the enrolled state has changed its AccessID (e.g., a PREO-erEOGO process or port
logout in FEP Fibre Channel, or a hard bus reset for parallel SCSI);

b) Successful completion of an ACCESS CONTROL OUT command with MANAGE ACL service action and
where the FLUSH bit is set to one in the parameter data; or

c) Optionally after a TARGET RESET task management function, as described in 5.99.11.

While in the pending-enrolled state, the initiator's access to logical units is limited aecording-to-therutes-of as
described in 5.99.6.
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5.99.4.2 ACL LUN conflict resolution

Three types of ACL LUN conflicts may occur at the time an initiator in the not-enrolled state attempts to enroll an
AccessID by using the ACCESS CONTROL OUT command with ACCESS ID ENROLL service action:

a) The TransportID entry ACE (see 5.99.2) and the AccessID entry ACE for the initiator inthe-ACkE each
contain a LUACD an-aceessibletogicat-unitpair with the same LUN value but with references to different
logical units;

b) The TransportID entry ACE and the AccessID entry ACE for the initiator inthe-ACE each contain a LUACD
an-aceessibledogicatunitpair with the different LUN values but with references to the same logical unit; or

c) The initiator has proxy access rights to a logical unit addressed with a LUN value that equals a LUN value

in a LUACD in an-acecessibtetogicat-unitpairof the AccessID entry ACE for the initiator inthe-ACE.

In any of these cases, the following actions shall be taken as part of the handling of the enroliment function service-

a) The ACCESS CONTROL OUT command with ACCESS ID ENROLL service action shall be terminated
with CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST, the additional sense
code shall be set to ACCESS DENIED - ACL LUN CONFLICT

b) The
enrolled state; and

c) Except when the ACL LUN conflict is the result of proxy access rights inthetastease, the access controls
coordmator shall record the event in the access controls Iog as descrlbed in 5.99.9.

initiator shall remain in the not-

5.99.5 Granting and revoking access rights
5.99.5.1 Non-proxy access rights

The ACCESS CONTROL OUT command with MANAGE ACL service action (see 7.2.2) adds or replaces ACEs in
the ACL entries (see 5.99.2). One ACE ACtentry describes the logical unit access allowed to one access identifier
(see 5.99.2.2) and the LUN values to be used in addressing the accessible logical units. The access identifier
designates the for initiator(s) that may be permitted the logical unit access described by the ACE.-associated-with-
I dentifier

With the exception of proxy access rights (see 5.99.5.2), logical unit access rights are granted by:

a) Adding a new ACE to the ACL allowing logical unit access to a new access identifier nrew-ACEL-entry-foran-
accessidentifier; or by

b) Replacing an existing ACE ACt-entry-for-an-aceess-identifier so that the revised ACE ACtentry includes
additional LUACDs aceessibte-togicat-unitpairs.

With the exception of proxy access rights, access rights are revoked by:

a) Removing an ACE from the ACL entry-for-an-access-identifierorby; or
b) Replacing an existing ACE ACt-entry-for-an-access-identifier so that the revised ACE ACt-entry-excludes
removes one or more LUACDs prior-accessibletogicatunit-pairs.

v- When an ACE is added or replaced

the reqwrements stated in 5.99.4.1.2 and 5.99.10 apply

19 of 33



Access Controls for SPC-3 (the rewrite) T10/01-268r0

5.99.5.2 Proxy tokens-and-proxy access

5.99.5.2.1 Proxy tokens

An initiator with access to a logical unit on the basis of eitheraTransportib-or-AceesstB an ACE in the ACL (see

5.99.5.1) may temporarily share that access with third parties wia using the proxy mechanism. The initiator uses the
ACCESS CONTROL IN command with REQUEST PROXY TOKEN service action (see 7.1.6) to requests that the
access control coordinator generate a proxy token for the logical unrt specrfred by the LUN value in the parameter

The access controls coordinator generates this the proxy token in an-imptementation-speeifiec a vendor specific
manner. NOFE For a given SCSI target device, all active proxy token values should be unique. Atse; Proxy token
values should not be reused any more frequently than is necessary to prevent stale proxy tokens from being given
unintended meaning.

Power cycles and target resets shall not affect the validity and proxy access rights of proxy tokens (see 5.99.11). A
proxy token shall remain valid and retain the same proxy access rights until one of the following occurs:

a) An initiator with access to the logical unit based on an ACE in the ACL revokes the proxy token using:
A) by-The ACCESS CONTROL OUT command with the REVOKE PROXY TOKEN service action (see
7.2.9) supplying naming the specific proxy token in the parameter data; or
B) with-The ACCESS CONTROL OUT command with REVOKE ALL PROXY TOKENS service action
(see 7.2.10) {see6-6-34and-6-0-35);
b) An application client issues the ACCESS CONTROL OUT command with MANAGE ACL service action
(see 7.2.2) with parameter data containing the and-appropriate Revoke Proxy Token page (see 7.2.2.4) or
Revoke All Proxy Tokens parameter pages (see 7.2.2.5).

5.99.5.2.2 Proxy LUNs

The initiator then forwards the proxy token (see 5.99.5.2.2) to a third party (e.g., in a target descriptor in the
parameter data of the EXTENDED COPY command;-see-Appendix-C:2).

The third party then sends the access controls coordinator an ACCESS CONTROL OUT command with ASSIGN
PROXY LUN service action (see 7.2.11) containing the proxy token to request creation of a proxy access right to
the referenced logical unit attheregtuestedUN {see-6:6-36). The access controls coordinator determines the
referenced logical unit from the proxy token value; the third party is unaware of the exact logical unit to which it is
requesting access. The parameter data for the ACCESS CONTROL OUT command with ASSIGN PROXY LUN
service action includes the LUN value that the third party intends to use when accessing the referenced logical
unit. The LUN value thus assigned is called a proxy LUN.
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shaII be remain valld unt|I trntees

one of the foIIowmg occurs:

a) The third party releases the proxy LUN value with using the ACCESS CONTROL OUT command and with
RELEASE PROXY LUN service action (see 7.2.12);

b) An eventin the service delivery subsystem causes the access controls coordinator to question whether the
third party initiator that created the proxy LUN value has changed {and may no longer be in possession of
the proxy token);

c) The proxy token is made invalid as described in 5.99.5.2.1; or

d) A power cycle or target reset occurs (see 5.99.11).

n-thetattertwoeases;If the third party believes that the invalidation of a proxy LUN value is temporary, it may
reissue the ACCESS CONTROL OUT command with ASSIGN PROXY LUN service actlon in an attempt to re-
establish its proxy access rights. 0
establish-proxy-acecesstights: The access controls coordlnator shaII process the request as described in 5.99.5.2.1
without reference to any previous assignment of the proxy LUN value.

5.99.6 Verifying access rights for-initiators

When the-aceess-controls-coordinatorhas access controls are enabled (see 5.99.1), access rights from-a-given for
an initiator are shall be validated in-the-foowing-manner as described in this subclause.

All commands to-a-specifictogicatunit-via-a-specific EUN-vatue-are shall be processed as if access controls were

not present if the ACL (see 5.99.2) allows the initiator has access to the addressed logical unit by virtue of one of
the following conditions:

a) AnThe ACL contains an ACE containing a TransportlD type access identifier ACt-entry for that the initiator
and that ACE includes a LUACD an-aceessibletogicatunit-pair with LUN value matching the addressed
LUN;

b) The initiator is in the enrolled state (see 5.99.4.1.3) under an AccesslD, ane the ACL contains an ACE
containing that AccesslD as an access identifier, has-an-ACtentry and that ACE includes a LUACD an-
aceessibletogicatunitpair with LUN value maiching the addressed LUN; or

c) The addressed LUN matches a proxy LUN value (see 5.99.5.2.2) assigned via-a-vatic-proxy-token-via
using the ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action (see 7.2.11) and
the proxy token (see 5.99.5.2.1) used to assign the proxy LUN value is still valid.

If the initiator is in the pending-enrolled state (see 5.99.4.1.4) under an AccessID, the ACL contains an ACE
containing that AccessID as an access identifier, and that ACE includes a LUACD with LUN value matching the
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addressed LUN has-a
thepending-enrolied-state, then commands shaII be processed as foIIows

a) INQUIRY, REPORT LUNS, ACCESS CONTROL OUT and ACCESS CONTROL IN commands shall be
processed as if access controls were not present;

b) All other commands shall be terminated prior-to-any-datatransfer with a CHECK CONDITION status, the
sense key shall be set to ILLEGAL REQUEST and the additional sense code shall be set to ACCESS
DENIED - INITIATOR PENDING-ENROLLED.

NOTFE-An initiator should respond to the ACCESS DENIED - INITIATOR PENDING-ENROLLED additional sense
code by sending an ACCESS CONTROL OUT command with ACCESS ID ENROLL service action. If the
command succeeds, the initiator may retry the failed command.

If an INQUIRY command is addressed to a LUN for WhICh there is no matchmg LUN value in any LUACD in any
ACE allowing the initiator logical unit access rights,
tnit-the-device-server-shalt-set the standard INQUIRY data (see 7 Z. z) PERIPHERAL DEVICE TYPE fleld shaII be set to
1Fh and the PERIPHERAL QUALIFIER field shall be set to 011b (the device server is not capable of supporting a device
at this logical unit).

The parameter data returned in response to a REPORT LUNS command addressed to LUN 0 shall return only the
list of LUN values that are associated to accessible logical units according to the following criteria:

a) Ifthe initiator is in the enrolled or pending-enrolled state, thislist the REPORT LUNS parameter data shall
include any LUN values associated-to-accessibte-togicat-units by-virtue-of found in LUACDs in the ACE
containing the AccesslD enrolled by that the initiator;

b) If the initiator (in any enroliment state) has a TransportlD found in the access identifier of an ACE, the

" REPORT LUNS parameter data shall include any LUN values found in LUACDs in that ACE; and

c) Ifthe initiator (in any enrollment state) has access to any proxy LUNs (see 5.99.5.2.2) tegicat-unitsby-virtue-
of proxy-tokens, the-corresponding those LUN values are-also shall be included in the REPORT LUNS
parameter data.

If the initiator is ¢in the not-enrolled state}-has-no-aceessrights and is not allowed access to any logical unit {either-

through-a as result of its TransportlD or as a result of a proxy LUN assignment throtugh-aProxy Token), then the
responseto REPORT LUNS parameter data shall include only LUN 0, as specified in 7.z.z86P&-3rev0;719.

Except when access controls are disabled, all cases not described previously in this subclause shall result in termi-
nation of the command with CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and
the additional sense code shall be set to LOGICAL UNIT NOT SUPPORTED.
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5.99.7 The management identifier key
5.99.7.1 Management identifier key usage

The purpose of the management identifier key is to identify the application ¢lient that is responsible for managing
access controls for this a SCSI target device. This identification is accomplished by allowing the application client to
specify a new management identifier key value in the parameter data of each ACCESS CONTROL OUT command
with the MANAGE ACL service action (see 7.2.2), and by requiring the most recently specified management
identifier key value to appear in many ACCESS CONTROL IN and ACCESS CONTROL OUT service actions.

To allow for failure scenarios where the management identifier key value has been lost, an override procedure
involving a timer is provided as described in 5.99.7.2.

NOTE-Use of the management identifier key has the following features:

a) Management of access controls is associated with an those application clients that are able to provide the
correct management identifier key and not with a partieatar single initiator port identifier (see SAM-2);
b) Only an application client that has knowledge of this the management identifier key may (in most cases)

change the ACL for this the SCSI target device-eonsequentty, responsibitity-for with the result that
management of access controls may be toeatized limited to specific applications and application clients.
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5.99.7.2 Overriding of the management identifier key

5.99.7.2.1 The OVERRIDE MGMT ID KEY service action

However-Conditions may arise when thiskey the management identifier key needs to be replaced and the current
key is not available. in-this-ease When this occurs, the ACCESS CONTROL OUT command with OVERRIDE
MGMT ID KEY service action (see 7.2.8) may be used to force the management identifier key to a known value.

The ACCESS CONTROL OUT command with OVERRIDE MGMT ID KEY service action is intended only for failure
scenarios. The ACCESS CONTROL OUT command with MANAGE ACL service action should be used in all other
circumstances.

To facititate protection-of the management identifier key from unauthorized overrides, the access controls coordi-
nator shall supportthe-fotowing: restrict use of the ACCESS CONTROL OUT command with OVERRIDE MGMT
ID KEY service action based on the value of the override lockout timer (see 5.99.7.2.2).

this the override lockout Ao not ACCESS CONTROL OUT command with
fait be terminated

H-this-timeris-zero-then-the When the override lockout timer is zero, an ACCESS CONTROL OUT command with
service action steeeed be processed as described in 7.2.8.

Both-of these-events-aretogged-as- The access controls coordinator shall log the receipt of all
ACCESS CONTROL OUT commands with OVERRIDE MGMT ID KEY service action and their success or failure
as described in 5.99.9.

5.99.7.2.2 The override lockout timer

The access controls coordinator shall maintain the override lockout timer as a 16 bit unsigned integer ron-negative-

integer-vatued-timercattedthe-Override-LtockoutFimer. Thistimerifnon-zero; When the override lockout timer is

not zero it shall be decreased by one approximately once per second but no more frequently than once every 800
milliseconds until the value reaches zero.

The ACCESS CONTROL OUT command with MANAGE OVERRIDE LOCKOUT TIMER service action manages
the state of the override lockout timer (see 7.2.7),—Fhisservice-actionhas performing one of two functions;
depending on whether ernot the correct management identifier key is supplied in the parameter data.

a) If the incorrect management identifier key is supplied inthe-parameterdataisincorrect{or if no parameter

data is sent), the access controls coordinator shall restart reset the override lockout timerthatis; resetit to
ftseurrentinitiat the most recently received initial override lockout timer value; or

b) If the correct management identifier key is supplied in-theparameter-dataiscotrect, then the access
controls coordinator shall do the following:

1) reset Save the initial override lockout timer value according-to-data supplied in the parameter data; and
2) restart Reset the override lockout timer to the new initial value.
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NOTE 2 - Setting the initial override lockout timer value to zero disables the override lockout timer and allows-for the
ACCESS CONTROL OUT command with OVERRIDE MGMT KEY service action to succeed at any time.

Overloading the management key identifier to have a function selection usage is an unusual operational specifi-
cation, however, it offers significant advantages for the ACCESS CONTROL OUT command with MANAGE
OVERRIDE LOCKOUT TIMER service action. Any application that knows the management identifier key may
establish an initial override lockout timer value of sufficient duration (up to about 23 hours). Maintaining a non-zero
override lockout timer value may be accomplished without knowing the management identifier key or transporting
the management identifier key on the service delivery subsystem. Attempts to establish a zero initial override
lockout timer value that are not accompanied by the correct management identifier key result in decreasing the
probability that a subsequent ACCESS CONTROL OUT command with OVERRIDE MGMT ID KEY service action
is able to succeed by resetting the override lockout timer to the most recently specified initial value that was accom-
panied by the correct management identifier key.

Additionatty, The ACCESS CONTROL IN command with REPORT OVERRIDE LOCKOUT TIMER may be used by~
the-application-client to report-on discover the state of the override lockout timer.

5.99.8 Reporting access control information

Specific service actions of the ACCESS CONTROL IN command may be used by an application client to request a
report from the access controls coordinator about its access controls data and state.

The ACCESS CONTROL IN command with REPORT ACL service action (see 7.1.2) returns the ACL (see 5.99.2).
The information reported includes the following:

a) the list of access identifiers (see 5.99.2.2) and their-aceessrights the associated LUACDs (see 5.99.2.3)
currently in effect; and
b) the list of proxies proxy tokens (see 5.99.5.2.1) currently in effect.

The ACCESS CONTROL IN command with REPORT ACCESS CONTROLS LOG service action (see 7.1.4)
returns the contents of the access controls log (see 5.99.9).

The ACCESS CONTROL IN command with REPORT OVERRIDE LOCKOUT TIMER service actions (see 7.1.5)
reports on the state of the override lockout timer (see 5.99.7.2.2).

5.99.9 Access controls log

The access controls log is a record of events refatedtothe-aceess-controls-state maintained by the access controls
coordinator.
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The access controls log has three portions, recording different classes of events:

a) invalid key evenis: {when a mismatch between the management identifier key (see 5.99.7) in a CDB or
parameter data dees-notto-mateh and the current value maintained by the access controls coordinatory;

b) key override events: {when-an-attemptis-made-to attempts to override the management identifier key (see
5.99.7.2.1), whether the attempt fails or succeedsy;

c) ACL LUN conflict events (see 5.99.4.2).

Each portion of the log is required to contain a counter of the events. When a device ships from the factory, the
counters shall be zero. The counters are shall be increased by one whenever the relevant event occurs

Optionally, each log portion may contain additional records with more specific information about each event-as-
deseﬂbed—rﬁtheﬂ‘eHewrﬁgja&ragf&phs—ef—tms—elause H%heeddmeﬁatﬂfeﬂ%reeefds—resetwees—afeexheusted—ﬁa#

eco - When the resources for additional log
records are exhausted the access controls coordlnator shall preserve the most recently added log records in
preference to the older log records.

Log records contain a Fhe-contentofthe TIME STAMP fields whose contents describedinthetogrecords are vendor
specific. If the deviee access controls coordinator has no time stamp resources the TIME STAMP fields shall be set to
zero. If time stamp values are provided, the same timing clock and time stamp format shall be used for all access
controls log entries.

Fhe-Invalid key events occur whenever an access controls command requires checking afietd an initiator supplied
management identifier key either in the CDB or in the parameter data against the current management identifier
key saved by the access controls coordlnator and the two values fail to match thts—eheek—farts—beeausetheﬂfahﬁrﬁ

occurs, the access controls coordmator shall increase the invalid keys counter by one. If the log has additional
resources to record event details, the access controls coordinator shall add an invalid keys log record (contamlng
the information deflned in 7.1.4.2.3) describing the event. p

Fheoverridekey-Key override events occur when the access controls coordinator receives the ACCESS
CONTROL OUT command with OVERRIDE MGMT KEY service action (see 7.2.8). When such an event occurs,
the access controls coordinator shall increase the key overrides counter by one without regard for whether the
command succeeds or fails. If the log has additional resources to record event details, the access controls coordi-
nator shall add an key overrides log record (contalnlng the information deflned in 7 1.4.2.2) describing the event.

Fhe-ACL LUN conflict events occur as specified in 5.99.4.2. When such an event occurs, the access controls
coordinator shall increase the ACL LUN conflicts counter by one. If the log has additional resources to record event
details, the access controls coordinator shall add an ACL LUN conflicts log record (contalnlng the mformatlon
deflned in 7.1.4.2. 4) descrlblng the event D
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Selected portions of the access controls log may be reperteeto requested by an application client by using the
ACCESS CONTROL IN command with REPORT ACCESS CONTROLS LOG service action (see 7.1.4). With the
exception of the key overrides portion, selected portions of the log may be cleared and the counters reset to zero
with using the ACCESS CONTROL OUT command with CLEAR ACCESS CONTROLS LOG service action (see
7.2.6).

5.99.10 Interactions of access controls and other features
5.99.10.1 Queuing relationships and access controls

Upon successful completion of an ACCESS CONTROL OUT command with MANAGE ACL service action (see
7.2.2), the new-aceess-controtstate ACL (see 5.99.2) defined by that command shall apply to all tasks that subse-
quently enter the task enabled state. Tasks that have modified the media, mode pages, or equivalent SCSI target
device elements shall not be affected by an ACCESS CONTROL OUT command that subsequently enters the task
enabled state. Tasks in the task enabled state that have not modified the media, mode pages or equivalent SCSI
target device elements may or may not be affected by an ACCESS CONTROL OUT command that subsequently
enters the task enabled state. The aceess-controtstate ACL in effect prior to when the ACCESS CONTROL OUT
command {with MANAGE ACL or DISABLE ACCESS CONTROLS service action} entered the task enabled state
shall apply to all tasks that are not affected by the ACCESS CONTROL OUT command.

NOTE-A task eompletes shall complete all its media modifications etc. under the control of a single ACL aceess-
control-state, either the state in effect prior to processing of the ACCESS CONTROL OUT command or the state in
effect following processing of the ACCESS CONTROL OUT command. Onee After a task has begun its media

modifications efc., ehangesinthe-aceesscontrol-state changing the access control state from disabled to enabled
(see 5.99.1) shall have no effect on the task.

Multiple access control commands, both ACCESS CONTROL IN and ACCESS CONTROL OUT, may be queued
concurrently atthe-same-time. The order of processing of such commands is defined by the tagged queuing
restrictions, if any, but each command shall be is processed as a single indivisible command without any inter-
leaving of actions that may be required by other access control commands.

5.99.10.2 Existing reservations and ACL changes
If a logical unit is reserved by one initiator and that logical unit becomes accessible to another initiator as a eonse-

gtence result of any an access control command, there shall be no changes in the reservation state of that logical
unit.

If a logical unit is reserved by an initiator and that logical unit becomes inaccessible to that initiator as a eense-
gtence result of any an access control command or other access control related event, there shall be no changes
in the reservation. Existing mechanisms in RESERVE/RELEASE and Persistent Reservations allow for other initi-
ators with access to that logical unit to clear the reservation.

5.99.11 Access controls information persistence and memory usage requirements-(power-cycles-and-tar-
getresets)

If a SCSI target device supports the access controls, then the SCSI target device shall contain an access controls

coordinator that Fhe-aceess—controls-coordinator-isreguiredto shall maintain the following information in nonvol-
atile memory: formthe-entire

a) Whether access controls are enabled or disabled;
b) The access controls data &s described as persistent across power cycles and resets in table t5 and table

t6,inctudingthe-access-—controlstog{seexxx).
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If access controls are disabled the readiness of the access control coordinator’s nonvolatile memory shall not affect
the processing of commands. If access controls are enabled and the access control coordinator’s nonvolatile H-the-
device’s-nron-votatite memory is not ready {toreat-the-acecess-controis-data), the device servers for all logical units

shall terminate all commands except INQUIRY commands with return-on-attaddresseeHogicat-units a CHECK
CONDITION status & the sense key shall be set to NOT READY and additional sense data shall be set as fz‘e#rr=reeL

Following a power cycle or reset event, all previously enrolled initiators shall be placed in the same enrollment state
and that state shall be one of the following:

a) pending-enrolled (see 5.99.4.1.4); or
b) not-enrolled (see 5.99.4.1.2).
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able-to-maintain-the-foltowing-data-struetures: The information shown in table t5 shall be maintained by the access

controls coordinator.

GV O O O15;

Table t5 — Mandatory access controls resources

Persistent
Across Power
Size Cycles and
Information Description (in bits) Resets
One ACL (see 5.99.2) VS Yes
containing at least one ACE
containing
one access identifier (see 5.99.2.2); and
at least one LUACD (see 5.99.2.3)
The Enrollment State for each initiator (see 5.99.4.1) VS Yes
Management Identifier Key (see 5.99.7) 64 Yes
Default LUNs Generation a.k.a. DLgeneration (see 5.99.3.4) 32 Yes
Override Lockout Timer (see 5.99.7.2.2) 16 No
Initial Override Lockout Timer value (see 5.99.7.2.2) 16 Yes
Access Controls Log Event Counters (see 5.99.9) Yes
containing at least the following:
Key Overrides Counter 16 Yes
Invalid Keys Counter 16 Yes
ACL LUN Conflicts Counter 16 Yes
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Optionally, the access controls coordinator may maintain adeitionat-data-structuresto-manage-proxy-tokensfor-
some-oraltof-the-device’slogicalunits{see-0:0-19) the information shown in table 6.

Table t6 — Optional access controls resources

Persistent Across
Size Power Cycles

Information Description (in bits) and Resets
One or more proxy tokens (see 5.99.5.2.1) 64 Yes
One or more proxy LUNs (see 5.99.5.2.2) 64 No
Access controls log event records (see 5.99.9) for

Key Overrides events (see 7.1.4.2.2) Yes

Invalid Keys events (see 7.1.4.2.3) Yes

ACL LUN Conflicts events (see 7.1.4.2.4) Yes

When shipped from the factory, the ACL is shall be empty, all integer values are shown in table t5 shall be zero,
additional access control log structures are shall be empty and there are shall be no valid proxy tokens.
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F.7 — SPC-3 Command Definitions

Clause 7 of SPC-3 should have the following command definitions added.

7.1 ACCESS CONTROL IN command

7.1.1 ACCESS CONTROL IN introduction eommand-deseriptor-block

The service actions of the ACCESS CONTROL IN command (see table t7) is are used to obtain information about
the access controls that are active within the access controls coordinator and to facilitate other access control

functions (see 5.99). The-command-shaltbetised-in-conjunction-with If the ACCESS CONTROL IN command is
implemented, the ACCESS CONTROL OUT command also shall be implemented. The ACCESS CONTROL IN

command # shall not be affected by reservations,persistentreservations-or access controls.
Table t7 — ACCESS CONTROL IN service actions

Service

Action Command name Type Reference
00h REPORT ACL m 71.2
01h REPORT LU DESCRIPTORS m 71.3
02h REPORT ACCESS CONTROLS LOG m 71.4
03h REPORT OVERRIDE LOCKOUT TIMER m 715
04h REQUEST PROXY TOKEN 0 71.6

05h - 17h | Reserved
18h - 1Fh | Vendor specific

Key: m = Service action implementation is mandatory if ACCESS CONTROL IN
is implemented.
o = Service action implementation is optional.

If the device contains an access controls coordinator, this the ACCESS CONTROL IN command shall be
processed by the access controls coordinator if addressed to LUN 0. er The ACCESS CONTROL IN command
also may be addressed to any other LUN value whose standard INQUIRY data (see 7.z.z) has the ACC bit set to
one, in which case it—tn-thelatter-case, the-command shall be processed in the same manner as if the command
had been addressed to LUN 0. If an ACCESS CONTROL IN command is received by a device server whose
standard INQUIRY data has the AccC bit set to zero, the command t shall be rejected-by-the-device-serverif-
atdressed-to-any-other£UN terminated with a CHECK CONDITION status, the sense key shall be set to ILLEGAL
REQUEST and the additional sense code shall be set to INVALID COMMAND OPERATION CODE ©PCODE.
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7.1.2 REPORT ACL service action-(Mandatory)

7.1.2.1 REPORT ACL introduction service-action-command-desecriptor-block

The ACCESS CONTROL IN command with REPORT ACL service action (see table t8) ofthe- ACCESS-CONTROL-

IN-command is used by-an-application-—client to query the eomplete ACL (see 5.99.2) eurrently maintained by the
access controls coordinator. If the ACCESS CONTROL IN command is implemented, the REPORT ACL service

action shall be implemented.

Table t8 — ACCESS CONTROL IN command with REPORT ACL service action

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (86h)
1 Reserved SERVICE ACTION (00h)
2 (MSB)
MANAGEMENT IDENTIFIER KEY — ]
9 (LSB)
10 (MSB)
ALLOCATION LENGTH — ]
13 (LSB)
14 Reserved
15 CONTROL

If access controls are disabled, the device server shall ignore the MANAGEMENT IDENTIFIER KEY field and shall
respond with GOOD status and returning only the eight {8) byte parameter list header as specified in 7.1.2.2

subject to the ALLOCATION LENGTH limitation described in 4.3.4.6;regardless-of-the-value-of-any-otherfiete-nthe-
cbB.

If access controls are enabled and the contents of the MANAGEMENT IDENTIFIER KEY field do not match;-the-SERWEE
ACTION-SPECIFC-DATA fieldHn-the-CDBB-shalteontain the current management identifier key (see 5.99.3.2)
maintained by the access controls coordinator, parameter data shall not be returned, the command shall be termi-
nated—t-this-is-notthe-case - the-device-servershatreturn-no-dataandrespond with a CHECK CONDITION status,
the sense key shall be set to ILLEGAL REQUEST, the additional sense data code shall be set to ACCESS DENIED
- INVALID MGMT ID KEY, and the-access-—controts-coordinator-shatrecord the event shall be recorded in the
invalid keys portion of the access controls log (see 5.99.9).

The ALLOCATION LENGTH field is described in 4.3.4.6. The ALLOCATION LENGTH field value should be at least eight-

3 sufficiont f " on
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7.1.2.2 REPORT ACL parameter data format
7.1.2.2.1 REPORT ACL parameter data introduction header

The format of the parameter data provided returned in response to an ACCESS CONTROL IN command with
REPORT ACL service actions is shown in table t9.-Fhe-ACLEntry-Page(s)are-deseribedHin-06-0-2+22-and-

Table t9 — ACCESS CONTROL IN with REPORT ACL parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
Parameter list header

0 (MSB) -

additionat ACL DATA LENGTH (n-3)
3 (LSB)
4 (MSB) ]

DLGENERATION defauttuns-generation
7 (LSB)

ACt-—entry ACL data pages
8

ACL data page 0

ACL data page x
n

Bit
%7‘6‘5‘4‘3‘2‘+‘6
6 | MSB
3 additionaHength(1-3) " ESB |
4 | MSB
7 defautttuns-generation £SB
8
fi ACL-Entry-Page(s)

The ADDFONAL ACL DATA LENGTH field shall contain a count of the number of bytes in the remaining parameter
data. The value in this the ACL DATA LENGTH field shall be eentain the actual number of bytes available without
consideration for insufficient allocation length in the reguesting CDB. If access controls are disabled, the

ADBIHONAL ACL DATA LENGTH field in-thereturnedparameter-data shall be set to four (4).

The DLGENERATION DEFAULT LUNS-GENERATION field shall contain be—set—te the current DLgenerat|on value of-the-
y 0 (see

The ACLEntry ACL data pages(s} shalt contain a description of the ACL (see 5.99.2) maintained by the access
controls coordinator. Each ACEEntry ACL data page describes one ACE in the ACL or one proxy token (see
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5.99.5.2). Every ACE and every proxy token managed by the access controls coordinator shall have an ACL data

page in the parameter data. The content and format of an ACL data page is indicated identified by a page code

(see table t10).

Table t10 — ACL data page codes

Page Code | Description Reference
00h Granted 71.2.2.2
01h Granted All 7.1.2.2.3
02h Proxy Tokens 71224

03h-EFh Reserved
FOh-FFh | Vendor specific
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The Granted ACL data page (see table t11) describes an ACE that allows access to a specific set of logical units
via a list of LUACDs (see 5.99.2.3).

Table t11 — Granted ACL data page format

Bit
Byte 7 5 4 3 2 0
0 PAGE CODE (00h)
1 Reserved
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB)
4 Reserved
5 ACCESS IDENTIFIER TYPE
6 (MSB)
ACCESS IDENTIFIER LENGTH (Mm-7)
7 (LSB)
8
ACCESS IDENTIFIER
m
LUACD Descriptors
m+1 ]
LUACD descriptor 0
m+20
n-19
LUACD descriptor x
n

The PAGE LENGTH field shall indicate the number of additional bytes required for this page and shall not be adjusted
to reflect any truncation caused by insufficient allocation length.

ACCESS
identifier.

(see table t12) is-specifiedin-0-0-6-3 indicates the format and usage of the access

Table t12 — Access ldentifier types

Access
Access Identifier
Identifier | Access ldentifier Format
Type Name Reference
00h AccessID 5.99.2.2.2
01h TransportID 8.99.99.3
02h-7Fh Reserved
80h-FFh Vendor specific
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The ACCESS IDENTIFIER LENGTH field indicates the number of bytes following taken up by the ACCESS IDENTIFIER field.

The ACCESS IDENTIFIER field is-speeifietHn—7-x3y- contains the identifier that the access controls coordinator uses to
select the initiator(s) that are allowed access to the logical units named by the LUACD descriptors in this ACL data
page. The format of the ACCESS IDENTIFIER field is specified in table t12. One and only one Granted or Granted All
(see 7.1.2.2.3) page shall be returned for a given value in the ACCESS IDENTIFIER field.

Each LUACD descriptor (see table t13) describes the access allowed to one logical unit based on the access
identifier. There shall be one LUACD descriptor for each logical unit to which the access identifier allows access.

Table 113 — Granted ACL page LUACD descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0 ACCESS MODE
1
Reserved

3
4 MSB

( ) LUN VALUE —_—
11 (LSB)
12 MSB

( ) DEFAULT LUN — ]
19 (LSB)

neachblockthevaluein-The ACCESS MODE field (see table t14) shatlt indicates the type of access allowed thatthe-
specifiecHnitiator-has to the logical unit referenced by the DEFAULT LUN vatde field and addressable at the specified
LUN value.

Table t14 — Access mode values

Access Mode | Description
00h Normal access
01h-EFh Reserved
FOh-FFh Vendor-specific

The LUN VALUE field indicates the LUN value an accessing initiator would use to access the logical unit to which the
LUACD descriptor applies.

The DEFAULT LUN field identifies the logical unit to which access is allowed using the default LUN value described in
5.99.3.8. The value in the DEFAULT LUN field shall be consistent with the DLGENERATION field contents returned in
the parameter list header (see 7.1.2.2).

NOTE 3 - It is acceptable for the LUN VALUE and DEFAULT LUN fields to contain the same value.

Fhe-value 00h-for ACEESSMODE
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7.1.2.2.3 Granted All ACL data page format

The Granted All ACL data page (see table t15) describes an ACE that allows access to all the SCSI target device’s
logical units with the default LUN value as the accessing LUN value. When an access identifier is present in a
Granted All ACL data page, initiators that access via that access identifier are allowed to access the SCSI target
device as if access controls were disabled.

Table t15 — Granted All ACL data page format

Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (01h)
1 Reserved
2 MSB

( ) PAGE LENGTH (m-3)
3 (LSB)
4 Reserved
5 ACCESS IDENTIFIER TYPE
6 MSB

( ) ACCESS IDENTIFIER LENGTH (m-7)
7 (LSB)
8

ACCESS IDENTIFIER

m

The PAGE LENGTH, ACCESS IDENTIFIER TYPE, and ACCESS IDENTIFIER LENGTH, are described in 7.1.2.2.2.

The ACCESS IDENTIFIER field contains the identifier that the access controls coordinator uses to select the initiator(s)
that are allowed access to all the SCSI target device’s logical units with the default LUN value as the accessing
LUN value. The format of the access identifier field is specified in table t12 (see 7.1.2.2.2). One and only one
Granted (see 7.1.2.2.2) or Granted All page shall be returned for a given value in the ACCESS IDENTIFIER field.
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7.1.2.2.4 REPORT-ACLparameter-cdata-Proxy tokens ACL data page format

3 A DN R D
¢

The proxy tokens page (see table t16) describes the proxy tokens (see 5.99.5.2) maintained by the access controls
coordinator.

Table t16 — Proxy tokens data page format

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (02h)
1 Reserved
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB)
Proxy token Descriptors
4
Proxy token descriptor O
23
n-19 )
Proxy token descriptor x
n

The PAGE LENGTH field shall indicate the number of additional bytes required for this page and shall not be adjusted
to reflect any truncation caused by insufficient allocation length.

If there are no active proxy tokens atthe-aceess-controls-coordinator, the access controls coordinator may either
not include the proxy tokens page in the parameter data or may include one such page containing no proxy token

descriptors with-an-empty PROXY-TOKEN/DEFAULT LUN-LIST-field.

At most one proxy tokens page shall be included in the parameter data.
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Each proxy token descriptor (see table t17) describes the access allowed to one logical unit based on one proxy
token. There shall be one proxy token descriptor for each active proxy token maintained by the access controls
coordinator.

Table 17 — Proxy token descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved

3
4 MSB

( ) PROXY TOKEN E—
11 (LSB)
12 MSB

( ) DEFAULT LUN —_—
19 (LSB)

The PROXY TOKEN field indicates the proxy token to which this proxy token descriptor applies.

The DEFAULT LUN field identifies the logical unit to which this proxy token allows access using the default LUN value
described in 5.99.3.3. The value in the DEFAULT LUN field shall be consistent with the DLGENERATION value returned
in the parameter list header (see 7.1.2.2).

NOTE 4 - The same default LUN value may appear in multiple proxy token descriptors, if multiple proxy
tokens are valid for the same logical unit.

19

16 Reserved

15 | MSB

-8 tast-proxy-token LSB
A7+ MsSB

n last-defauitiun " ESB |
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7.1.3 REPORT LU DESCRIPTORS service action-(Mandatory)

7.1.3.1 REPORT LU DESCRIPTORS introduction service-action-command-deseriptor-block

The ACCESS CONTROL IN command with REPORT LU DESCRIPTORS service action (see table t18) ofthe-

ACCESS-CONTROLIN-command is used by-an-application-clientto obtain from the aceess-controls—coordinator
inventory of infermation-aboutthe logical units for which access controls may be established-and-otherproperties-
of-the-aceess-controls-coordinator. If the ACCESS CONTROL IN command is implemented, the REPORT LU
DESCRIPTORS service action shall be implemented.

Table 118 — ACCESS CONTROL IN command with REPORT LU DESCRIPTORS service action

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (86h)
1 Reserved SERVICE ACTION (01h)
2 (MSB)
MANAGEMENT IDENTIFIER KEY — ]
9 (LSB)
10 (MSB)
ALLOCATION LENGTH — ]
13 (LSB)
14 Reserved
15 CONTROL

If access controls are disabled, the device server shall ignore the MANAGEMENT IDENTIFIER KEY field and shall
respond with GOOD status and returning only the twenty {26} byte parameter list header as specified in subject to

the ALLOCATION LENGTH limitation described in 4.3.4.6;regardtess-ofthe-value-of-any-otherfietd-in-the-CBB:

NOTE 5 - When access controls are disabled ta-this-ease, the logical unit inventory atHegieat-units-are-aceessible
to-atHnitiators-existing may be obtained using commands such as INQUHRY; REPORT LUNS (see 7.z.z);READ

CAPACH Y -ete;-may be-used-to-coltect this-informationif-needed. To facilitate access controls management the

ACCESS CONTROL IN command with REPORT LU DESCRIPTORS service action returns more information than
the REPORT LUNS command. When access controls are disabled additional commands such as INQUIRY (see
7.2.7) are require to obtain all the information provided by the ACCESS CONTROL IN command with REPORT LU
DESCRIPTORS service action.

If access controls are enabled and the contents of the MANAGEMENT IDENTIFIER KEY field do not match;the-SERWEE-

ACTION-SPECIFIC-DATA fieldHn-the-CDB-shalteontain the current management identifier key (see 5.99.3.2)

malntalned by the access controls coordlnator parameter data shall not be returned, the command shall be termi-
with a CHECK CONDITION status,

nated: otthe-case c-respond

the sense key shall be set to ILLEGAL REQUEST the addltlonal sense ¢ata code shall be set to ACCESS DENIED
- INVALID MGMT ID KEY, and the-access-—controts-coordinator-shatrecord the event shall be recorded in the

invalid keys portion of the access controls log (see 5.99.9).
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The ALLOCATION LENGTH field is described in 4.3.4.6. The ALLOCATION LENGTH field value should be at least twenty-

{20);-sufficientfor-the-headerinformation.

7.1.3.2 REPORT LU DESCRIPTORS parameter data format

The format of the parameter data provided returned in response to an ACCESS CONTROL IN command with
REPORT LU DESCRIPTORS service actions is shown in table t19.

Table t19 — ACCESS CONTROL IN with REPORT LU DESCRIPTORS parameter data format

Bit
Byte 7 4 3 2 0
Parameter list header

0 MSB

( ) additionat LU INVENTORY LENGTH (n-3)
3 (LSB)
4 MSB

( ) NUMBER OF LOGICAL UNITS
7 (LSB)
8 MSB

( ) SUPPORTED LUN-MASK FORMAT
15 (LSB)
16 MSB

( ) DLGENERATION defatttHuns-generation
19 (LSB)

Logical Unit descriptors
20
Logical Unit descriptor O
Logical Unit descriptor x

n
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Bit
eI T e [ 5 [ 4 [ 82 | %o
0 | MSB
3 additionaHength(n-3) " ESB |
4 | MSB
7 number-ofHogical-units T ESB |
8
15 stupportecHun-mask-format
16 | MSB
9 defauttHuns-generation " ESB |
20
n oical-unitdeseri

The ADBIHONAL LU INVENTORY LENGTH field shall contain a count of the number of bytes in the remaining parameter
data. The value in this the LU INVENTORY LENGTH field shall be eontain the actual number of bytes available without
consideration for insufficient allocation length in the CDB. If access controls are disabled, the ABBtFONAL LU
INVENTORY LENGTH field shall be set to sixteen {16).

The NUMBER OF LOGICAL UNITS field shall contain a count of the number of logical units managed by the access
controls coordinator. {this The value in NUMBER OF LOGICAL UNITS field shall be the same as the number of toaicAt
UNTF-DESERIPTORS Logical Unit descriptors that follow in the remaining parameter datay.

The SUPPORTED LUN-MASK FORMAT field (see table t20) contalns a summary of the LUN vaIues (see 5. 99 2.3) that
the access controls coordinator supports-
inTable—+4. LUN values are exchanged between application cllents and the access controls coordinator by several
service actions (e.g., the REPORT ACL IN command with REPORT ACL service action described in 7.1.2 and the
REPORT ACL OUT command with MANAGE ACL service action described in 7.x.y). The format of the SUPPORTED
LUN-MASK FORMAT field follows the eight byte LUN structure defined for dependent logical units by SAM-2.

Table t20 — SUPPORTED LUN-MASK FORMAT field format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
FIRST LEVEL LUN MASK partone
1 (LSB)
2 MSB
( ) SECOND LEVEL LUN MASK part—twe
3 (LSB)
4 (MSB)
THIRD LEVEL LUN MASK part—ﬂafee
5 (LSB)
6 (MSB)
FOURTH LEVEL LUN MASK ﬁaﬂ—fﬁtﬁ‘
7 (LSB)
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Bit

eI T 6 [ 5 | 4 [ 82 | %o
6 | MSB

+ lun-mask-partone TESB |
2 | MSB

3 tun-maskparttwo " ESB |
4 | MSB

5 [ lor-maskpartthree £ESB
6 | MSB

7 lun-mask-part-four T ESB |

The LUN MASK at each level indicates approximately the logical unit number values the access controls coordinator
supports. A bit value of zero in a LUN MASK field indicates that the access controls coordinator prohibits setting that
bit to one in a LUN value. A bit value of one in a LUN MASK field indicates that the access controls coordinator may
allow setting that bit to one in a LUN value.

For example, if the access controls coordinator #ses-a-ftat-addressing-modetand only supports level one LUN
values atthe-toptevet and up to 256 LUN vaIues then the SUPPORTED LUN-MASK FORMAT f|eId shaII contain

O0FF000000000000h tti-i
aﬁd—FettR-ﬂetds—shatHae—set—te—zefe If only 200 LUN values were supported the SUPPORTED LUN-MASK FORMAT field
still would contain 0OFFO00000000000h.

NOTE-The value in the SUPPORT LUN-MASK FORMAT field is-intended only as-a-stmmary-of summarizes the
supported LUN values and is not a complete description. The value in the SUPPORT LUN-MASK FORMAT field should
be used as a guideline for specifying LUN values in service actions such as the ACCESS CONTROL OUT
command W|th MANAGE ACL serV|ce act|on it should not be viewed as a guarantee agalnst rejectlon of requested

LUN values

5.99.3.4).
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Each Logical Unit descriptor (see table t21) contains information about one logical unit managed by the access
controls coordinator. There shall be one Logical Unit descriptor for every logical unit managed by the access

controls coordinator.

Table t21 — Logical Unit descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved PERIPHERAL DEVICE TYPE
1 Reserved
2 (MSB)
ADDITONAE DESCRIPTOR LENGTH (n-3)
3 (LSB)
4 (MSB)
DEFAULT LUN
11 (LSB)
12 Reserved
13 EVPD IDENTIFICATION DESCRIPTOR LENGTH-{r)
14 Reserved
15 DEVICE IDENTIFIER LENGTH-{K)
16 (MSB)
EVPD IDENTIFICATION DESCRIPTOR
47 (LSB)
48 (MSB)
DEVICE IDENTIFIER
79 (LSB)
80 (MSB)
DEVICE-TYPE SPECIFIC ADBIFONAL DATA — ]
n (LSB)
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¢} Reserved peripherat-device-type

+ Reserved

2 MSB

3 | additionaHength(n-3) £SB
4 MSB

H defaulttun LSB
12 Reserved

13 Fderticat I . =

1+4 Reserved

T S For] R

16 MSB

7 identifieati . S5
48 MSB

2 ———— evice identifi —s5
80 MSB

n ——— . ” it L —s5-

The AbBtFtONAL DESCRIPTOR LENGTH field indicates the total number of bytes remaining in the descriptor and shall
not reflect any truncation of the parameter data as a result of insufficient allocation length. If the PERIPHERAL DEVICE
TYPE field contains Oh, 4h, or 7h, the DESCRIPTOR LENGTH field shall contain 92 if the descriptor includes the DEVICE-
TYPE SPECIFIC DATA field and 80 if it does not. If the PERIPHERAL DEVICE TYPE field contains any value other than Oh,
4h, or 7h, the DESCRIPTOR LENGTH field shall contain 80.

The DEFAULT LUN field contains the default LUN value (see 5.99.3.3) for the logical unit described by this logical unit
descriptor. The value in the DEFAULT LUN field shall be consistent with the DLGENERATION value returned in the
parameter list header (see 7.1.3.2).

The EVPD IDENTIFICATION DESCRIPTOR LENGTH field indicates the number of non pad bytes in the EVPD IDENTIFI-
CATION DESCRIPTOR field.

The DEVICE IDENTIFIER LENGTH field indicated the number of non pad bytes in the DEVICE IDENTIFIER field.
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The EVPD IDENTIFICATION DESCRIPTOR field shall contain non zero bytes be-supported if:

a) The logical unit deviee supports the INQUIRY command (see 7.z.z) with EVPD bit set to one and the PAGE

OR OPERATION CODE field Page-Cede set to 83h {PeviceldentificationPage); and
b) At least one identification descriptor in the Device Identification VPD page (see 8.z.z) has Oh in the ASsoCI-

ATION field vatue-of-Oh-(as-definedHn-SPC-3-rev-0,8-44,Table-173).

Editors Note 1 - ROW: | believe that meeting both of the above requirements is now mandatory for all
SPC-2 devices (and therefore for SPC-3 devices. So, | think the EVPD IDENTIFICATION DESCRIPTOR field
must always contain non zero bytes.

When the above criteria are met ta-this-ease, the EVPD IDENTIFICATION DESCRIPTOR field shall be derived from one of
these the identification descriptors having Oh in the ASSOCIATION field as follows:

a) If the identification descriptor has a length less than or equal to thirty-two{32} bytes, then the EVPD IDENTI-
FICATION DESCRIPTOR field shall be set to the value of the identification descriptor in the most significant
bytes of the field and the remainder of the field shall be padded with zero in the least significant bytes.
additionatly; The EVPD IDENTIFICATION DESCRIPTOR LENGTH field shall be set to the length of the identification
descriptor; or

b) If the identification descriptor has a length greater than thirty-two{32} bytes, then the EVPD IDENTIFICATION
DESCRIPTOR field shall be set to the thirty-two{32} most significant bytes of the identification descriptor.
additionatly; The EVPD IDENTIFICATION DESCRIPTOR LENGTH field shall be set to 32.

If there are several identification descriptors having Oh in the ASSOCIATION field, the choice of which descriptor to
copy to the EVPD IDENTIFICATION DESCRIPTOR field is vendor specific, however, all ACCESS CONTROL IN
commands with REPORT LU DESCRIPTORS service action shall return the same EVPD IDENTIFICATION
DESCRIPTOR field contents for a given logical unit.

If a device identifier has been set for the logical unit using the SET DEVICE IDENTIFIER command (see 7.z.z), the
DEVICE IDENTIFIER field shall contain that device identifier subject to the following considerations:

a) If the device identifier has length less than or equal to thirty-twe+{32) bytes, then the DEVICE IDENTIFIER field
shall be set to the value of the device identifier in the most significant bytes of the field and the remainder
of the field shall be padded with zero in the least significant bytes. additioratty, The DEVICE IDENTIFIER
LENGTH field shall be set to the length of the device identifier; or

b) If the device identifier has length greater than thirty-two{32) bytes, then the DEVICE IDENTIFIER field shall be
set to the thirty-two(32) most significant bytes of the identifier descriptor additionalty, The DEVICE

IDENTIFIER LENGTH field shall be set to 32.
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If no steh device identifier has been established by a SET DEVICE IDENTIFIER command, then the DEVICE
IDENTIFIER LENGTH field shall be set to zero and the DEVICE IDENTIFIER field shall have all bytes set to zero.

If the PERIPHERAL DEVICE TYPE field contains any value other than Oh, 4h, or 7h, the DEVICE-TYPE SPECIFIC DATA field
shall not be present in the Logical Unit descriptor.

The Logical Unit descriptor shall include the DEVICE-TYPE SPECIFIC DATA field if:

a) The PERIPHERAL DEVICE TYPE field contains Oh, 4h, or 7h;

b) The logical unit supports the READ CAPACITY command (see SBC-2) with:
A) The RELADR bit set to zero; and
B) The Pmi bit set to zero; and

c) The logical unit standard INQUIRY data (see 7.z.z) has the RMB bit set to zero.

If the Logical Unit descriptor includes then the DEVICE-TYPE SPECIFIC ADBIFONAL DATA field in-the-Logical-Unit
Beseriptof, then the size of the DEVICE-TYPE SPECIFIC DATA field shall be twelve{12) bytes tong- and the field shall
contain Fhe-data-shatt-be the same as the data that would be returned for by a successful READ CAPACITY
command with LONGLBA bit set to one, and the RELADR and PMI bits set to zero.
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7.1.4 REPORT ACCESS CONTROLS LOG service action-(Mandatory)

7.1.4.1 REPORT ACCESS CONTROLS LOG introduction service-action-command-deseriptor-block

The ACCESS CONTROL IN command with REPORT ACCESS CONTROLS LOG service action (see table t22) of-

the-ACCESS-CONTROLIN-command is used by-an-apptication-eclientto obtain from the aceess-controls-coordi-
nator access controls log (see 5.99.9). If the ACCESS CONTROL IN command is implemented, the REPORT
ACCESS CONTROLS LOG service action shall be implemented.

Table 122 — ACCESS CONTROL IN command with REPORT ACCESS CONTROLS LOG service action

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (86h)
1 Reserved SERVICE ACTION (02h)
2 (MSB)
MANAGEMENT IDENTIFIER KEY e ——
9 (LSB)
10 Reserved LOG PORTION
11 Reserved
12 (MSB)
ALLOCATION LENGTH e
13 (LSB)
14 Reserved
15 CONTROL

Bit
T T e [ 5 [ 4 | 8] 2 | ] o
0 Reserved
+ Reserved | togpertien
2 | MSB
3 altecationHength £ESB

If access controls are disabled, the device server shall ignore the MANAGEMENT IDENTIFIER KEY field and shall
respond with GOOD status and returning only the fetr{4; eight byte parameter list header as specified in 7.1.4.2.1

subject to the ALLOCATION LENGTH limitation described in 4.3.4.6;regardless-of the-vatue-of-any-otherfietd-inthe-
€bB:

If access controls are enabled and table 123 specifies that the management identifier key is not required then the
device server shall ignore the contents of the MANAGEMENT IDENTIFIER KEY field.

If access controls are enabled, table t23 specifies that the management key identifier is required and the contents
of the MANAGEMENT IDENTIFIER KEY field do not match;the-SERWCEACTION-SPECHFIC DATA fieldHn-the-CBB-shalt-
eontain the current management identifier key (see 5.99.3.2) maintained by the access controls coordinator,
parameter data shall not be returned, the command shall be terminated—f-this-isnotthe-case, the-device-server
shattreturnno-data-and-respond with a CHECK CONDITION status, the sense key shall be set to ILLEGAL
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REQUEST, the additional sense data code shall be set to ACCESS DENIED - INVALID MGMT ID KEY, and the-
aceess-controls-coordinator-shattrecord the event shall be recorded in the invalid keys portion of the access
controls log (see 5.99.9).

The LOG PORTION field (see table t23) intdicates-to-whiech specifies the access controls log portion being requested
thetoathi . ; lies. e Table17.

Table 123 — CDB LoG PORTION field values

Log Management Identifier
Portion | Description Key Required

00b Key Overrides portion No

01b Invalid Keys portion Yes

10b | ACL LUN Conflicts portion Yes

11b Reserved

toe- -

P Deseription Clatuse
00b key-overrides 0:0:232
otb invatickeys 0:6:233
10b ACEEUN-confliets | 0:0:234
+Hb Reserved

The ALLOCATION LENGTH field is described in 4.3.4.6. The ALLOCATION LENGTH field value in-the-SERVEEACTION-
SPEEFC-DATAZ-fietd should be at least eight(8);-stifficientforthe-header-of- the-returned-parameter-data.
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7.1.4.2 REPORT ACCESS CONTROLS LOG parameter data format
7.1.4.2.1 REPORT ACCESS CONTROLS LOG parameter data introduction header

The format of the parameter data returned in response to an ACCESS CONTROL IN command with REPORT
ACCESS CONTROLS LOG service actions is shown in table t24.

Table t24 — ACCESS CONTROL IN with REPORT ACCESS CONTROLS LOG parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
Parameter list header
0 MSB
( ) additionat LOG LIST LENGTH (n-3)
3 (LSB)
4 Reserved
5 Reserved LOG PORTION
6 MSB
( ) COUNTER
7 (LSB)
Access Controls Log pages
8
Access Controls Log page 0
Access Controls Log page x
n

The LOG LIST LENGTH field shall contain a count of the number of bytes in the remaining parameter data. The value
in the LOG LIST LENGTH field shall be the actual number of bytes available without consideration for insufficient
allocation length in the CDB. If access controls are disabled, the LOG LIST LENGTH field shall be set to eight.

The LOG PORTION field (see table t25) indicates the access controls log portion being returned, the contents of the
COUNTER field, and the type of Access Controls Log pages being returned.

Table 125 — Parameter data LOG PORTION field values

Log | Access Controls Log Access Controls Log
Portion | Portion Being Returned | COUNTER Field Contents Page Format Reference

00h Key Overrides portion Key Overrides counter 71422

01h Invalid Keys portion Invalid Keys counter 71423

02h | ACL LUN Conflicts portion | ACL LUN Conflicts counter 71424

11b Reserved

The COUNTER field contains the events counter value (see 5.99.9) for the access controls log portion indicated by
the LOG PORTION field (see table t25).

The format of the Access Controls Log pages is indicated by the value in the LOG PORTION field (see table t25). All
the Access Controls Log pages returned in a single parameter list shall have the same format. Ferany-vatue-of-the-
toe-PoORTON-fietdf If the access controls coordinator does not support Access Controls Log pages in the portion
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of the access controls log indicated by the LOG PORTION field, enty-supports-the-retevantevent-counterin-thetog-
aﬁdﬂet—ﬂﬂre—addmenalﬁefmahen—theﬁ the returned parameter data shall only contain the parameter list header

7.1.4.2.2 Key Overrides Access Controls Log page format

The Key Overrides Access Controls Log page (see table t26) contains details of recently recorded attempts to
override the management identifier key (see 5.99.9) using the ACCESS CONTROL OUT command with
OVERRIDE MGMT ID KEY service action (see 7.2.8), whether those attempts were successful or not.

Table 126 — Key Overrides Access Controls Log page format

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved

2
3 Reserved ‘ SUCCESS
4 MSB

( ) TIME STAMP
7 (LSB)
8 MSB

( ) TRANSPORTID E—
31 (LSB)
32 MSB

( ) INITIAL OVERRIDE LOCKOUT TIMER I —
33 (LSB)
34 MSB

( ) OVERRIDE LOCKOUT TIMER

0 MSB

3 additionaHength(n-3) ESB
4 Reserved

5 Reserved ‘ log-pertien
6 MSB

7 key-overrides-counter LSB
8

f Key-OverridestogPage(s)
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0

2 Reserved

3 Reserved ste-
€€ess

4 MSB

[ time-stamp T ESB |

8

3t transportict

32 MSB

33 | iitial " . 55

34 MSB

35 [ overridetockout-timer T ESB |

A SUCCESS bit of one indicates that the specific ACCESS CONTROL OUT command with OVERRIDE MGMT ID
KEY service action event recorded in the access controls log successfully overrode the management identifier key
was-sueeessfut. A value of zero indicates that the command did not succeed.

The TIME STAMP field shall contain zero or an indication of the time at which the ACCESS CONTROL OUT
command with OVERRIDE MGMT ID KEY service action was processed as described in 5.99.9.

The TRANSPORTID field shall contain the TransportID of the initiator that issued the command.

The INITIAL OVERRIDE LOCKOUT TIMER field shall contain the access controls coordinator’s initial override lockout
timer value (see 5.99.7.2.2) at time at WhICh the ACCESS CONTROL OUT command W|th OVERRIDE MGMT ID

The OVERRIDE LOCKOUT TIMER field shall contain the access controls coordinator’s override lockout timer value (see
5.99.7.2.2) at time at which the ACCESS CONTROL OUT command with OVERRIDE MGMT ID KEY service
action was processed.
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7.1.4.2.3 Invalid Keys Access Controls Log page format

The Invalid Keys Access Controls Log page (see table t27) contains details of recently recorded receipts of
ACCESS CONTROL IN or ACCESS CONTROL OUT commands specifying an incorrect management identifier
key (see 5.99.9).

Table t27 — Invalid Keys Access Controls Log page format

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved
2 OPERATION CODE
3 Reserved SERVICE ACTION
4 (MSB)
TIME STAMP
7 (LSB)
8 (MSB)
TRANSPORTID
31 (LSB)
32 (MSB)
INVALID MANAGEMENT IDENTIFIER KEY
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[¢]

+ Reserved

2 opcode

3 Reserved ‘ service-action

4 MSB

7 time-stamp " ESB |
8

3t transportict

32 MSB

39 invatidkey £ESB

The OPERATION CODE and SERVICE ACTION fields shall be set to the respective values from the CDB of the access
controls command that specified eontained the invalid management identifier key {in-eitherthe-CbB-orthe-
associatedparameter-data) whose value in found in the INVALID MANAGEMENT IDENTIFIER KEY field.

The TIME STAMP field shall contain zero or an indication of the time at which the ACCESS CONTROL IN or
ACCESS CONTROL OUT command was processed as described in 5.99.9.

The TRANSPORTID field shall contain the TransportID of the initiator that issued the command.

The INVALID MANAGEMENT IDENTIFIER KEY field shall be set to the value of the invalid management identifier key
detected by the access controls coordinator in the command or associated parameter data.

NOTE 6 - The management identifier key is typically in the CDB for ACCESS CONTROL IN commands and in
the parameter data for ACCESS CONTROL OUT commands.
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7.1.4.2.4 ACL LUN Conflicts Access Controls Log page format

The ACL LUN Conflicts Access Controls Log page (see table t28) contains details of recently recorded ACL LUN
(see 5.99.9) encountered by the access controls coordinator when a previously not-enrolled initiator sends an
ACCESS CONTROL OUT command with ACCESS ID ENROLL service action (see 7.2.4).

Table t28 — ACL LUN Conflicts Access Controls Log page format

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved

3
4 MSB

( ) TIME STAMP
7 (LSB)
8 MSB

( ) TRANSPORTID
31 (LSB)
32 MSB

( ) AccEessID

0 MSB

3 additionaHength(n-3) LSB
A Reserved

5 Reserved | togpertien
6 MSB

7 acHun—conflictseounter LSB
8

f ACELEUN-Conflicts LogPage(s)
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[¢]
3 Reserved
4 MSB
7 time-stamp LSB
8
3t transportict
32 MSB
5 [ accessid £ESB

The TIME STAMP field shall contain zero or an indication of the time at which the ACCESS CONTROL OUT
command with ACCESS ID ENROLL service action was processed as described in 5.99.9.

The TRANSPORTID field shall contain the TransportID of the initiator that issued the command.

Editors Note 2 - ROW: | believe that the preceding paragraph is incorrect because some ACL LUN
conflict events occur as the result of a proxy LUN. Therefore, making reference to an ACL entry
(presumably an ACE) is incorrect because some ACL LUN conflict events do not involve an ACE. | have
used the wording from other Access Control Log page formats because it seems to correctly cover all
cases.

The AccessID field efthe-page shall be set to the AccessID that the indicated initiator attempted to enroll. This
shall correspond to an access identifier in ACL entry at the time the ACL LUN conflict event occurred.
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7.1.5 REPORT OVERRIDE LOCKOUT TIMER service action-(Mandatory)

The ACCESS CONTROL IN command with REPORT OVERRIDE LOCKOUT TIMER service action (see table t29)
ofthe-ACCESS-CONTROLIN-command is used by-an-application-elient query the state of the override lockout
timer (see 5.99.7.2.2). If the ACCESS CONTROL IN command is implemented, the REPORT OVERRIDE
LOCKOUT TIMER service action shall be implemented.

Table t29 — ACCESS CONTROL IN command with REPORT OVERRIDE LOCKOUT TIMER service action

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (86h)
1 Reserved SERVICE ACTION (03h)
2 (MSB)
MANAGEMENT IDENTIFIER KEY
9 (LSB)
10 (MSB)
ALLOCATION LENGTH
13 (LSB)
14 Reserved
15 CONTROL

If access controls are disabled, the command shall be termlnated with a CHECK CONDITION status, settmg the
sense key to ILLEGAL REQUEST AN i

Editors Note 3 - ROW: My understanding of the principles of SCSI suggests that returning GOOD
status on an ACCESS CONTROLS IN command without returning any parameter data violates the
meaning of GOOD status.

If access controls are enabled and the contents of the MANAGEMENT IDENTIFIER KEY field do not match;-the-SERWEE-
ACTION-SPECIFC-DATAfieldHn-the-CBB-shalteontain the current management identifier key (see 5.99.3.2)
maintained by the access controls coordinator, parameter data shall not be returned, the command shall be termi-
nated—t-this-is-notthe-case - the-device-servershatreturn-no-dataandrespond with a CHECK CONDITION status,
the sense key shall be set to ILLEGAL REQUEST, the additional sense data code shall be set to ACCESS DENIED
- INVALID MGMT ID KEY, and the-access-—controts-coordinator-shatrecord the event shall be recorded in the
invalid keys portion of the access controls log (see 5.99.9).

The ALLOCATION LENGTH field is described in 4.3.4.6. The ALLOCATION LENGTH field value irthe-EBB should be at

least eight(8);-sufficientfor-the-headerinformation.
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[¢)

+ Reserved

2 MSB

3 [ eurrent-override-tockout-timer " ESB |
4 MSB

5 —— e toct . —s5
6 MSB

7 key-overrides-counter - LSB |

If access controls are enabled, the parameter data returned by the ACCESS CONTROL IN command with
REPORT OVERRIDE LOCKOUT TIMER service action shall have the format shown in table t30.

Table t30 — ACCESS CONTROL IN with REPORT OVERRIDE LOCKOUT TIMER parameter data

Bit
Byte 7 6 5 4 3 2 1 0
0
] Reserved
2 MSB
( ) CURRENT OVERRIDE LOCKOUT TIMER
3 (LSB)
4 MSB
( ) INITIAL OVERRIDE LOCKOUT TIMER
5 (LSB)
6 MSB
( ) KEY OVERRIDES COUNTER
7 (LSB)

The CURRENT OVERRIDE LOCKOUT TIMER field shall be set to the current value of the override lockout timer (see
5.99.7.2.2).

The INITIAL OVERRIDE LOCKOUT TIMER field shall be set to the value of the initial override lockout timer (see
5.99.7.2.2) as established by the last successful ACCESS CONTROL OUT command with MANAGE OVERRIDE
LOCKOUT TIMER service action (see 7.2.7).

The KEY OVERRIDES COUNTER field shall be set to the value of the key overrides counter in the access controls log
(see 5.99.9).
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7.1.6 REQUEST PROXY TOKEN service action-(Optional)

The ACCESS CONTROL IN command with REQUEST PROXY TOKEN service action (see table t31) ofthe-
ACCESS-CONTROLIN-command is used by-an-initiator to obtain from-the-aceess-controls-coordinator a proxy
token (see 5.99.5.2) for a logical unit to which it that initiator has non-proxy access rights. t-may-tse-this The proxy
token thus obtained may be used to pass temporary access to the logical unit to a third party to-granta-third-party-
temporary-aceess-to-atogicatunit: via Thisis-usedHn-conjunction-with-the other proxy related service actions of the
ACCESS CONTROL IN and ACCESS CONTROL OUT commands. If this the ACCESS CONTROL IN command
with REQUEST PROXY TOKEN service action is not supported by-the-access-controls-coordinator, the command
shall be terminated with a device-servershaltreturn CHECK CONDITION status, with the sense key shall be set to
ILLEGAL REQUEST and the additional sense code shall be set to INVALID FIELD IN CDB.

Table t31 — ACCESS CONTROL IN command with REQUEST PROXY TOKEN service action

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (86h)
1 Reserved SERVICE ACTION (04h)
2 (MSB)
LUN VALUE — ]
9 (LSB)
10 (MSB)
ALLOCATION LENGTH — ]
13 (LSB)
14 Reserved
15 CONTROL

If access controls are disabled, the command shall be termlnated with a CHECK CONDITION status settmg the
sense key to ILLEGAL REQUEST ANA N N

Editors Note 4 - ROW: My understanding of the principles of SCSI suggests that returning GOOD
status on an ACCESS CONTROLS IN command without returning any parameter data violates the
meaning of GOOD status.

NOTE 7 - Fhe-indicates s 3 disabled- iete i

aeeess—eeﬁ&eis—areﬁsabled—m—tms—eta’fe If access controls are dlsabled all Ioglcal units are acceSS|bIe and aII
initiators share the same LUN values for addressing {this-EN-vatue-is-the-defautt-EN-vatue). A proxy token is not
needed because sharlng LUN values is sufﬂcnent Geﬁsequefﬁry—the—rﬁmateﬁmayﬂsﬁh&EHN—value%mdeﬁfﬁy—the

The SERHEEACTON-SPECHIEDATA LUN VALUE field shall contain the toegicatBnitNumber LUN value the initiator

uses to access the logical unit for which the proxy token is requested. ThisEUN-shouldreference-thetogicatunitfor-
whichthe-initiator isrequesting the ProxyToken:

If the togicalbnitNumber LUN value corresponds to a logical unit that is accessible to the requesting initiator
either through a TransportlD orif-the-initiatorisin-the-enrolfed-state; through the AccesslD under which ithas the
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initiator is currently in the enrolled state (see 5.99.4.1), and the access controls coordinator has sufficient
resources to create and manage a new proxy token, then the parameter data shown in table 132 shaII be returned

If the togicalbnitNumber LUN value does not correspond to an accessible logical unit as-indicated-above, then-
the-foltowing-rutes-appty parameter data shall not be returned and the command shall be terminated as follows:

a) If the togieatYnitNumber LUN value:
A) ; or
B) Corresponds to a logical unit accessible only through a proxy token;
Then the command shall be terminated then-the-device-server-shalt-respond with a CHECK CONDITION
status, the sense key shall be set to ILLEGAL REQUEST and the additional sense code shall be set to
ACCESS DENIED - INVALID LU IDENTIFIER; or

b) If the togicatYnitNumber LUN value corresponds to a logical unit accessible only through an enrolled
AccessID forthatinitiator and the initiator is in the pending-enrolled state, then the command shall be
terminated the-device-server-shaltrespond with a CHECK CONDITION status, the sense key shall be set
to ILLEGAL REQUEST and the additional sense code shall be set to ACCESS DENIED - INITIATOR
PENDING-ENROLLED.

If the access controls coordinator does not have enough resources to create and manage a new proxy token, the

command shall be terminated device-server-shattrespond with a CHECK CONDITION status, the sense key shall
be set to ILLEGAL REQUEST and the additional sense code shall be set to INSUFFICIENT ACCESS CONTROL
RESOURCES.

The ALLOCATION LENGTH field is described in 4.3.4.6. The ALLOCATION LENGTH field value in-the-€BB should be at
least eight(8);-sufficientfora-vatidProxyToken.

The format of the parameter data returned by the ACCESS CONTROL IN command with REQUEST PROXY
TOKEN service action is shown in table t32.

Table t32 — ACCESS CONTROL IN with REQUEST PROXY TOKEN parameter data

Bit
Byte 7 6 5 4 3 2 1 0
0 MSB
( ) PROXY TOKEN —
7 (LSB)
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7.2 ACCESS CONTROL OUT Command

7.2.1 ACCESS CONTROL OUT introduction command-deseriptor-block

The service actions of the ACCESS CONTROL OUT command (see Table 25) is are used to request service
actions by the access controls coordinator to limit or grant access to the logical units to initiators. The-eommand-
shattbe-used-in-—conjunction-with If the ACCESS CONTROL OUT command is implemented, the ACCESS
CONTROL IN command also shall be implemented. Fhis The ACCESS CONTROL OUT command shall not be

affected byreservationspersistentreservations-er access controls.

Table t33 — ACCESS CONTROL OUT service actions

Service
Action Command name Type Reference
00h MANAGE ACL m 7.2.2
01h DISABLE ACCESS CONTROLS m 7.2.3
02h ACCESS ID ENROLL m 7.24
03h CANCEL ENROLLMENT m 7.2.5
04h CLEAR ACCESS CONTROLS LOG m 7.2.6
05h MANAGE OVERRIDE LOCKOUT TIMER m 7.2.7
06h OVERRIDE MGMT ID KEY m 7.2.8
07h REVOKE PROXY TOKEN o} 7.2.9
08h REVOKE ALL PROXY TOKENS o} 7.2.10
0%h ASSIGN PROXY LUN o} 7.2.11
0Ah RELEASE PROXY LUN o} 7.212
0Bh - 17h | Reserved
18h - 1Fh | Vendor specific
Key: m = Service action implementation is mandatory if ACCESS CONTROL
OUT is implemented.
0 = Service action implementation is optional.

The CDB format used by all ACCESS CONTROL OUT service actions is shown in table t34.

Table 134 — ACCESS CONTROL OUT command format

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (87h)
1 Reserved SERVICE ACTION (see table t33)
2
Reserved
9
10 MSB
{ ) PARAMETER LIST LENGTH
13 (LSB)
14 Reserved
15 CONTROL

If the device contains an access controls coordinator, this the ACCESS CONTROL OUT command shall be
processed by the access controls coordinator if addressed to LUN 0. er The ACCESS CONTROL OUT command
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also may be addressed to any other LUN value whose standard INQUIRY data (see 7.z.z) has the ACC bit set to
one, in which case it—tn-thelatter-case, the-command shall be processed in the same manner as if the command
had been addressed to LUN 0. If an ACCESS CONTROL OUT command is received by a device server whose
standard INQUIRY data has the Acc bit set to zero, the command # shall be rejected-by-the-device-serverift-
addressedto-any-other£UN terminated with a CHECK CONDITION status, the sense key shall be set to ILLEGAL
REQUEST and the additional sense code shall be set to INVALID COMMAND OPERATION CODE ©PCODBE.

3

SR DD ©n +| @

The PARAMETER LIST LENGTH field indicates the amount of data that the initiator shall send to the access controls
coordinator in the Data-Out buffer. The format of the parameter list is specific to each service action.
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Code |Name zypgeyRelause
©66h MANAGE-ACE M ¥ 0:6:27
oth DISABLE-ACCESS-CONTROLS M ¥ 0:6:28
02h ACCESSID-ENROLLE M| N 0:6:29
63h CANCEL-ENROLLEMENT M| N 0:6:36
O4h CLEAR-ACCESS-CONTROLSLOG M ¥ 0:6:3t
©5h MANAGE-OVERRIDELOCKOUTHMER | M ¥ 0:6:32
©66h OVERRIDE-MGMTHD-KEY M| N 0:6:33
o7h REVOKEPROXY-TOKEN © N 0:6:34
08h REVOKE-ALLPROXY-TOKENS © N 0:0:35
09h ASSIGN-PROXY-LEUN © N 0:6:36
0AR RELEASEPROXY-EUN © N 0:6:37
oBh- Reserved

17k

+8h- Yendor-specific v

+h

7.2.2 MANAGE ACL service action-(Mandatory)

7.2.2.1 MANAGE ACL introduction eommand-deseriptor-block

The ACCESS CONTROL OUT command with MANAGE ACL service action version-ofthe- ACCESS-CONTROL-
OUTecommand is used by-an-apptlication-ctient to authorize access or revoke access to a logical unit or logical units
by initiators. Fhis The ACCESS CONTROL OUT command with MANAGE ACL service action adds, changes or
removes an entry or multiple entries in the access controls coordinator's ACL (see 5.99.2). Fhis-service-action-is-
mandatory If the ACCESS CONTROL OUT command is stpported implemented, the MANAGE ACL service action
shall be implemented.

The format of the CDB for the ACCESS CONTROL OUT command with MANAGE ACL service action is shown in
table t34 (see 7.2.1).
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Editors Note 5 - ROW: The way the following paragraph is written (before editing), the ACCESS
CONTROL OUT command with MANAGE ACL service action cannot be used enable access controls.

If aceess-controts-are-disabled-orif the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordi-
nator shall take no action and the-device-server the command shall be completed respond with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is less than twenty<20) or results in truncation of any ACE ACE-

Entry page (see table t36) as-speeifiecHn-6:2:2-2, then the device-servershatrespond command shall be termi-
nated with a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional

sense code shall be set to PARAMETER LIST LENGTH ERROR. Otherwise;the-structure-of-the-parameter-data-

If the access controls coordinator cannot complete the ACCESS CONTROL OUT command with MANAGE ACL
service action because it has insufficient resources-to-processthe-command, the access controls coordinator shall
take no action and not change any of its state and the device-servershaltreturn command shall be terminates with
a CHECK CONDITION status, the with sense key shall be set to ILLEGAL REQUEST and the additional sense
code shall be set to data-of INSUFFICIENT ACCESS CONTROL RESOURCES.tn-this-case, nochanges-shaltbe-

0

3 Reserved

4 MSB
12 MSB
20 Reserved-
21 Flush | Reserved
22
23 Reserved
24 MSB
27 luns-generation LSB
28

f ACLEntry-Pages(s)
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The format of the parameter data for the ACCESS CONTROL OUT command with MANAGE ACL service action is
shown in table t35.

Table t35 — ACCESS CONTROL OUT with MANAGE ACL parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
Parameter list header
Reserved
MSB
( ) MANAGEMENT IDENTIFIER KEY ——]
11 (LSB)
12 MSB
( ) NEW MANAGEMENT IDENTIFIER KEY — ]
19 (LSB)
20 Reserved
21 FLUSH ‘ Reserved
22 Reserved
23 Reserved
24 MSB
( ) tuNS DLGENERATION —_—
27 (LSB)
ACtEntry ACE pages
28
ACE page 0
ACE page x
n
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If access controls are enabled and the contents of the MANAGEMENT IDENTIFIER KEY field do not match the current
management identifier key (see 5.99.3.2) maintained by the access controls coordinator, the access controls
coordinator’s state shall not be altered, the command shall be terminated with a CHECK CONDITION status, the
sense key shall be set to ILLEGAL REQUEST, the additional sense code shall be set to ACCESS DENIED -
INVALID MGMT ID KEY, and the event shall be recorded in the invalid keys portion of the access controls log (see
5.99.9).

If the contents of the MANAGEMENT IDENTIFIER KEY field match the current management identifier key maintained by
the access controls coordinator, the access controls coordinator shall reset its management identifier key to the
value specified in the NEW MANAGEMENT IDENTIFIER KEY field and if access controls are disabled it shall enable them
access-—controts.

The FLUSH bit of one instructs the access controls coordinator to transition place every initiator in the enrolled state
into the pending-enrolled state (see 5.99.4.1.4).

The DLGENERATION field specifies the DLgeneration value associated with the default LUN values in the Grant/
Revoke ACE pages in the parameter data.

The ACLEntrypage(s) ACE pages that may follow in the parameter list provide additional changes to the ACL.
Each ACE page describes one ACE in the ACL that is to be added, modified, or removed. The content and format
of an ACE page is indicated by a page code (see table t36).

Table t36 — ACE page codes

Page Code | Description Reference
00h Grant/Revoke 7.2.2.2
01h Grant All 7223
02h Revoke Proxy Token 7224
03h Revoke All Proxy Tokens 7225

04h-EFh Reserved
FOh-FFh | Vendor-specific

Editors Note 6 - ROW: MANAGE ACL Grant/Revoke ACE pages can cause ACL LUN conflicts (see
5.99.4.2) by adding LUN values that are already in use by some initiators via other ACEs or proxy
LUNSs. This condition is not covered in 5.99.4.2 or here. My understanding is that the authors’ intention
was for such ACL LUN conflicts to result in termination of the ACCESS CONTROL OUT command with
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MANAGE ACL service action.

The following requirements apply to the processing of changes to the access control state ofthe-device-foltow-
theserules:

a) No change to the access control state ofthe-deviece shall occur if the ACCESS CONTROL OUT command
with MANAGE ACL service action terminates with a status other than eannotbe-processed-with GOOD
status; and

b) If the ACCESS CONTROL OUT command with MANAGE ACL service action completes with a resutts-in
GOOD status, the following shall have been performed be-instantiated as a single indivisible event:

1) Changes resulting from the contents of dietateeHn-the fields in the parameter list header shall be efthe-
parametertistare processed; and
2) Changes resulting from the contents of dietatec-by ACEEntry ACE pages are shall be processed;
a) Multiple AGtEntry ACE pages are shall be processed sequentially;
b) If an ACLEntry ACE page contains conflicting instructions in LUACD descriptors, the tast instruc-
tions in the last LUACD descriptor within the page shall takes precedence; and
c) If an ACE containing an AccessID type access identifier (see 5.99.2.2.2) Accesstb’s-ACLentry is
replaced and the ACE page that caused the change has the NOCNCL bit (see 7.2.2.2) set to zero
{see6:2:2.2:2}, then the any initiator in the enrolled or pending-enrolled state under that the
AccessID in that ACE shall be transitioned-to placed in the not-enrolled state (see 5.99.4.1.2);-

N

nlace indingiad ~ b 3N

An ACLEntry ACE page contains conflicting instructions if either of the following eeeurs is true:

a) Two LUACD descriptors EiN/defauttEN-pairs-appear are present with the same LUN value and different
default LUN values; or

b) Two LUACD descriptors EN/defauttEdN-pairs-appear are present with different LUN values and the same
default LUN value.

T 00 ACLE D - it
Page-Code |Action s
ooh Grant/Revoke 00272
2
Oth Grant-Al 00272
2
02h RevokeProxy-Token 60272
3
03h Revoke- Al ProxyTokens | 6:0:272:
3
o4h-EFh Reserved
Foh-Frh Yendor-specific
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7.2.2.2 The Grant/Revoke ACE page

The Grant/Revoke ACE page (see table t37) is used to add, modify, or remove an ACE from the ACL (see 5.99.2).

Table 137 — Grant/Revoke ACE page format

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (00h)
1 Reserved
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB)
4 NOCNCL Reserved
5 ACCESS IDENTIFIER TYPE
6 (MSB)
ACCESS IDENTIFIER LENGTH (Mm-7)
7 (LSB)
8
ACCESS IDENTIFIER
m
LUACD Descriptors
m+1 )
LUACD descriptor 0
m+20
n-19
LUACD descriptor x
n

The PAGE LENGTH field specifies shalHndieate the number of additional bytes regtired-for present in this page.

A NOCNCL (no changes to current logical unit access) bit of one specifies that the application client believes that this
ACE page makes no changes to the existing logical unit access conditions in the ACL. A NOCNCL bit of zero
specifies that the ACE page may or may not change existing logical unit access conditions. |f the ACCESS IDENTIFIER
TYPE specifies indicates-type a TransportlD (see 7.1.2.2.2), then the NOCNCL bit 8 shall be ignored.

The ACCESS IDENTIFIER TYPE and ACCESS IDENTIFIER length fields are described in 7.1.2.2.2.

The AcCESS IDENTIFIER field contains the identifier that the access controls coordinator uses to select the ACE that
is to be added, modified, or removed. The format of the ACCESS IDENTIFIER field is specified in table t12 (see
7.1.2.2.2).
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Any of the following conditions in the parameter header or any parameter Grant/Revoke ACE page or Grant All
ACE page shall cause the access coordinator to not change its state and shall cause the command to be termi-
nated require-the-device-servertorespond with a CHECK CONDITION status, the sense key shall be set to
ILLEGAL REQUEST, and the additional sense code shall be set to INVALID FIELD IN PARAMETER LIST and-aise-

make-no-changes-to-the-aceesscontrols-coordinator's-state:

a) The contents of the DLGENERATION field in the parameter list header (see 7.2.2.1) do not match the current
DLgeneration value (see 5.99.3.4) maintained by the access controls coordinator;

b) An the-INFHATOR ACCESS IDENTIFIER TYPE field indieates that specifies an unsupported value;

c) An the-INtFATOR ACCESS IDENTIFIER TYPE that contains =01h (see 5.99.2.2) {Fransportbjandthe
with an ACCESS IDENTIFIER field is-invalid-as-speeifiecHin-the-relevant that contains an invalid TransportID
(see 5.99.2.2.3) as defined for the applicable protocol standard; or

d) Two ACEEntry ACE pages that have the same values in the eontain-the-same-tNTATOR ACCESS IDENTIFIER
TYPE and ACCESS IDENTIFIER fields.

NOTE 8 - HHsthe-responsibility-of-the The application client is responsible for obtaining to-get{via-the REPORTLY
BESCRIPTORSserviee-action) the current association of default LUN values to logical units (and the DLgeneration
value for that association) prior to issuing this service action. The ACCESS CONTROL IN command with REPORT

LU DESCRIPTORS service action (see 7.1.3) returns the necessary information.

Each LUACD descriptor (see table t38) describes the access to be allowed to one logical unit based on the access
identifier in the ACE page. An ACE page may contain zero or more LUACD descriptors.

Table t38 — ACE page LUACD descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0 ACCESS MODE
1
Reserved

3
4 MSB

( ) LUN VALUE E—
11 (LSB)
12 MSB

( ) DEFAULT LUN —_—
19 (LSB)

The AcCcESS MODE field is described in 7.1.2.2.2.

The LUN VALUE field specifies the LUN value an accessing initiator uses to access the logical unit to which the
LUACD descriptor applies.

The DEFAULT LUN field specifies the logical unit to which the value in the LUN VALUE allows access. The DEFAULT LUN
field shall contain a default LUN value (see 5.99.3.3). The value in the DEFAULT LUN field shall be consistent with the
DLGENERATION field contents specified in the parameter list header (see 7.2.2.1).

If the specified access mode vatue-oeetrsthat is not supported or if any the DEFAULT LUN field contains value that is
not valid atthe-aceess—controls-coordinator or any the LUN VALUE field contains a value that the access controls
coordinator does not support cannotbe-supported as a valid LUN address, the access controls coordinator’s state
shall not be modified and the command shall be terminated the-device-servershaltHaitthe-command with a CHECK
CONDITION status, the sense key shall be set to ILLEGAL REQUEST, and the additional sense code shall be set
to ACCESS DENIED - INVALID LU IDENTIFIER, and the SENSE-KEY SPECIFIC f|eld shall be set as descrlbed for the
ILLEGAL REQUEST sense key in 7.z.z. , N
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mvahdﬂetd—eas—eeuﬁtedﬂmthrﬁ%he%%paramete%data)— If the error is eaused—by an unsupported value in the LUN
VALUE field, the first next eight bytes of the additional sense bytes should contain {if-avaitable)-beyond-thelastbyte-
of-the-FELD-POINTER-mMay-inctude a suggested LUN value that the access controls coordinator wetutd supports for-
thetogicatunitreferenced-by-thepaired-defautt-EUN.

Based on the access identifier and the presence or absence of LUACD descriptors, the access controls coordinator
shall add, modify, or remove an ACE in the ACL as shown in table t39.

Table 139 — Access Coordinator Grant/Revoke ACE page actions

ACL already contains an ACE with the access
identifier matching the one in the ACE page?
Yes No
ACE page Yes Modify the existing ACE in | Add a new ACE to the
LUCAD No Remove the existing ACE | Take no action, this shall
descriptors? from the ACL. not be considered a error.
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If the ACCESS IDENTIFIER TYPE indicates type AccesslID, the enroliment state (see 5.99.4.1) of any and-an initiator

that is enrolled {in-either-the-enrolted-orpending-enrolted-state) under the specified AccessID, then-the-initiator's-
enroltment-state shall be affected according-to-thefollowingrutes{(see-also-0:0-142) as follows:

a) If the ACE containing the ACt-—entry-correspondingto-that AccessID is removed as-a-conseguence-of-the-
Grant/Revokepage, the initiator shall be placed in is-transitionedto the not-enrolled state; or

b) If the ACE containing the ACL-entry-corresponding-to-that AccessID is modified by a reptaced-as-a-conse-
guence-of-the Grant/Revoke ACE page or a Grant All ACE page, then;
A) If the NOCNCL bit is zero in that ACE page, the initiator shall be placed in is-transitioned-to the not-
enrolled state; or
B) If theA i 5 i
Gfaﬁt—AH—page—aﬁd the NOCNCL blt is one in that ACE page theﬁ the enrollment state of the |n|t|ator
may be left unchanged or the initiator may be placed in transitioned-te the not-enrolled state (see

5.99.4.1.2) ina-vendot-specific-manner.
7.2.2.3 The Grant All ACE page

The Grant All ACE page (see table t40) is used to add or modify an ACE from the ACL (see 5.99.2). An ACE added
or modified using the Grant All ACE page allows initiators with the specified access identifier to access the SCSI
target device as if access controls were disabled.

Table 140 — Grant All ACE page format

Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (01h)
1 Reserved
2 MSB

( ) PAGE LENGTH (n-3)
3 (LSB)
4 NOCNCL Reserved
5 ACCESS IDENTIFIER TYPE
6 MSB

( ) ACCESS IDENTIFIER LENGTH (Mm-7)
7 (LSB)
8

ACCESS IDENTIFIER

n

The PAGE LENGTH, ACCESS IDENTIFIER TYPE, ACCESS IDENTIFIER LENGTH, and ACCESS IDENTIFIER fields are defined in
7.2.2.3.

When an existing ACE that was created or modified using the Grant/Revoke ACE page is modified by a Grant All

ACE page or when an existing ACE that was created or modified using the Grant All ACE page is modified by a
Grant/Revoke ACE page, the modification shall be processed as if the Grant All ACE page is or was a Grant/
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Revoke ACE page with one LUACD descriptor for every logical unit managed by the access controls coordinator
with the fields in each LUACD containing:

a) An access mode of 00h (see 7.1.2.2.2);

b) A LUN VALUE field whose contents match the contents of the DEFAULT LUN field; and

c) A DEFAULT LUN field whose contents reference the logical unit appropriate to the DLgeneration value (see
5.99.3.3).

3 H|wr| 4| O
{
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7.2.2.4 The Revoke Proxy Token ACE page

The Revoke Proxy Token ACE page (see table t41) is used to revoke one or more proxy tokens (see 5.99.5.2).

Table t41 — Revoke Proxy Token ACE page format

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (02h)
1 Reserved
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB)
4
1 PROXY TOKEN 0
n-7
PROXY TOKEN X
n

shatHindicate required-for present in

eaeh)%hts—rﬁetruetethe The one or more PROXY TOKEN fleld( ) specify the proxy tokens to be revoked. The access
controls coordlnator to shaII revoke each proxy token et—the I|sted in & PROXY TOKEN f|eId s notan-errorcondition

eewetmatef—\v\ﬂth—respeet—to—thts—tekew If the contents of a PROXY TOKEN f|eld do not |dent|fy a vaI|d proxy token the

field shall be ignored, this shall not be considered an error.

Multiple Revoke Proxy Token ACE pages may be included in the parameter data.

Fheyareprocessed-seguentialty:

7.2.2.5 The Revoke All Proxy Tokens ACE page

The Revoke All Proxy Tokens ACE page (see table t41) is used to revoke (see
5.99.5.2).
Table t42 — Revoke All Proxy Tokens ACE page format
Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (03h)

1 Reserved

2 (MSB)

PAGE LENGTH (0000h)
3 (LSB)

Multiple Revoke ALL Proxy Tokens ACE pages may be included in the parameter data.
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7.2.3 DISABLE ACCESS CONTROLS service action(Mandatory)

The ACCESS CONTROL OUT command with DISABLE ACCESS CONTROLS service action ofthe- ACCESS-
CONTROL-OUTcommand is used by-an-application-—client to return place the access controls coordinator te in
access controls disabled state. If the ACCESS CONTROL OUT command is implemented, the DISABLE ACCESS
CONTROLS service action shall be implemented.

The format of the CDB for the ACCESS CONTROL OUT command with DISABLE ACCESS CONTROLS service
action is shown in table t34 (see 7.2.1).

If access controls are disabled or if the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordi-
nator shall take no action and the-device-server the command shall be completed respond with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor twelre{12), the device-server-shaltrespond
command shall be terminated with a CHECK CONDITION status, the sense key shall be set to ILLEGAL

REQUEST and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.

If the value in the PARAMETER LIST LENGTH field is twetve{123}, the parameter list shall have the format shown be-as-
deseribed in table t43.

Table t43 — ACCESS CONTROL OUT with DISABLE ACCESS CONTROLS parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved
3
4 MSB
( ) MANAGEMENT IDENTIFIER KEY E—

11 (LSB)

Bit
T T e [ s | 4] 8 | 2 ]+ ] o
[¢]
3 Reserved
4 | MSB
: -

If access controls are enabled and the contents of the MANAGEMENT IDENTIFIER KEY field do not shaltt match the
current management identifier key (see 5.99.3.2) maintained by the access controls coordinator, the access
controls coordinator’s states shall not be altered, the command shall be terminated with a —tthisishotthecase;-
the-deviceserver-shaltreturn CHECK CONDITION status, the with sense key shall be set to ILLEGAL REQUEST,
the additional sense data-of code shall be set to ACCESS DENIED - INVALID MGMT ID KEY, and the-aceess-
controts-coordinator-shaltrecord the event shall be recorded in the invalid keys portion of the access controls log
(see 5.99.9) and-takeno-otheraction.
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In response to a ACCESS CONTROL OUT command with DISABLE ACCESS CONTROLS service action with
correct management identifier key value the access controls coordinator shall:

a) Disable access controls;

Clear the ACL (see 5.99.2);

Place transition all initiators into the not-enrolled state (see 5.99.4.1);

Set the management identifier key to zero (see 5.99.7);

Set the override lockout timer to zero (see 5.99.7.2.2);

Set the initial override lockout timer value to zero (see 5.99.7.2.2);

Clear the access controls log (including resetting counters to zero) with the exception of the key overrides
portion of the access controls log (see 5.99.9);

Allow all initiator’'s access to all logical units at their default LUN value; and

Optionally, the-aceess-controls-coordinatormay reset the DefaultEUNs-Generation DLgeneration value to
zero (see 5.99.3.4).

gjleges

=
=

7.2.4 ACCESS ID ENROLL service action-(Mandatory)

The ACCESS ID ENROLL service action of the ACCESS CONTROL OUT command is used by an initiator to enroll
an AccesslD with the access controls coordinator. Fhis-service-actionis-mandatory If the ACCESS CONTROL
OUT command is stpported implemented, the ACCESS ID ENROLL service action shall be implemented.

The format of the CDB for the ACCESS CONTROL OUT command with ACCESS ID ENROLL service action is
shown in table t34 (see 7.2.1).

If access controls are disabled or if the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordi-
nator shall take no action and the-deviee-server the command shall be completed respond with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor twenty-fotir {24}, the device-servershattrespond
command shall be terminated with a CHECK CONDITION status, the sense key shall be set to ILLEGAL

REQUEST and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.

If the value in the PARAMETER LIST LENGTH field is twenty-fott{24y, the parameter list shall contain-the-Accesstbin-
the-formatoffable-37 have the format shown in table t44.

Table 144 — ACCESS CONTROL OUT with ACCESS ID ENROLL parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0
AccEessID
15
16 MSB
( ) Reserved e ——

23 (LSB)

The AccessID field is described in 5.99.2.2.2.

If the initiator is in the enrolled or pending-enrolled state (see 5.99.4.1) under a given AccessID and the parameter-
data ACCESSID field contains a different AccessID, the access controls coordinator shall place the initiator in the
pending-enrolled state, thenthe-device-servershaltrespond the command shall be terminated with a CHECK
CONDITION status, with the sense key shall be set to ILLEGAL REQUEST and the addltlonal sense code shall be
set to ACCESS DENIED - ENROLLMENT CONFLICT.-A y

nitiator-in-the-pending-enrolled-state-
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If the initiator is in the enrolled or pending-enrolled state under a given AccessID and the parameterdata ACCESSID

field contains a matching AccessID, then-the-device-server-shattrespond-with-GOODB-status;and the access
controls coordinator shall place the initiator in the enrolled state and make no other changes ehange-to-the-access-

ks torthat inftiator

If the initiator is in the not-enrolled state and the ACCESSID field contents do not match the AccessID in any ACE in
the ACL (see 5.99.2) AceessiB-inthe-parameterdata-hasno-aceessrights-associated-with-t, then the initiator
stays shall remain in the not-enrolled state and the deviee-server+esponds command shall be terminated with a
CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional sense code shall
be set to ACCESS DENIED - NO ACCESS RIGHTS.

If the initiator is in the not-enrolled state and the ACCESSID field contents matches the AccessID in any ACE in the
ACL the actions taken depend on whether enrolling the initiator would create an ACL LUN conflict (see 5.99.4.2). If
there is no ACL LUN conflict, the initiator shall be placed in the enrolled state (see 5.99.4.1.3). If there is an ACL
LUN conflict, the initiator shall remain in the not-enrolled state and the command shall be terminated with a
CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST, the additional sense code shall be
set to ACCESS DENIED - ACL LUN CONFLICT and the event shall be recorded in the ACL LUN conflicts portion
of the access controls log (see 5.99.9).

NOTE 9 - #-An initiator that receives the ACCESS DENIED - ACL LUN CONFLICT additional sense code datat
should remove any proxy access rights it has acquired using the ACCESS CONTROL OUT command with
RELEASE PROXY LUN service action and then retry the enroliment request. If the ACL LUN conflict resulted from
proxy access, the retried enrollment succeeds OtherW|se the mechanlsms for resolvmg ACL LUN conflicts are
outsnde the scope of th|s standard i -
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7.2.5 CANCEL ENROLLMENT service action-(Mandatory)

The ACCESS CONTROL OUT command with CANCEL ENROLLMENT service action ofthe-ACCESS-CONTROL-
OUTcommand is used by-an-nitiator to remove its an initiator’s enroliment with the access controls coordinator
(see 5.99.4). Successful completion of this command changes the state of the initiator to the not-enrolled state. If
the ACCESS CONTROL OUT command is implemented, the CANCEL ENROLLMENT service action shall be
implemented.

Fhis-The ACCESS CONTROL OUT command with CANCEL ENROLLMENT service action should be used by an
initiator prior to any period where use of its accessible logical units witt may be suspended for an-extensive a
lengthy period of time (e.g., iFthe when a host is preparing to shutdown). This allows the access controls coordi-
nator to free any resources allocated to manage the enroliment for that initiator.

The format of the CDB for the ACCESS CONTROL OUT command with ACCESS ID ENROLL service action is
shown in table t34 (see 7.2.1).

If access controls are disabled, the access controls coordinator shall take no action and the command shall be
completed with a GOOD status.

There is no parameter data for this-the ACCESS CONTROL OUT command with CANCEL ENROLLMENT service
action. If the PARAMETER LIST LENGTH field in the CDB for-this-service-action-shaltbe is not set to zero, the initiator’'s.
enroliment shall not be changed and the command shall be terminated ot the-device-servershall-respond with
a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional sense code
shall be set to PARAMETER LIST LENGTH ERROR.

If the Parame%enhs{—l:eﬁg%hﬂ‘remld PARAMETER LIST LENGTH field in the CDB is set to zero, the initiator shaII be placed

2 H : Any subsequent commands addressed
to the logical units no Ionger acceSS|bIe are handled according to the rules of stated in 5.99.6.

7.2.6 CLEAR ACCESS CONTROLS LOG service action {Mandatory)

The ACCESS CONTROL OUT command with CLEAR ACCESS CONTROLS LOG service action ef the ACCESS-
CONTROL-OUTcommand is used by-an-apptication-etient to instruct the access controls coordinator to reset a
specific access control log counter to zero and to clear a portion of the access controls log (see 5.99.9). If the
ACCESS CONTROL OUT command is implemented, the CLEAR ACCESS CONTROLS LOG service action shall
be implemented.

The format of the CDB for the ACCESS CONTROL OUT command with CLEAR ACCESS CONTROLS LOG
service action is shown in table t34 (see 7.2.1).

If access controls are disabled or if the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordi-
nator shall take no action and the-deviee-server the command shall be completed respond with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor twetve{12), the device-server-shaltrespond
command shall be terminated with a CHECK CONDITION status, the sense key shall be set to ILLEGAL

REQUEST and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.
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If the value in the PARAMETER LIST LENGTH field is twetve{12)}, the parameter list shall have the format shown be-as-
deseribed in table t45.

Table t45 — ACCESS CONTROL OUT with CLEAR ACCESS CONTROLS LOG parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved
2
3 Reserved LOG PORTION
4 MSB
( ) MANAGEMENT IDENTIFIER KEY
11 (LSB)

The LOG PORTION field (see table t46) specifies the access controls log portion to be cleared.

Table t46 — CLEAR ACCESS CONTROLS LOG LoG PORTION field values

Log
Portion | Description

00b Reserved

01b Invalid Keys portion

10b ACL LUN Conflicts portion

11b Reserved

If access controls are enabled and the contents of the MANAGEMENT IDENTIFIER KEY field do not shalt match the
current management identifier key (see 5.99.3.2) maintained by the access controls coordinator, the access
controls coordinator’s states shall not be altered, the command shall be terminated with a —H-thisis-hotthe-case;-
the-device-server-shaltreturn CHECK CONDITION status, the with sense key shall be set to ILLEGAL REQUEST,
the additional sense data-of code shall be set to ACCESS DENIED - INVALID MGMT ID KEY, and the-aceess-
controls-coordinator-shalt-record the event shall be recorded in the invalid keys portion of the access controls log
(see 5.99.9) and-takeno-otheraction.
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In response to a ACCESS CONTROL OUT command with CLEAR ACCESS CONTROLS LOG service action with
correct management identifier key value the access controls coordinator shall perform the following to clear the
portion of the access controls log identified by the LOG PORTION field (see table t46) in the parameter data:

a) Set presetthe-aceess-—controtstog the counter for the specified log portion to zero; and

b) If the specified log portion contains details records, remove etear the detail records from the specified log

portion additionat-aceess-controtslog-information.
e thi 4 : | - GOOE '
7.2.7 MANAGE OVERRIDE LOCKOUT TIMER service action {Mandatory)
The ACCESS CONTROL OUT command with MANAGE OVERRIDE LOCKOUT TIMER service action of-the-
ACCESS-CONTROL-OUTcommand is used by-an-application-ctient to manage the override lockout timer (see

5.99.7.2.2). If the ACCESS CONTROL OUT command is implemented, the MANAGE OVERRIDE LOCKOUT
TIMER service action shall be implemented.

If access controls are disabled, the access controls coordinator shall take no action and the-deviee-server the

command shall be completed respond with a GOOD status;regardiess-of the-value-of-any-otherfietd-in-the-CBB.

The format of the CDB for the ACCESS CONTROL OUT command with MANAGE OVERRIDE LOCKOUT TIMER
service action is shown in table t34 (see 7.2.1).

If the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordinator shall restart reset the
override lockout timer tresetthe-vatue-ofthistimer to the current initial override lockout timer value maintained by
the access controls coordinator }-antd-the-device-servershattrespond-with-GOODb-status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor twetve+{12y, the device server shall respond with
a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional sense code
shall be set to PARAMETER LIST LENGTH ERROR.

If the value in the PARAMETER LIST LENGTH field is twetve{123}, the parameter list shall have the format shown be-as-
deseribed in table t47.

Table t47 — ACCESS CONTROL OUT with MANAGE OVERRIDE LOCKOUT TIMER parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0
] Reserved
2 MSB
( ) NEW INITIAL OVERRIDE LOCKOUT TIMER
3 (LSB)
4 MSB
( ) MANAGEMENT IDENTIFIER KEY
11 (LSB)
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The NEW INITIAL OVERRIDE LOCKOUT TIMER field specifies the value that access controls coordinator maintains for
initial override lockout timer if the specified management identifier key is correct.

If access controls are enabled and the contents of the MANAGEMENT IDENTIFIER KEY field do not shalt match the
current management identifier key (see 5.99.3.2) maintained by the access controls coordinator, the access
controls coordinator shall not change the initial override lockout timer value but shall set the override lockout timer
to the unaltered its current initial override lockout timer value. The command shall be terminated with a —H-this-is-
notthe-case;the-deviee-servershatreturn CHECK CONDITION status, the with sense key shall be set to ILLEGAL
REQUEST, the additional sense data-of code shall be set to ACCESS DENIED - INVALID MGMT ID KEY, and the-
aeeees—eeﬁtrets—eeeﬂatrﬁateeehaH—Feeerd the event shaII be recorded in the |nvaI|d keys portlon of the access

In response to a ACCESS CONTROL OUT command with MANAGE OVERRIDE LOCKOUT TIMER service
action with correct management identifier key value the access controls coordinator shall:

a) Replace the currently saved presetthe initial override lockout timer with the value in to-the-vatue-of the NEW
INITIAL OVERRIDE LOCKOUT TIMER field inparametereata; and
b) Set reset the override lockout timer to the new initial value.

7.2.8 OVERRIDE MGMT ID KEY service action (Mandatory)

The ACCESS CONTROL OUT command with OVERRIDE MGMT ID KEY service action ef-the-ACCESS-
CONTROL-OUT-command is used by-an-apptication-elient to override the current management identifier key (see
5.99.3.2) maintained by the access controls coordinator. Fhis The ACCESS CONTROL OUT command with
OVERRIDE MGMT ID KEY service action is intended to be used in a failure situation where the managing appli-
cation client no longer has access to its copy of this key. Successful use of the ACCESS CONTROL OUT
command with OVERRIDE MGMT ID KEY service action is restricted by the override lockout timer (see
5.99.7.2.2). If the ACCESS CONTROL OUT command is implemented, the OVERRIDE MGMT ID KEY service
action shall be implemented.

The format of the CDB for the ACCESS CONTROL OUT command with OVERRIDE MGMT ID KEY service action
is shown in table t34 (see 7.2.1).
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If access controls are disabled or if the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordi-
nator shall take no action and the-device-server the command shall be completed respond with a GOOD status.

If access controls are enabled, the-event every ACCESS CONTROL OUT
command with OVERRIDE MGMT ID KEY service action processed whether successful or not

If the value in the PARAMETER LIST LENGTH field is neither zero nor twetkre{12), the command shall be terminated
device-servershattrespond with a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST
and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.

If the value in the PARAMETER LIST LENGTH field is twelve{123}, the parameter data shall have the format shown be-as-
deseribed in table t48.

Table 148 — ACCESS CONTROL OUT with OVERRIDE MGMT ID KEY parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved
3
4 MSB
( ) NEW MANAGEMENT IDENTIFIER KEY E—

11 (LSB)

Bit
T T e [ s | 4] 8 | 2 ]+ ] o
[¢]
3 Reserved
4 | MSB

The NEW MANAGEMENT IDENTIFIER KEY field shalt-contain specifies a new management identifier key.

If the override lockout timer managed by the access controls coordinator is not zero ren-zero, the access controls
coordinator’s states shall not be altered, therr the command shall be terminated device-servershaltrespond with a
CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST; and the additional sense code
shall be set to INVALID FIELD IN CDB.

If the override lockout timer managed by the access controls coordinator is zero, then the access controls coordi-
nator shall reset replace the current management |dent|f|er key with the value in the to the NEW MANAGEMENT
IDENTIFIER KEY field v v

87 of 92



Access Controls for SPC-3 (the rewrite) T10/01-268r0

7.2.9 REVOKE PROXY TOKEN service action{Optional)

The ACCESS CONTROL OUT command with REVOKE PROXY TOKEN service action ofthe- ACCESS-CONTROL
OUTcommand is used by-an-nitiator to cancel all proxy access rights to a logical unit that were granted to third
partres under the specified proxy token (see 5.99.5.2). ?Hs—ts—usedﬂtwoﬁfuﬁetronwﬁh—th&otheﬁme%etated—

\ N mmands: If this service action is
not supported by—the—aeeess—eentrots—eoordrnater the command shaII be termlnated with a device-server-shat-
return CHECK CONDITION status, and the sense key shall be set to ILLEGAL REQUEST and the additional sense
code shall be set to INVALID FIELD IN CDB.

The format of the CDB for the ACCESS CONTROL OUT command with REVOKE PROXY TOKEN service action
is shown in table t34 (see 7.2.1).

If access controls are disabled or if the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordi-
nator shall take no action and the-deviee-server the command shall be completed respond with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor eight {8}, the command shall be terminated
device-server-shat-respond with a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST
and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.

table t49

Table 149 — ACCESS CONTROL OUT with REVOKE PROXY TOKEN parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0 MSB
( ) PROXY TOKEN —
7 (LSB)

If the PROXY TOKEN field does not contain a valid proxy token inthe-parameterdata-is-notvalid-thatis;not

associated with any logical unit at the access controls coordinator, ther no further action is taken by the access
controls coordinator. This shall not be considered an error.

If the proxy token inthe-parameterdata is valid, thatis;-associated-with-atogicat-unit-at-the-access-controlscoordi-
nator; then the access controls coordinator shall take the following additionat actions:

a) Invalidate the proxy token; and

b) Deny access to that the associated logical unit by any initiator whose rights were granted under that proxy
token via by an ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action (see
7.2.11) according to the rules of stated in 5.99.6.

7.2.10 REVOKE ALL PROXY TOKENS service action (Optional)

The ACCESS CONTROL OUT command with REVOKE ALL PROXY TOKENS service action efthe-ACCESS-
CONTROL-OUTcommand is used by-an-nitiator to cancel all proxy access rights to a specified logical unit that

were granted to third partres under aH any applicable proxy tokens (see 5.99.5.2). Jims—is—usedﬂtﬁonjuﬁeﬂonwrﬂ%

If th|s service actron is not supported by—the—aeeess—eontrets—eoerdmatof the command shaII be termmated W|th a
device-servershattreturn CHECK CONDITION status, and the sense key shall be set to ILLEGAL REQUEST and

the additional sense code shall be set to INVALID FIELD IN CDB.
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The format of the CDB for the ACCESS CONTROL OUT command with REVOKE ALL PROXY TOKENS service
action is shown in table t34 (see 7.2.1).

If access controls are disabled or if the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordi-
nator shall take no action and the-device-server the command shall be completed respond with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor eight (8}, the eommand-shaltbe-terminated
device-servershattrespond with a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST
and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.

If the value in the PARAMETER LIST LENGTH freld is erght 68) the parameter data shall eontain-one-eight(8)-bytefietd-
v - have the format shown in

table t50

Table 150 — ACCESS CONTROL OUT with REVOKE ALL PROXY TOKENS parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0 MSB
( ) LUN VALUE -
7 (LSB)

If the LUN watue in the LUN VALUE field is not associated to a logical unit to which the requesting initiator has non-
proxy any access rights based on the contents of an ACE (see 5.99.2) or if the LUN value is based on a proxy
token (see 5.99.5.2), then no further action is taken by the access controls coordinator. This shall not be
considered an error.

If the LUN value is associated to a logical unit to which the requesting initiator has non-proxy access rights, thatis;-

established-on-the-basis-of-an-entry-inthe-ACL, then the access controls coordinator shall take the following

additional actions:

a) Invalidate all proxy tokens associated to the logical unit specified by the LUN VALUE field refereneed-by-the-
EON-vatue;

b) Deny access to that logical unit by any initiator whose rights were granted under any of the invalidated
proxy tokens by-a via an ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action
(see 7.2.11) according to the rules stated in 5.99.6.

7.2.11 ASSIGN PROXY LUN service action (Optional)

The ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action of-the- ACCESS-CONTROL-
OUTcommand is used by-an-nitiator to request the-aceess-controls-coordinator-grant access to a logical unit
under the rights of a proxy token (see 5.99. 5 2) and to aSS|gn that Ioglcal unita partlcular LUN value for addressmg
by that the requesting initiator. i
AGGESSGGN%RGHN—&Hd—AGGES%G@tW%@l:@HT—eemmaHds— If this service act|on is not supported by-the-
aceess-controts-coordinator, the command shall be terminated with a deviee-servershaltreturn CHECK
CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional sense code shall be set
to INVALID FIELD IN CDB.

The format of the CDB for the ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action is
shown in table t34 (see 7.2.1).
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If the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordinator shall take no action and the-
deviee-server the command shall be completed respond with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor sixteen<16), the command shall be terminated
device-servershattrespond with a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST
and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.

If the value in the PARAMETER LIST LENGTH f|eld is eeeteeﬁft 6) the parameter data shall eontain-the-eight(8)-byte-

have the format shown in table

t51
Table t51 — ACCESS CONTROL OUT with ASSIGN PROXY LUN parameter data format
Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)
PROXY TOKEN —

7 (LSB)

8 (MSB)
LUN VALUE —

15 (LSB)

If the contents of the PROXY TOKEN field are is not valid, then the command shall be terminated with a deviee-server
shattreturn CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional
sense code shall be set to ACCESS DENIED - INVALID PROXY TOKEN.

NOTE 10 - If access controls are disabled, there eanbe are no valid proxy tokens—Coenseguentty-inthis-state; and
the device server always responds with the ingieated specified error information status. {This differs from the

behavior of many other ACCESS CONTROL OUT service actions is-different-from-many-other-service-actions

where the response is GOOD status if when access controls are disabled. The difference in behavior is intended it
is-used to inform the initiator application client that its request for the new LUN assignment failed.)

The LUN VALUE field specifies the LUN value the application client intends to use when accessing the logical unit
described by the proxy token.

If the proxy token is valid but the access controls coordinator cannot assign the requested LUN value to the
associated logical unit (e.g., either because the LUN value already is associated to with a logical unit aceessibteto-
that for the initiator, or because the LUN value eannotbe is not a supported as-a-vatie logical unit address), access
rights shall not be granted, then the command shall be terminated with a device-servershaltreturn CHECK
CONDITION status, the sense key shall be set to ILLEGAL REQUEST and the additional sense code shall be set
to ACCESS DENIED - INVALID LU IDENTIFIER, and the SENSE-KEY SPECIFIC field shaII be set as descrtbed for the
ILLEGAL REQUEST sense key i in 7.2z z.z i

the-initiatot:

If the proxy token is valid but the access controls coordinator has insufficient resources to manage proxy logical

unit access perform-therequested-action, then the command shall be terminated device-server-shattrespond with
a CHECK CONDITION status, the sense key shall be set to of ILLEGAL REQUEST and the additional sense code

shall be set to of INSUFFICIENT ACCESS CONTROL RESOURCES.
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If the proxy token is valid and the access controls coordinator has sufficient resources, then-the-device-servershal-
return-GOOD-status-and-altow the initiator shall be allowed proxy access for-thatinitiator to the referenced logical
unit at that the specified LUN value address.

7.2.12 RELEASE PROXY LUN service action (Optional)

The ACCESS CONTROL OUT command with RELEASE PROXY LUN service action of-the ACCESS-CONTROL-
OUTcommand is used by-an-nitiator to release remove-a proxy access tight to a logical unit created with a proxy
token (see 5 99 5. 2) and the ACCESS CONTROL OUT command W|th ASSIGN PROXY LUN service actlon (see

7.2.11).
aﬁd—AGeES%GGJWRGL—GHIF—eemmaﬁds— If this service act|on is not supported by—the—aeeess—eeﬁ{fels—eeefm-
nator, the command shall be terminated with a deviece-servershattreturn CHECK CONDITION status, the sense
key shall be set to ILLEGAL REQUEST; and the additional sense code shall be set to INVALID FIELD IN CDB.

Fhis The ACCESS CONTROL OUT command with RELEASE PROXY LUN service action should be used by-an-
nittator when an initiator no longer requires the logical unit access rights granted under a proxy token its-aecessto-

thatHogical-unitis notongerrequiredunderitsproxyrights (e.g., when a copy manager server has completed a
specific third party copy operation service under the a proxy token). This allows the access controls coordinator to
free any resources allocated to manage the proxy access for-thatinitiator.

The format of the CDB for the ACCESS CONTROL OUT command with RELEASE PROXY LUN service action is
shown in table t34 (see 7.2.1).

If the PARAMETER LIST LENGTH field in the CDB is zero, the access controls coordinator shall take no action and the-
deviee-server the command shall be completed respoend with a GOOD status.

If the value in the PARAMETER LIST LENGTH field is neither zero nor eight {8}, the command shall be terminated
device-server-shat-respond with a CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST
and the additional sense code shall be set to PARAMETER LIST LENGTH ERROR.

If the value in the PARAMETER LIST LENGTH field is eight {8}, the parameter data shall eentainthe-eight(8)byte toN-
vatue-as-was-tsedHnthe ASSIGN-PROXY-EUNservice-action have the format shown in table t52.

Table t52 — ACCESS CONTROL OUT with RELEASE PROXY LUN parameter data format

Bit
Byte 7 6 5 4 3 2 1 0
0 MSB
( ) LUN VALUE —
7 (LSB)

The LUN VALUE field specifies a LUN value that was associated with a logical unit based on a proxy token using a
ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action. If the LUN value was not assigned
to a logical unit by an ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action, the
command shall be terminated with a deviee-server-shattreturn CHECK CONDITION status, with the sense key
shall be set to ILLEGAL REQUEST and the additional sense code shall be set to INVALID FIELD IN PARAMETER
LIST.

NOTE 11 - If access controls are disabled, there eanbe are no valid proxy tokens and therefore no LUN value could
be assigned to a logical unit by an ACCESS CONTROL OUT command with ASSIGN PROXY LUN service action:
Conseguently—in-this-state; so the device server always responds with the ineieated specified error information
status. {This differs from the behavior of many other ACCESS CONTROL OUT service actions is-dgifferentfrom
many-other-service-actions where the response is GOOD status if when access controls are disabled. The
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difference in behavior is intended itis-tsed to inform the initiator application client that the LUN value remains as a
valid address for the logical unit.)

If the LUN value was assigned to a logical unit by an ACCESS CONTROL OUT command with ASSIGN PROXY

LUN service action, the access controls coordinator shall disallow access to the logical unit at this the specified
LUN value address-and-the-device-servershaltreturnr- GOOD-status.
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F.8 — Protocol Specific Data

There is a proliferation of protocol specific command and parameter data that is being piled in SPC. Access
controls is only the latest contributor to this onslaught.

The proposal here is to collect this data in a separate subclause in clause 8 by taking the following steps:

a) Create a subclause 8.x titled "Protocol specific parameters”;

b) Create a subclause 8.x.a titled "EXTENDED COPY target descriptors" and move all the protocol specific
target descriptors from their current location to 8.x.y;

c) Create a subclause 8.x.b titled "Mode pages" and move the Disconnect-Reconnect mode page plus the
two protocol specific mode pages to 8.x.b; and

d) Create a subclause 8.x.c titled "Access controls TransportIDs" containing the subclauses shown here as
8.99.99...
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Bit
Byte

7—‘6‘5‘4‘8‘2‘+‘9
0 | MSB
= aceessid T ESB |
16
23 Reserved

8.99 Protocol specific parameters

8.99.1 Protocol specific parameters introduction

Some commands use protocol specific information in their CDBs or parameter lists. This subclause describes
those protocol specific parameters. The descriptions in this subclause may be general, giving an overview to the
protocol specific parameters as applied to all protocols or the descriptions may be specific to usage in a specific
protocol. Each description includes a discussion of its scope.

In all cases, protocol specific parameter descriptions in a protocol standard (see 3.x.y) supersede descriptions for
the same parameters in this standard.

8.99.99 Access controls TransportID access identifiers
8.99.99.1 TransportID introduction
TransportIDs (see table 53) are a type of access identifier (see 5.99.2.2) used in ACL ACEs to allow logical unit

access to an initiator based on a protocol specific initiator device name, initiator port identifier, or initiator port name
belonging to that initiator.

Table t53 — TransportlD format

Bit
Byte 7 6 5 4 3 2 1 0
0 PROTOCOL CODE
1
Protocol Specific Data
23
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The PROTOCOL CODE field (see table 54) identifies the protocol to which the TransportID applies.

Table t54 — Protocol codes

Protocol Protocol
Code Protocol Standard Reference
00h SCSI over Fibre Channel FCP-2 8.99.99.2
01h Parallel SCSI SPI-4 8.99.99.3
02h-FFh Reserved

T10/01-268r0

8.99.99.2 TransportIDs for initiators using SCSI over Fibre Channel

A Fibre Channel TransportlDs (see table 55) is a type of access identifier (see 5.99.2.2) used in ACL ACEs to allow
logical unit access to a FCP-2 initiator based on the world wide unique initiator port name belonging to that initiator.

Table t55 — Fibre Channel TransportID format

Bit
Byte 7 6 5 4 3 2 1 0
0 PROTOCOL CODE (01h)
1 MSB
( ) Reserved —_—
7 (LSB)
8 MSB
( ) WORLD WIDE NAME — ]
15 (LSB)
16 MSB
( ) Reserved —]
23 (LSB)

The WORLD WIDE NAME field shall contain the port World Wide Name defined by the Physical Log In (PLOGI)
extended link service, defined in FC-FS.

A Fibre Channel TransportID allows the initiator specified by the world wide name access to the logical units
described in an ACE (see 5.99.2).
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8.99.99.3 TransportIDs for initiators using a parallel SCSI bus

A parallel SCSI bus TransportlDs (see table 56) is a type of access identifier (see 5.99.2.2) used in ACL ACEs to
allow logical unit access to a SPI-4 initiator based on the SCSI address of an initiator and the SCSI target device
relative port through which the initiator accesses the SCSI target device.

Table 156 — Parallel SCSI bus TransportlD format

Bit
Byte 7 6 5 4 3 2 1 0
0 PROTOCOL CODE (00h)
1 Reserved
2 MSB
( ) SCSI ADDRESS
3 (LSB)
4 MSB
( ) RELATIVE PORT IDENTIFIER
7 (LSB)
8 MSB
( ) Reserved

Bit
eI T 6 [ s | 4« 8 2 [+ | o
€] 06h
4+ Reserved
2 | MSB
3 [ sestaddress LESB
4 | MSB
2 - ot S—
8
23 Reserved

The scsi ADDRESS field indicates specifies the SCSI address (see SPI-4) of the initiator.

The RELATIVE PORT IDENTIFIER shalHintdicate field specifies the four-byte binary number identifying a specific port in
the SCSI target device relative to other ports. The relative port identifier value shall be one of the values returned in
the Device Identifier VPD page (see 8.z.z). {seeTable-1+75-0f-SPC-3+ev-0)—Therelative portidentifiesaSCSH

domainin-which-the-SCSHADDRESSHs-a-thigue-identifierof-a-SCStdevice: If the RELATIVE PORT IDENTIFIER does not

reference a port in the device, the TransportlD is invalid.
In order for a parallel SCSI bus TransportID to allow access to the logical units described in an ACE (see 5.99.2),

an initiator having the specified SCSI address shall access the SCSI target device via the port specified by the
relative port identifier.
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