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PUBLIC REVIEW COMMENT on NCITS 351 SPC-2
I ntroduction

VERITAS has decided to take the serious step of submitting a Public Review comment
on this draft standard because of experience gained in testing prototype equipment thet is
compatible with the Persstent Reservation requirementsin the SPC-2 draft along with
our clugtering gpplications.

Background

One of the mgor uses for the Persstent Reservations defined for the first time in SPC-2

is expected to bein clusters. VERITAS has a cluster gpplication that can support up to 32
nodes, and which assumes a Storage Area Network shared by dl of those nodesis used to
provide the connection to storage. VERITAS there intends to use Persstent Reservations
to provide controlled access from a subset of the nodesin each cluster to each storage
device, viaa Write Exclusve — Registrants Only Persstent Reservation. When the cluster



is created, each node will register with a set of storage devices as directed by the
management logic, and the reservation will be initiated.

Problem

When one of the nodesin the cluster is to be taken offline for maintenance, the shutdown
procedure will cause the node to remove its registration from its set of storage devices. If
this node was the one that origindly established the reservation, then the following text
from subclause 5.5.3.6.1 (page 32) applies.

When a reservation key has been removed, no information shall be reported for that unregistered
initiator in subsequent READ KEYS service action(s) until the initiator is registered again (see
5.5.3.4). Any persistent reservation associated with that unregistered initiator shall be released. If
that released persistent reservation was of the type Write Exclusive — Registrants Only or
Exclusive Access — Registrants Only the device server shall establish a unit attention condition or
all registered initiators other than the initiator that issued the PERSISTENT RESERVE OUT
command with PREEMPT or PREEMPT AND ABORT service action. The sense key shall be set
to UNIT ATTENTION and the additional sense data shall be set to RESERVATIONS RELEASED.

VERITAS has anumber of problems with both the definition and the text in this
paragraph, asfollows:

1) Thisdefinition has asgnificant impact on the remaining nodes in the cludter, each
of which now have to execute the following process:

a.  Respond to the resulting Unit Attention condition;

b. Clear the resulting Auto Contingent Allegiance condition;

c. Interact with the other nodes to determine which should reissue the
reservation;

d. Reissuethe Write Excdlusve — Regisrants Only Persgstent Reservation if
selected;

e. Communicate with al other nodes that the reservation has been re-
established;

f. Ressuedl of the commands that completed with ACA Active Satus.

2) Theend result of the processin 1) aboveisonly to recreate areservation thet is
amog identicd to the reservation that existed before the node was taken offline!

3) Theprocessin 1) aboveisasgnificant impediment to scaability. We are
attempting to expand our clustering products to support hundreds of nodes, and
tens of thousands of disk drives. For each node/disk pair the processin 1) above
has to be performed a a time when those nodes are under full load since a
configuration change is being processed and cluster resources are reduced. Note
that this happens even in the case of a graceful shutdown of anode.

4) Thereisatime period between steps a. and d. in the process described in 1) above
where an unregistered node can access the device and cause data corruption.

5) Thetext inthefirst paragraph under Problem above that states “If this node was
the one that origindly established the reservation” is actualy an assumption on
the part of VERITAS. The text in the quoted paragraph states “Any persistent
reservation associated with that unregistered initiator”. The verb *associated” isonly
used dsewhere in the Persistent Reservation section in terms of keys associated



with areservation. Elsewhere (e.g. in 5.5.3.3.3 b)), the text describes“ the initiator
that holds the persistent reservation”. |s the assumption correct?

Suggested Changes

VERITAS would like to amend the definition of the Registrants Only reservations such
that the reservation survives as long as there are regigtrations in place for that Logical
Unit. Thus even if the initiator that holds the reservation unregisters, the reservation
aurvives Thiswill convert the Regisirant Only reservations to a true peer basis, and will
mean that there is NO processing required on the remaining cluster nodes after anode
unregigters. There will aso be no time period during that process during which a
competing reservation can be established or data can be corrupted, and no Unit Attention
conditions have to be created.

Suggested text for the paragraph quoted from subclause 5.5.3.6.1 (page 32) aboveis.

When areservation key has been removed, no information shal be reported for that
unregistered initiator in subsequent READ KEY S service action(s) until the initiator is
registered again (see 5.5.3.4). Any Registrants Only persistent reservation held by that
unregistered initiator shal be released only when no other regigtrations exist for that
Logica Unit, otherwise the reservation shal not be effected. Any non Regigtrants Only
persstent reservation held by that unregistered initiator types held by that initiator shall
be released.

Also, the following additiond paragraph is suggested following the one above:

When a Regigrants Only persstent reservation continues after the initiator that originaly
created the reservation unregisters, the device server shdl report the reservation key of
any of the initiators with remaining regigrationsin aPERSISTENT RESERVE IN
command with aREAD RESERVATION sarvice action.



