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Abstract

ClusterFile Systemaareaversatile high performancdorm of distributedfile accessUnlike traditionaldistributedfile
systemsClusterFile Systemscanutilize StorageArea Networksto provide local file systemperformanceo dozens
or hundredof computers SymmetricSharedDisks File Systemsffer the addedbenefitof increasedscalabilityand
reliability becauseno single machineis responsibldor managingthe file system. For theseFile Systemso work,
they requirea globallock spacewhichis accessibléo all clients. Storagedevicesarea goodplaceto puttheselocks,
bothbecaus¢herehasalreadybeenalot of effort madeto make themreliable,andbecausguttingthelock spaceand
the dataon the samedevice reduceshe numberof fail-ablecomponentsn the CFS.Thefollowing is a proposalfor
theimplementatiorof the SCSIMemory Exportcommands It canbe usedaspartof a locking protocolto provide
a global lock spacefor a CFS. This paperdetailshow SCSIMemory Export behaves, how it is usedas a mutual
exclusionprimitive,andprovidesan exampleof its implementation.

This Document©)2000SistinaSoftware

Portions©2000University of Minnesota

Verbatimcopiesof this documenmay be redistributedfreely, eitherin paperform, or electronically For all other
usedfirst pleaseconsultthe authors.
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1 SCSIMemory Export and SCSIDevice Locks

The proposalfor SCSIMemory Export evolved from variousversionsof an earlier proposal, SCSI Device Locks.
Over severalyears the proposedSCSIDevice Lockshadgrown into acomplicatedsophisticatedocking mechanism
for clustermutualexclusion. Thoughvery powerful asa mutualexclusionlock, andasa detectoror clusterfailure,
device locks hadgrown very difficult to implement. To easethe difficulty of implementatiorandto encouragenore
vendorsto implementa clusterlocking method,we put forwardthis proposalasa replacemento the proposedSCSI
Device Locks.

SCSIMemory Exportis a genericspaceof memorybufferson SCSistoragedevices. Thesebuffersarereadable
and writable by clients using a Load Locked/StoreConditional mechanismenforcedby sequencenumbers. The
buffersareidentifiedwith 72-bit Logical Buffer Identifier, which is mappedo a physicalmemorybuffer onthe SCSI
device. Thesebuffersform a sparsespacenvheretherearemary morepossibleLogic Buffer Identifiersthanthereare
physicalmemorybuffers. But becaus®nly a smallpercentagef Logical Buffer Numbersareactive at a giventime,
aone-to-onanmappingcanbe maintained.

The Memory Exportspecificatiomallows SCSldevice vendorsto implementa relatively simple,genericprotocol
within the SCSldevice thatcanbe usedby client computersystemgo provide clusterwide locking semanticsAll of
the complexities of the locking areimplementedn theinitiators. Therefore future changeor enhancement® the
locking semanticareimplementedy modifying client softwareratherthanmodifying andretrofitting SCSlstorage
device firmware.

This specifications written from the perspectie of implementingclusterlocking servicesthoughSCSIMemory
Exportisn’t limited to just that. Any applicationthatrequiresmemoryto be sharedbetweeninitiatorson a SCSlbus
or SAN canbenefitfrom the Memory Exportcommands.

2 Memory Export Concepts
2.1 Lock Buffers

The SCSistoragedevice with SCSIMemory Exportprovidesbuffersof memoryto a of clustermachinesEachbuffer
is usedasa commonly-accessiblmemoryareato storestateassociatedvith particularlock.

2.2 Buffer IDs

TheBuffer ID (BID) is the 9-byteunsignedntegertag usedto identify a buffer. Sincethe buffer spaceds sparsethe
BID will be mappedo a physicalbuffer usinga hashtableor otherlookup scheme.The actualvalueof the BID is
opaqueto the DMEP device. It is justanarbitrarybit-stringto be usedasa labelfor buffers.

2.3 Physical Buffer Number

Thephysicalbuffer numberis anindex associateavith eachbuffer onthe storagedevice. Thisnumbemever changes,
evenif the Buffer ID changes.This numbercan be the orderin which the buffers are allocated,or their orderin
memory but it is not required.All thatis requiredis thatthe total buffers on the storagedevice have physicalbuffer
numbersfrom 0 to N-1, whereN is the numberof buffers, andthat the physicalbuffer numbersnever changewhile
thestoragedeviceis on.

PhysicalBuffers may be addedto a storagedevice, while running. Theseaddedbuffers have PhysicalBuffer
Numbersnumberedstartingatthelastbuffer numberplusone(N) to the new numberof physicalbuffers. Buffersmay
beaddedby vendordefinedinterfacesandby Memory ExportSelects.

2.4 Conditional Stores

The Memory Exportspecificationdefinesaway to do anatomicread-modify-writeoperationon a buffer. This allows
a clustermemberto readin thelock statefrom a buffer, modify thatlock state,andstoreit backoutto the Memory
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Exportdevice. It is necessaryhowever, thatthe operationbe implementedn two parts. Thereis a buffer load (read)
anda buffer store(write). (The modify parthappensvithin theinitiator.)

It is possible however, thatbetweerthetime acomputereadsa buffer, andwhenit storeshe modifiedbuffer, the
buffer might have beenchangedy a secondcomputer This specificatiorprovidesa mechanisnwhich preventsthe
first computerfrom overwriting the secondcomputers buffer andhencecorruptingthelock statein thatbuffer.

This mechanisnis aconditionalstore.Eachbuffer containsanincreasing4-bit sequenceumber If thesequence
numberpassedo thedrive aspartof the storeoperationis not equalto the sequence@umbercontainedn the physical
buffer, the storefails. The storeoperationalso passesn the numberof the physicalbuffer to be changed.If this
numberisn’'t the numberof the physicalbuffer thatthe BID is mappedo, the storefails. This ensureshatthe Logical
Buffer Numberto PhysicalBuffer numberassociatiorhasnt changedetweertheloadandstoreoperations.

Uponinitial creationof eachphysicalbuffer, the sequenc@umbershouldbesetto an64 bit pseudaandonwvalue.

2.5 In-Useand Just-CreatedBuffers

EachMemory Export Buffer device will supporta numberof buffers, someof which containrelevant data, while
otherscontainunuseddata,or areunused.Buffer which have beensuccessfullystoredwill take onthe characteristic
of being“In Use” until the aremarkedasbeingunused.If a Load commands issuedon a buffer thatis notIn Use,
thenthebuffer will take onthecharacteristiof being“JustCreated”.JustCreatechuffersremainonthe device sothat
the Storecommandhatfollows the Loadcommandcanhave a Sequenc&lumberandPhysicaBuffer Numbermatch.
Two subsequenibadsof JustCreatedBuffers that have not beenmadeln Useby a successfustoreshouldhave the
sameBuffer ID to PhysicalBuffer Numbermappingsolong asthe buffer remainsiustCreated.JustCreatedBuffers
canberemovedfrom thedevice arbitrarily if the buffersareneededor morerecentlycreatedouffers. In UseBuffers
shouldnot bereuseduntil markedunused.

2.6 Buffer Segments

To offer greaterflexibility and buffer isolation, someMemory Export devices may optionally implementmultiple

independenbuffer spaces. Thesebuffer segmentsoperatein completeisolation from eachother The numberof

buffersandsizeof eachbuffer canbe userspecifiedfor eachbuffer ssgment.Memory Exportdevicesmayimplement
asinglebuffer segment,or up to 256 buffer segments.

2.7 Full Buffer Space

Sincethe Memory Exportdevice cansupportmoreBuffer IDs thanit hasactualbuffer spacethe buffers storedmust
be keptin a sparseouffer arrangementActual buffersin the memoryof the storagedevice mustbe mappedo Buffer
IDs dynamically Whenall the available physicalbuffersarein use,the storagedevice is no longerableto mapary
morenew buffersuntil someof theusedonesarediscardedThe storagedevice indicateswith everytransactionhow
full theactualbuffer spacses.

2.8 Enable

If astoragedevice shouldhapperto be poweredoff or resetandthe stateof thememorycontainingthe buffersis lost,
theinitiatorsusingMemoryExportservicemustbeinformed.Beforeasegmentwill acceptary buffer loadsor stores,
it mustbe enabledwith a Memory Export Enablecommand. Therefore whenthe storagedevice is reset,it will no
longeracceptbuffer loadsor stores.This protectsary datalockedby thosebuffersfrom accidentatorruption.

3 The SCSIMemory Export Commands

The SCSIMemory Export Commandsare generic,low latengy operationswhich facilitate clusterlocking among
other services. Thereare two memoryExport SCSIcommandswith five definedserviceactionsto performloads,
stores buffer dumps,configurationsensesandconfigurationselects. The two Memory Export SCSIcommandsare
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| Code| ServiceAction | Description |
0 LOAD BUFFER Readthe stateof a singleMemory Exportbuffer off of thetarget
1 DUMP BUFFERS| Readalargechunkof the Memory Exportbuffer stateoff of thetarget
2 SENSECONFIG Reada sggmentMemaory Export Configurationoff of thetarget
3-31 Resered

Tablel: MEMORY EXPORT IN ServiceActions

|Byte,Bit|7 |6 |5 |4 |3 |2 |1 |O
0 OperationCode(85h)
1 Resered | ServiceAction
2 SggmentNumber
3 (MSB)
4
5
6 Buffer Number
7
8
9
10
11 ~ (LsB) |
12
13 Allocation Length
14
15 Control

Table2: MemoryExportin CDB

MEMORY EXPORT OUT for serviceactionssendingdatato the SCSldeviceandMEMORY EXPORT IN for service
actionspulling dataoff the SCSldevice. Thetwo SCSlcommandstructuresandfive Servicesareshovn below.

The procedureto changebuffer datainformationis this: First the client issuesthe load command fetchingthe
buffer stateinto memory The datareturnedincludesa 64-bit sequenceumberanda 64-bit physicalbuffer number
Theclientthenchangeshebuffer state(in awaythatis outsidethe scopeof this specification)andstoreshechanged
buffer, passingwith it the samephysicalbuffer numberandsequence@umber If the sequence&umberon the buffer
in the storagedevice is the sameasthe sequenc@umberpassedn by the client, andthe physicalbuffer numberfor
the buffer in the storagedevice is the sameasthe physicalbuffer numberpassedn by the client, thenthe storeis
successfulThis meanghatthe dataportion of the buffer is copiedinto the appropriatdocationin the device andthe
sequencaumberfor thatbuffer is incrementedlIf the storewasnotsuccessfula CheckConditionstatuss returned.

4 The SCSIMEMORY EXPORT IN Command

The MEMORY EXPORT IN commandcauseghetargetto reportdatato theinitiator. This datacanbe configuration
information,the contentsof a Memory Exportbuffer, or alarge chunkof the Memory Exportbuffer spaceasit exists
onthetarget. The MEMORY EXPORT IN commandcanreturndifferentdatadependingn the ServiceAction which
is specifiedn the CDB. TheseServiceActionsareshavn in Table1.
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4.1 The Memory Export In CDB
TheMemoryExportin commanchasa 16 byte CommandDescriptorBlock (CDB). It is shovn in Table2.

4.1.1 Operation Code
The proposedsCSlOperationcodefor Memory Exportin is 85h.

4.1.2 SewiceAction

This describesvhatMemory Exportactionis beingused.Dependingon the ServiceAction, someof the otherfields
of the CDB mayhave variablemeanings.

If theMemoryExportdevice recevesa MEMORY EXPORT IN commandwith a ServiceAction largerthan2, a
SCSICHECK CONDITION of ILLEGAL REQUEST s returnedwith ASC/Qof INVALID FIELD IN CDB (24h/0h)
andthe sensekey specificfield setto CC0001h.

If the Memory Export device recevesa MEMORY EXPORT IN commandwith a ServiceAction otherthan?2
addressinga segmentwhich hasnot beenconfigured,a SCSICHECK CONDITION of ILLEGAL REQUEST is
returnedwith ASC/Qof INVALID FIELD IN CDB (24h/0h)andthe sensekey specificfield setto CO0002h.

If the Memory Exportdevice recevesa MEMORY EXPORT IN commandwith a ServiceAction otherthan?2
addressin@ seggmentwhich hasnotbeenenableda SCSICHECK CONDITION of ILLEGAL REQUEST s returned
with ASC/Q of MEMORY EXPORT SEGMENTNOT ENABLED (04h/0Ah)andthe sensekey specificfield setto
Oh.

4.1.3 SegmentNumber

Thenumberof the sggmentin which thedesiredbuffer resides.

4.1.4 Buffer Number

This is the 72-bit numberof the buffer on which to operate.In the caseof Memory Export Load serviceactionsthis
representshe Logical Buffer ID. In the caseof Memory Export Dump Buffer actions,this field targetsa Physical
Buffer number SincePhysicalBuffer Numbersare 64 bit values,the first byte of this field is ignoredon Memory
ExportDumpBuffer actions.

4.1.5 Allocation Length

The Allocation Lengthspecifiesthe maximumnumberof bytesthatthe Memory Export device shouldreturnto the
client.

4.2 The Memory Export Load Service Action and Parameter Data Format

The Load serviceactionallows aninitiator to readthe currentstateof a buffer on the Memory Exportdevice along
with its associatedheaderinformation. The headerinformationis necessaryf the initiator thentries to changethe
buffer statewith a Storeaction. The Memory ExportLoad actionusesthe Memory Exportin CDB asshown in table
2.

Service Action The ServiceAction codefor the Load Buffer Commands 0.

Buffer Number The Buffer Numberfield is usedto storethe Buffer ID of the buffer which is to be returnedto the
initiator.

SegmentNumber Thenumberof the sggmentin whichthe addressetiuffersreside.

Allocation Length Themaximumlength,in bytes,to bereturned.The Allocation Lengthshallbe atleast3 bytes.
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The ParameteiDataFormatfor the MemoryExportLoadis shovn in Table3. The PDF of theload operationhas
exactly thesameformatasthe PDFfor the storeoperation.The contentsof thesefieldsare:
4.2.1 Length

Thenumberof bytesthatshouldbereturnedby a Loadaction. (24 + sgmentdatasize)

4.2.2 SewiceAction

The ServiceAction codefor the Load Buffer Commands 0.

4.2.3 In Use

This field indicateswhethera buffer is in use. Buffers not in usecanbe reclaimedby the storagedevice for useas
otherbuffer IDs. In orderto deallocatea buffer andmake it eligible to be reclaimedby the storagedevice, a client
systemwill issuea storecommandwith the In Usebit setto zero.

4.2.4 Fullness

Thisfield indicateswhat portion of the actualbuffer spaceis filled. Thesebuffersaremarkedwith the’ln Use’ Flag.
TheFullnessindicateshow full the buffer spaces scaledo fit in a 8-bit quantity with FFhindicatingthe buffer space
is completelyfull, and0Ohindicatingthatnoneof the buffer spacds used.

4.2.5 Physical Buffer Number

Thisfield is a PhysicalBuffer Numberfor the buffer on the storagedevice in which the buffer datais stored.

4.2.6 SequenceNumber

This numberis incrementeddvery time the buffer is successfullystored. This preventsa client computerfrom over
writing bufferswhich arein anunknaown state.Uponinitial allocationof a physicalbuffer, thesequenceumbershould
besetto a pseudaandomvalue.

4.2.7 Data

This is the actualbuffer which is beingaccessedThe storagedevice knows nothingaboutwhatis in the buffer. It is
simply abunchof bytes.

4.3 The Memory Export Dump Buffers Service Action

The Memory Export Dump Buffer ServiceAction is necessaryor lock recovery. It simply dumpsout buffersbased
ontheir PhysicalBuffer Numberandnot on the Buffer ID. The commandeturnsa bunchof buffersstartingwith the
PhysicalBuffer Number anddumpsasmary buffersasit canfit within Allocation LengthBytes. The Dump Buffer
commandeturnsonly In-Usebuffersthatresidein the ssgmentnumberthatis specifiedn the CDB. The MEMORY
EXPORT IN CDB fieldsshouldbeinterpretedasfollows, for all Dump Buffer commands.

Sewice Action TheServiceAction codefor the Dump Buffer Commands 1.

Buffer Number TheBuffer Numberfield is usedto storethe PhysicaBuffer Numberatwhich thedumpshouldstart.
Thefirst byte of the Buffer numberis ignoredby the SCSldevice in the caseof Memory Export Dump Buffer
actions.

If the Memory Export device recevesa MEMORY EXPORI Dump Buffer commandaddressing Physical
Buffer Numberwhich doesnt exist, a SCSICHECK CONDITION of ILLEGAL REQUEST is returnedwith
ASC/Qof INVALID FIELD IN CDB (24h/0Oh)andthe sensekey specificfield setto CO0004h.
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| Byte,Bit | 7 | 6 | 5 | 4 | 3 | 2 [ 1 | 0 |
0 (MSB)
1 Length(n)
2 (LSB)
3 Resered | ServiceAction (0)
4 InUse | Resered
5 Fullness
6
= Resered
8 (MSB)
Sequenc&lumber
15 (LSB)
16 (MSB)
PhysicalBuffer Number
23 (LSB)
24
Data
n

Table3: Memory ExportLoad ParameteDataFormat

SegmentNumber Thenumberof the sggmentin whichthe addressetluffersreside.

Allocation Length The maximumlength,in bytes,thatthe device shallreturn. The Allocation Lengthshouldbe at
least8 bytes.

The ParameteDataFormatof the DumpBuffer Commands show in table4. Its partsare:

4.3.1 ReturnedByte count

The numberof bytesthatarereturnedby the Dump PDE This will usuallybethe Allocation Lengthroundeddown
to matchthe sizeof returnedbuffers. However, if thereturnedPhysicalBuffersareatthe endof the storagedevice’s
list of buffers,or not mary buffersarein useon the storagedevice, theremay not be enoughremainingbuffersto fill
therequestedllocationlength. Therefore this numbercould befar smallerthanthe allocationlengthspecifiedn the
CDB.

It is veryimportantthatthewritersof initiator softwarealwayssetthe Allocation Lengthto atleast8 to getatleast
thesefirst 8 headeilike bytes. If the allocationlengthis not large enoughto returna single buffer, zerobuffers are
returned.

Thefirst physicalbuffer thatis returnedn the PDFwill bethefirst“In Use”buffer having aphysicalbuffer number
thatis greaterthanor equalto the physicalbuffer numberthatis specifiedn the CDB.

If themorebit in the PDFis set,this indicatesthatthe entire CDB allocationlengthhasbeenfilled with returned
buffers, and that there are more buffers on the storagedevice that can be dumpedby issuinga subsequentump
commandAnotherdumpcommandshouldbeissuedspecifyingthe physicalbuffer numberof thelastbuffer thatwas
returnedn the PDFplusone.

If themorebit is not set,thenthereareno morebuffersto bereturnedwith a buffer numbergreaterthanthe last
buffer numberthatwasreturnedn the PDF In this case anothedumpcommands notnecessary

Also, if the returnedbyte countis 8, thereare no more buffersto be returnedwith a buffer numberthat this is
greaterthanor equalto the buffer numberspecifiedn the CDB. In this case the morebit will alsobezero.
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4.3.2 sewviceAction

The ServiceAction codefor the DumpBuffer Commands 1.

4.3.3 More

This bit indicatesthatthereareadditionalln Usephysicalbuffers on the Segmentbeyond the last buffer returnedin
theDumpPDE

4.3.4 Buffer ID 1
TheBuffer ID of thefirst PhysicalBuffer returned.

4.3.5 Physical Buffer Number 1
The PhysicalBuffer Numberof thefirst Physicalbuffer returned.

4.3.6 SequenceNumber 1

The Sequenc&lumberof thefirst Physicalbuffer returned.

4.3.7 Datal
The Buffer Dataof thefirst PhysicalBuffer returned.

4.3.8 Following Fields

Thefirst buffer returneds thebuffer with the PhysicaBuffer Numberaddressetly theCDB. Thefollowing buffersare

the numericallysequentiaPhysicalBuffers, basedon the PhysicalBuffer Number Only In-Usebuffersarereturned
in the eventof a Dump Buffers command.At the beginning of every buffer headeiis a resenedfield. This ensures
thatthe dumpbuffer PDFis 32-bitalignedin all casegshatthe buffer sizeis even.

4.4 The SenseConfiguration Sewice Action

The Memory Export Protocolis a very genericandversatileProtocol. Varioususersof the protocolmight have very
differentneedsfor the size of eachbuffer, andthe numberof buffers thatthey use. For that reason.eachsegment
canbe configuredseparately The Memory Export SenseConfigurationactionreportsthe currentconfigurationof a
segmentto theinitiator.

Theformatof the Memory Export SenseConfigurationcommands shavn below in table5. The Memory Export
In CDB for a SenseConfigurationcommands interpretedasfollows.

Service Action The ServiceAction codefor the SenseConfigurationCommands 2.
Buffer Number TheBuffer Numberfield is ignoredfor SenseConfigurationCommands.
SegmentNumber Thenumberof the segmentfor which the configurationinformationshouldbereturned.

Allocation Length Themaximumlength,in bytes,thatthe device shallreturn.

4.4.1 Length
Thisis thelengthof the SENSECONFIGURATION PDFE
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|Byte,Bit|7 |6 |5 |4 |3 |2 |1 |O
g ReturnedByte Count
3 Resered | ServiceAction (1)
4 More | Resered
5
R d
= esere
8
10 Resered
11
9 BufferID 1
20 Sequencé&lumberl
27
gg PhysicaBuffer Numberl
36
Datal
n
n+1 Resered
n+3
n+4
15 Buffer ID 2
DataM
m*n

Table4: DumpBuffer PDF

| Byte,Bit | 7 | 6 | 5 | 4 | 3 | 2 [ 1 | 0
0 (MSB)
1 Length
2 (LSB)
3 Resered | Action (2)
4 Numberof Segments
5 Maximum SupportedSegments
6
= Resered
8 (MSB)
Numberof Buffersfor Segment
15 (LSB)
16 (MSB)
17 DataSizefor Segment
18 (LSB)
19 Resered

Table5: Memory ExportSenseConfigurationParameteDataFormat
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| Code|  ServiceAction | Description |
0 STOREBUFFER Changehesstateof a singleMemoryExportbuffer on thetarget
1 Resered
2 SELECTCONFIG Setthe Memory ExportConfigurationof thetarget
3 ENABLE SEGMENT Activatea Memory Exportsegmenton thetarget
4-31 Resered

Table6: MEMORY EXPORI OUT ServiceActions

4.4.2 SewiceAction

The ServiceAction codefor SenseConfigurationis 2.

4.4.3 Number of Segments

Thenumberof segmentson the Memory Exportdevice currentlyconfiguredwith atleastl buffer of sizegreaterthan
0 bytes.Thesearenot necessarilysequentialanddo not necessarilystartwith segmentO.

4.4.4 Maximum Supported Segments

The Maximum numberof Segmentssupporteddy the Memory Exportdevice minusone. (For example,a Maximum
SupportedSggmentsfield of OFhindicatesthat16 segmentsaresupported.)

4.4.5 Number of Buffers
Thenumberof Memory Exportbuffersin the sgmentidentifiedby the SegmentNumberin the CDB.

4.4.6 Data Size
Thelength,in bytes,of eachMemoryExportBuffer in the segmentidentifiedby the SegmentNumberin the CDB.

5 The MEMORY EXPORT OUT Command

TheMEMORY EXPORTI OUT commandllowstheintiatorto configureaMemoryExportdevice,andto write buffers
to thedevice. Theallowedserviceactionsfor the MEORY EXPORT OUT commancdareshaw in table6.

5.1 The Memory Export Out CDB
The partsof the Memory ExportOut CDB areshawn in Table7, they are:

5.1.1 Operation Code
The proposedsCSIOperationcodefor Memory ExportOutis 89h.

5.1.2 Sewice Action

This describesvhatMemory Exportactionis beingused.The possiblevaluesfor this areshavn in Table??.

5.1.3 SegmentNumber

Thenumberof the segmentin which the desiredbuffer resides.
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| Byte,Bit | 7 | 6 | 5 | 4 | 3 | 2 [ 1 | 0 |
0 OperationCode(89h)
1 Resered | ServiceAction
2 SggmentNumber
3 (MSB)
4
5
6 Buffer Number
7
8
9
10
11 (LSB)
12
13 Parametet_ength
14
15 Control

Table7: MemoryExportOut CDB

5.1.4 Buffer Number

This 72-bit numberof the buffer to beactedupon. In the caseof Storesthis indicateshelogical buffer numberof the
buffer onwhichto operate.

5.1.5 Parameter Length

The Parametetengthspecifieghe numberof bytesthattheinitiator sendso the Memory ExportDevice.

If the MemoryExportdevice recevesa MEMORY EXPORT OUT commandwith a ServiceAction of 1 or larger
than3,aSCSICHECK CONDITION of ILLEGAL REQUEST s returnedwith ASC/Qof INVALID FIELD IN CDB
(24h/0h)andthe sensekey specificfield setto CC0001h.

If the Memory Export device recevesa MEMORY EXPORI OUT commandwith a ServiceAction otherthan
2 addressing sggmentwhich hasnot beenconfigured,a SCSICHECK CONDITION of ILLEGAL REQUEST is
returnedwith ASC/Qof INVALID FIELD IN CDB (24h/0h)andthe sensekey specificfield setto CO0002h.

5.2 The Memory Export Store Sewice Action and Parameter Data Format

The Storeactionallows aninitiator to write stateto a new buffer, or to modify the stateof an existing buffer. For a
Storeactionto succeedtheinitiator mustprovide input parameterghat matchthe outputheadeiinformationreturned
by aLoadaction.Otherwisea SCSIcheckconditionis returned.The Storeactionusesthe Memory ExportOut CDB.

Service Action TheServiceAction codefor the StoreBuffer Commands O.

Buffer Number The Buffer Numberfield is usedto storethe Buffer ID of the buffer which is addressedy the
initiator.
If the Memory Export device recevesa MEMORY EXPORT Storecommandaddressing Buffer thatis not

In Use or JustCreated,a SCSICHECK CONDITION of ILLEGAL REQUEST is returnedwith ASC/Q of
BUFFERID NEVER LOADED (26h/10h)andthesensekey specificfield setto CO0003h.

SegmentNumber Thenumberof the sggmentin whichthe addressetluffersreside.
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If the Memory Exportdevice recevesa MEMORY EXPORT Storecommandaddressing sggmentwhich has
notbeerenabledaSCSICHECK CONDITION of ILLEGAL REQUESTis returnedvith ASC/Qof MEMORY
EXPORI SEGMENTNOT ENABLED (04h/0Ah)andthe sensekey specificfield setto Oh.

Parameter Length Thelength,in bytes,of the Parametedatasentto the Memory Exportdevice. This field should
be 24 bytesplusthe segmentdatasizewhena buffer is beingstored,and24 byteswhena buffer is beingfreed.

If the In UseBit is setandthe Parameter_engthis not equalto the datasize for the addressedeggmentplus
24,a SCSICHECK CONDITION of ILLEGAL REQUEST is returnedwith ASC/Q of PARAMETER LIST
LENGTH ERROR (1Ah/0Oh)andthe sensekey specificfield setto 800000h.

If the In Use Bit is not setand the Parameter_engthis not equalto 24, a SCSICHECK CONDITION of
ILLEGAL REQUEST is returnedwith ASC/Q of PARAMETER LIST LENGTH ERROR (1Ah/Oh) andthe
sensekey specificfield setto 800000h.

The ParameterData format for the Memory Export Storeactionis shavn in Table8. The PDF for the Store
operationis thesameformatasthe PDFfor the Load operationexceptthatthe Fullnessfield is ignored. Thefields of
theseformatsare:

5.2.1 Length
Thenumberof bytessentin thePDFE

5.2.2 SewiceAction

The ServiceAction codefor the StoreBuffer Commands 0.

5.2.3 In Use

This field indicateswhethera buffer is in use. Buffers not in usecanbe reclaimedby the storagedevice for useas
otherbuffer IDs. In orderto deallocatea buffer andmake it eligible to be reclaimedby the storagedevice, a client
systemwill issuea storecommandwith the In Usebit setto zero.

5.2.4 Physical Buffer Number

Thisfield is a PhysicalBuffer Numberfor the buffer on the storagedevice in which the buffer datais stored.If this
doesnot matchthe PBN associatedvith the PBN on the Memory Export Device, a SCSICHECK CONDITION of
MISCOMPARE is returnedwith ASC/Q of BUFFERNUMBER ERROR (26h/0Fh).

5.2.5 SequenceNumber

Thisnumberis incrementedverytime thebufferis successfullystored. This preventsaclientcomputefrom overwrit-
ing bufferswhich arein anunknown state.Uponinitial allocationof a physicalbuffer, the sequenceumbershouldbe
setto a pseudaandomvalue. If this doesnot matchthe Sequenc&lumberassociatedvith the Buffer Numberon the
Memory Export Device,a SCSICHECK CONDITION of MISCOMPARE is returnedwith ASC/Q of SEQUENCE
NUMBER ERROR (26h/0Eh).

5.2.6 Data

This is the actualbuffer which is beingaccessedThe storagedevice knows nothingaboutwhatis in the buffer. It is
simply abunchof bytes.
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| Byte,Bit | 7 | 6 | 5 | 4 | 3 | 2 [ 1 | 0 |
0 (MSB)
1 Length(n)
2 (LSB)
3 Resered | ServiceAction (0)
4 InUse | Resered
5
= Resered
8 (MSB)
Sequenc®&umber
15 (LSB)
16 (MSB)
PhysicalBuffer Number
23 (LSB)
24
Data
n

Table8: Memory Export StoreParameteiFormat

5.3 The Memory Export SelectConfiguration Command

The Memory Export Protocolis a very genericandversatileProtocol. Varioususersof the protocolmight have very
differentneeddor the sizeof eachbuffer, andthe numberof buffersthatthey use.For thatreasongachsegmentcan
be configuredseparatelyThe Memory Export Selectactionchangeshe configurationof a segment.

Sggmentsareunconfiguredtpower-ontime for theMemoryExportDevice. They effectively have 0 buffersof size
0 bytes.If anunconfiguredsegmentis targetedby a SelectConfigcommandit is configuredandcanbe subsequently
enabledandused. If analreadyconfiguredsegmentis tarmgetedby a SelectConfig commandwith the sameBuffer
SizeandNumberof Buffersdimensionsasit previously supportedthe contentsf the buffersareclearedandall are
markedasunusedIf anexisting sggmentis thetargetof a SelectConfigcommandwith differing dimensionsthenthe
existing buffersareall removed,andnew buffersof the new sizeareallocated.

In the event that a segmentis targetedwith a SelectConfigurationcommandwhich attemptsto allocatemore
buffersthancanbe allocatedfrom the availableresource®n the Memory Export device, the device createsasmary
buffersaspossibleof the Buffer Sizerequestedn the ParameteData. If therearenot enoughresourcesvailablefor
evenasinglebuffer of therequesteduffer Size,then0 buffersarecreatedIf the Selectcommandndicates0 buffers
of size0 bytes,thenthe sggmentis returnedo the unconfiguredstate.

Wheneeraseggments configuratiorhaschangedit cannotbeaddressetly MemoryExportLoad, Store,or Dump
commandsuntil it hasbeenenabledwith the Memory Export Enableaction. This preventsbuffer sizefrom changing
andstatefrom beingremoved,without theinitiatorsbeingawareof the change.

When a Memory Export SelectConfigurationcommandis issuedto the Memory Export device, the sggment
addressedh theMEMORY EXPORT OUT CDB will beconfiguredbertheparametedata. Theformatof theMemory
ExportSelectcommandparametedatais shavn below in table9. The MEMORY EXPORT OUT CDB fieldsshould
beinterpretedasfollows for all SelectConfigurationCommands.

Sewice Action TheServiceAction codefor the SelectConfigurationCommands 2.
Buffer Number TheBuffer Numberfield is ignoredfor SelectConfigurationCommand.
SegmentNumber Thenumberof the sggmentfor which the configurationinformationshouldbe changed.

Parameter Length The length, in bytes,of the parametedata. If the Parameteri_engthis not 18 bytes,a SCSI
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| Byte,Bit | 7 | 6 | 5 | 4 | 3 | 2 [ 1 | 0 |
0 (MSB)
1 Length
2 (LSB)
3 Resered | ServiceAction (2)
4
5 Resered
6
= Resered
8 (MSB)
Numberof Buffersfor Segment
15 (LSB)
16 (MSB)
17 DataSizefor Segment
18 (LSB)
19 Resered

Table9: Memory ExportSelectParameteDataFormat

CHECK CONDITION is returnedwith ASC/Q of PARAMETER LIST LENGTH ERROR (1Ah/0Oh) andthe
sensekey specificfield setto 800000h.

5.3.1 Length
Thisfield is the numberof bytessentin the PDF

5.3.2 Sewice Action

The ServiceAction codefor SelectConfigurationis 2.

5.3.3 Number of Buffers

Thenumberof MemoryExportbuffersin thesegmentidentifiedby the SegmentNumberin the CDB. If theNumberof
Buffersfeild is 0 andthe Datasizefield is not 0, a SCSICHECK CONDITION is returnedwith ASC/Qof INVALID
FIELD IN PARAMETER LIST (26h/0h)with the sensekey specificfield setto 800008h.

5.3.4 DataSize

Thelength,in bytes,of eachMemory Export Buffer in the segmentidentifiedby the SegmentNumberin the CDB.
If the DataSizefeild is 0 andthe Numberof Buffersfield is not 0, a SCSICHECK CONDITION is returnedwith
ASC/Qof INVALID FIELD IN PARAMETER LIST (26h/Oh)with the sensekey specificfield setto 800010h.

5.4 The Enable Segmentcommand

The EnableServiceAction activatesa segmentsothatit may receve Memory Export LOAD, STORE, and DUMP
actions. Any attemptto Issuethesecommandso segmentsthat have not beenenabledwill returna SCSIcheck
condition. A sggmentmaynot be enabledunlessit hasbeenconfiguredby a SELECTCONFIGURATION first. Any
Enablecommandecevedonanon-configuredegmentwill returnaSCSlcheckcondition. TheMEMORY EXPORT
OUT CDB feilds shouldbeinterpretedasfollows for all EnableSegmentcommands.
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| Condition | Conditionhandling
Pawver Cycle IssueUnit Attention: Power On for all initiators
All buffersarezeroed
SCSIReset* Buffersnot affected

BusDevice Reset* Buffersnot affected
TaskManagement* | Buffersnotaffected
TargetReset

Table10: MemoryExportPaver Cycles,andResets* ParallelSCSlonly, ** Fibre Channelonly

SenseKey Additional Sense ASCQ | Description

05h 04h 0Ah Memory Exportsegmentnot enabled

05h 26h 10h BID neverloaded

OEh 26h OEh Sequenc®&umberError

OEh 26h OFh Buffer NumberError

06h 2Ah 06h Memory ExportParameteréiave Changed

Table11: SCSICheckConditionsSenseQualifiersfor Memory ExportOut commands

Service Action The ServiceAction codefor the EnableSegmentCommands 3.
Buffer Number TheBuffer Numberfield is ignoredfor the EnableSegmentCommand.
SegmentNumber Thenumberof the sggmentwhichis to be Enabled.

Parameter Length Thelength,in bytes,of the parametedata,whichis 0.

5.5 Exception Handling

SCSilresetsshallnot clearMemory ExportBuffers. Thisis shavnin Table10.

6 RAID Controller SparseMemory Export Spacelmplementation

ModernRAID Controllersprovide the ability to supportup to onegigabyteor moreof installedmemory This large
memoryspaceis typically usedby the RAID controllerasa logical block datacache. RAID controllerscantheo-
retically preallocatea portion of this memoryspaceto provide a large numberof Memory Export buffers. Within
mostRAID controllerimplementationsit shouldbe possibleto provide hundredsof thousandf physicalbuffers
with virtually noimpacton RAID controllerperformanceThefollowing discussiordescribe®oneapproacho sparse
Memory Export Buffer implementatiorwithin a RAID controller Otherimplementationsre possiblethat may be
moresuitedto differentRAID controllerarchitectures.

6.1 ProcessingMemory Export commands

Whena storagedevice recevesa Memory Export Load command,it mustfirst look throughit’s table of “In Use”
Memory ExportBuffersto seeif the Buffer ID is alreadyin use.If the BID is alreadyin usethe buffer is returnedto
theinitiator.

If the BID is not alreadyin use,thena buffer mustbe removed from the free list. Sincea storeoperationhas
not yet beenperformed,andthe “In Use” flag is not set, the buffer is still not really used. However, the BID must
be concretelymappedto a PhysicalBuffer ID so thatthe subsequeniviemory Export Storecommandcansucceed.
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Thereforethe Buffer is placedon the“JustCreated’list. Thislist canbealinearlist, a hashtable,or any otherquick
look-updatastructure.

Whena Buffer in the JustCreatedList is actedon by a Memory Export Store,andthe In-Usebit is set,the buffer
is movedto theregular“in use”buffer table.If abufferin the JustCreatedist is notaddressefbr a periodof time it
mustbereturnedto the free bufferslist. This preventsthe just createdist from growing too large andincreasinghe
durationof searchindgor Buffers. Also, if thereareno availablebuffersonthefreebufferslist, the storagedevice may
reclaimbuffersfrom the“Just Created"ist.

The*JustCreated'list canbe avoidedif theentirefreelist is implementedasa hashtable,thusreducingthetime
to look up a Buffer ID. Eachchain,or perhapghe wholetable,mustbereusedn LeastRecentlyUsedorder, sothat
machinecansenda storeafteraload, beforethe hashtableis emptied.In this caseit is not necessaryo implementa
timeoutstrat@y in orderto remove stalebuffersfrom ajust createdist.

Alternatelyajustcreatedist canbeasmallhashtablewith few buckets.Whenaloadcommands recevedandthe
freelist is empty a buffer maybe pulled out of thejust createdist andassociatedvith the new Buffer ID suppliedin
theloadcommandNotethatthe buffer will loseit’s original Buffer ID associationFor this reasontheleastrecently
usedbuffer shouldbe targetedfor this reassignmentThe buffer is thenplacedbackinto the appropriatenashbucket
of thejust createdist.

6.2 Mapping of Buffer IDs to Physical Buffers

Buffer IDs (BIDs) thatarepassedn the CDB to the storagedevice mustbe mappedo physicalbuffer structuresvithin

the storagedevice. If the Buffer structuredoesnot exist, it mustbe createdby the storagedevice. The BID is stored
to enablelookup of the buffer structure.Subsequentlemory Exportoperationscanthenlook up the physicalbuffer
structureby usingthe BID thatis inputin the CDB.

6.3 Buffer Spacelnitial Allocation

Thenumberof buffersandtheir sizeis setby the Memory ExportSelectConfigasis shovn in Table9. If theproduct
of thesetwo variablesexceedghe memoryallowedby the RAID controller, the DataSizemustobey the modeselect
if possible,andthe numberof bufferswill be aslarge asis possiblegiven the constraintof DataSize. The RAID
device shouldhave aninterfacewith which theusercansethow muchof the device’s memoryshouldbe availablefor
Memory Exportbuffers. Thisinterfaceis up to theimplementorandshouldbe similar to otherconfigurationrmethods
availableonthatstoragedevice. The device canoptionallyseta limit to how muchmemorycanbe madeavailablefor
Memory Exportbuffers.

6.4 Buffer Structure Organization

Upon completionof power-up, or after receiptof a SelectConfig commandio setMemory Export parametersthe
RAID controllercreatesa freelist thatcontainsmemorythatis usedfor dynamiccreationof buffer structures.This
buffer structureconsistsof the BID, sequenc@umber buffer data,andalink pointerto link the structureinto a hash
table. The hashtableis simply anarrayof pointersthatpointto alinkedlist of buffer structuresBuffer structuresare
insertednto thelinkedlist attheappropriatearrayindex thatis derivedasaresultof mappingthe BID to ahashtable
index. Theimplementatiorof a physicalBuffer spacas shavn in figure 1.

6.5 Efficiency of Memory Allocation

In orderto provide good performanceMemory Exportoperationseedto be executedwith minimal lateng. There-
fore,allocationanddeallocatiorof buffer structureshouldbe performedvery efficiently. Functionghatperformheap
allocationsuchas malloc andfree shouldbe avoided dueto extremely high overhead.Preallocationof memoryto
supporttherequirednumberof buffers,or afastslabmemoryallocationschemeshouldbe considered.
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6.6 Buffer Data Structur e Deallocation

A physicalbuffer structurecanonly be deallocatedf it is markedasunused Upondeallocationthe buffer structures
removedfrom thein usebuffer table,or justcreatedist, andplacedonthefreelist. Theoperationof moving the buffer
structurefrom the in usebuffer tableto the freelist consistsof a remqueto remove the buffer from thein usebuffer
table,followedby aninsqueto insertthe buffer on the freelist. Thisis avery low overheadoperationandtherefore
may be preferableto leaving the buffer datastructurein thetableandreusingor reclaimingit atalatertime.

6.7 Full Memory Export Space

In the event that a Memory Export operationis requestedandit is not possibleto allocatea buffer structure,the
RAID controllerwill normally indicatethis by settingthe “full” field in the PDF to indicatethatthe memoryexport
buffer spacas full andthatmemoryresourcesrenotavailableto satisfythe requestThe MemoryExportactionwill
fail. Returninga “full” field of OXxFF, andzerofor all other PDF fields. Note thatthe “Full Memory Export Space”
conditionis reportedon a per sggmentbasis. Upon noticing the “full” indicationin the PDF, the client will issuean
out of bandrequestso otherclientsrequestinghatthey dropbuffers. Theclientswill thenreleasebuffersby marking
themunusedandthe buffer spaceof the storagedevice will returnto a“not full” condition. The original client will
thenre-issugherequesthatpreviously failed.
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Buffer Data Structure (BDS)

0 = BDS > BDS |-~ BDS [
2 = BDS > PBN
3 = BDS [ BDS > BID
g . SEQ
5 = BDS > DATA
6 = BDS — BDS -~ BDS >
7 =

= BDS >
n (= BDS = BDS [ BDS [—= BDS —

BDS Free List— BDS [— BDS — BDS —*1 BDS [ BDS —>

BDS Just Created List—1 BDS — BDS —1 BDS — BDS —

> Each BDS contains a link, Physical Buffer Number (PBN), Buffer ID (BID),
Sequence Number (SEQ), and Data.

> To locate a BDS, the storage device will hash the BID supplied by the CDB
to find the hash table index, and then traverse the list until the BDS is found.

> |f the BDS is not found, the Just Created List is searched.

> |f the BDS is still not found, one is allocated from the free list and placed on
the Just Created List.

> A newly created BDS is moved from the Just Created List to the hash table
upon receipt of a successful store command with the In Use bit set.

> To improve performance the Just Created List can also be implemented as
a hash table.

> The BDS will be removed from the hash table or the Just Created List on a
successful store on that BID with the In Use bit set to O.

Figurel: A depictionof physicalbuffer datastructuresstoredin a hashtable.
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