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Abstract

ClusterFile Systemsareaversatile,highperformanceform of distributedfile access.Unliketraditionaldistributedfile
systems,ClusterFile Systemscanutilize StorageAreaNetworks to provide local file systemperformanceto dozens
or hundredsof computers.SymmetricSharedDisksFile Systemsoffer theaddedbenefitof increasedscalabilityand
reliability becauseno singlemachineis responsiblefor managingthe file system. For theseFile Systemsto work,
they requirea globallock spacewhich is accessibleto all clients.Storagedevicesarea goodplaceto put theselocks,
bothbecausetherehasalreadybeena lot of effort madeto makethemreliable,andbecauseputtingthelock spaceand
thedataon thesamedevice reducesthenumberof fail-ablecomponentsin theCFS.Thefollowing is a proposalfor
the implementationof the SCSIMemory Export commands.It canbe usedaspart of a locking protocolto provide
a global lock spacefor a CFS.This paperdetailshow SCSIMemory Export behaves,how it is usedasa mutual
exclusionprimitive,andprovidesanexampleof its implementation.
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1 SCSI Memory Export and SCSI DeviceLocks

The proposalfor SCSIMemory Export evolved from variousversionsof an earlierproposal,SCSIDevice Locks.
Overseveralyears,theproposedSCSIDeviceLockshadgrown into acomplicated,sophisticatedlocking mechanism
for clustermutualexclusion. Thoughvery powerful asa mutualexclusionlock, andasa detectoror clusterfailure,
device lockshadgrown very difficult to implement.To easethedifficulty of implementationandto encouragemore
vendorsto implementa clusterlocking method,we put forwardthis proposalasa replacementto theproposedSCSI
DeviceLocks.

SCSIMemoryExport is a genericspaceof memorybufferson SCSIstoragedevices. Thesebuffersarereadable
and writable by clients using a Load Locked/StoreConditionalmechanismenforcedby sequencenumbers. The
buffersareidentifiedwith 72-bit Logical Buffer Identifier, which is mappedto a physicalmemorybuffer on theSCSI
device. Thesebuffersform a sparsespacewheretherearemany morepossibleLogic Buffer Identifiersthanthereare
physicalmemorybuffers. But becauseonly a smallpercentageof Logical Buffer Numbersareactive at a giventime,
a one-to-onemappingcanbemaintained.

TheMemoryExportspecificationallows SCSIdevice vendorsto implementa relatively simple,genericprotocol
within theSCSIdevice thatcanbeusedby client computersystemsto providecluster-wide locking semantics.All of
the complexities of the locking areimplementedin the initiators. Therefore,future changesor enhancementsto the
locking semanticsareimplementedby modifying client softwareratherthanmodifying andretrofittingSCSIstorage
devicefirmware.

This specificationis written from theperspectiveof implementingclusterlocking services,thoughSCSIMemory
Export isn’t limited to just that. Any applicationthatrequiresmemoryto besharedbetweeninitiatorson a SCSIbus
or SAN canbenefitfrom theMemoryExportcommands.

2 Memory Export Concepts

2.1 Lock Buffers

TheSCSIstoragedevicewith SCSIMemoryExportprovidesbuffersof memoryto aof clustermachines.Eachbuffer
is usedasa commonly-accessiblememoryareato storestateassociatedwith particularlock.

2.2 Buffer IDs

TheBuffer ID (BID) is the9-byteunsignedintegertagusedto identify a buffer. Sincethebuffer spaceis sparse,the
BID will be mappedto a physicalbuffer usinga hashtableor otherlookupscheme.Theactualvalueof the BID is
opaqueto theDMEPdevice. It is just anarbitrarybit-stringto beusedasa labelfor buffers.

2.3 Physical Buffer Number

Thephysicalbuffer numberis anindex associatedwith eachbuffer on thestoragedevice. Thisnumberneverchanges,
even if the Buffer ID changes.This numbercanbe the order in which the buffers areallocated,or their order in
memory, but it is not required.All that is requiredis that thetotal bufferson thestoragedevice have physicalbuffer
numbersfrom 0 to N-1, whereN is thenumberof buffers,andthat thephysicalbuffer numbersnever changewhile
thestoragedevice is on.

PhysicalBuffers may be addedto a storagedevice, while running. Theseaddedbuffers have PhysicalBuffer
Numbersnumberedstartingat thelastbuffer numberplusone(N) to thenew numberof physicalbuffers.Buffersmay
beaddedby vendordefinedinterfaces,andby MemoryExportSelects.

2.4 Conditional Stores

TheMemoryExportspecificationdefinesaway to do anatomicread-modify-writeoperationon a buffer. Thisallows
a clustermemberto readin the lock statefrom a buffer, modify that lock state,andstoreit backout to theMemory
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Exportdevice. It is necessary, however, that theoperationbeimplementedin two parts.Thereis a buffer load(read)
andabuffer store(write). (Themodify parthappenswithin theinitiator.)

It is possible,however, thatbetweenthetimeacomputerreadsabuffer, andwhenit storesthemodifiedbuffer, the
buffer might have beenchangedby a secondcomputer. This specificationprovidesa mechanismwhich preventsthe
first computerfrom overwriting thesecondcomputer’sbuffer andhencecorruptingthelock statein thatbuffer.

Thismechanismis aconditionalstore.Eachbuffer containsanincreasing64-bitsequencenumber. If thesequence
numberpassedto thedriveaspartof thestoreoperationis notequalto thesequencenumbercontainedin thephysical
buffer, the storefails. The storeoperationalsopassesin the numberof the physicalbuffer to be changed.If this
numberisn’t thenumberof thephysicalbuffer thattheBID is mappedto, thestorefails. ThisensuresthattheLogical
Buffer Numberto PhysicalBuffer numberassociationhasn’t changedbetweentheloadandstoreoperations.

Uponinitial creationof eachphysicalbuffer, thesequencenumbershouldbesetto an64bit pseudorandomvalue.

2.5 In-Useand Just-CreatedBuffers

EachMemory Export Buffer device will supporta numberof buffers, someof which containrelevant data,while
otherscontainunuseddata,or areunused.Buffer which have beensuccessfullystoredwill take on thecharacteristic
of being“In Use” until thearemarkedasbeingunused.If a Loadcommandis issuedon a buffer that is not In Use,
thenthebuffer will takeonthecharacteristicof being“JustCreated”.JustCreatedbuffersremainonthedevicesothat
theStorecommandthatfollowstheLoadcommandcanhaveaSequenceNumberandPhysicalBuffer Numbermatch.
Two subsequentloadsof JustCreatedBuffers thathave not beenmadeIn Useby a successfulstoreshouldhave the
sameBuffer ID to PhysicalBuffer Numbermappingsolong asthebuffer remainsJustCreated.JustCreatedBuffers
canberemovedfrom thedevice arbitrarily if thebuffersareneededfor morerecentlycreatedbuffers. In UseBuffers
shouldnot bereuseduntil markedunused.

2.6 Buffer Segments

To offer greaterflexibility andbuffer isolation, someMemory Export devicesmay optionally implementmultiple
independentbuffer spaces.Thesebuffer segmentsoperatein completeisolation from eachother. The numberof
buffersandsizeof eachbuffer canbeuserspecifiedfor eachbuffer segment.MemoryExportdevicesmayimplement
a singlebuffer segment,or up to 256buffer segments.

2.7 Full Buffer Space

SincetheMemoryExportdevice cansupportmoreBuffer IDs thanit hasactualbuffer space,thebuffersstoredmust
bekeptin a sparsebuffer arrangement.Actual buffersin thememoryof thestoragedevicemustbemappedto Buffer
IDs dynamically. Whenall theavailablephysicalbuffersarein use,thestoragedevice is no longerableto mapany
morenew buffersuntil someof theusedonesarediscarded.Thestoragedevice indicates,with every transaction,how
full theactualbuffer spaceis.

2.8 Enable

If astoragedeviceshouldhappento bepoweredoff or reset,andthestateof thememorycontainingthebuffersis lost,
theinitiatorsusingMemoryExportservicemustbeinformed.Beforeasegmentwill acceptany buffer loadsor stores,
it mustbe enabledwith a Memory ExportEnablecommand.Therefore,whenthe storagedevice is reset,it will no
longeracceptbuffer loadsor stores.Thisprotectsany datalockedby thosebuffersfrom accidentalcorruption.

3 The SCSIMemory Export Commands

The SCSI Memory Export Commandsare generic,low latency operationswhich facilitate clusterlocking among
otherservices.Thereare two memoryExport SCSIcommandswith five definedserviceactionsto performloads,
stores,buffer dumps,configurationsenses,andconfigurationselects.The two MemoryExportSCSIcommandsare
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Code ServiceAction Description

0 LOAD BUFFER Readthestateof asingleMemoryExportbuffer off of thetarget
1 DUMP BUFFERS Reada largechunkof theMemoryExportbuffer stateoff of thetarget
2 SENSECONFIG ReadasegmentMemoryExportConfigurationoff of thetarget
3-31 Reserved

Table1: MEMORY EXPORT IN ServiceActions

Byte,Bit 7 6 5 4 3 2 1 0

0 OperationCode(85h)
1 Reserved ServiceAction
2 SegmentNumber
3 (MSB)
4
5
6 Buffer Number
7
8
9
10
11 (LSB)
12
13 AllocationLength
14
15 Control

Table2: MemoryExportIn CDB

MEMORY EXPORT OUT for serviceactionssendingdatato theSCSIdeviceandMEMORY EXPORT IN for service
actionspulling dataoff theSCSIdevice. Thetwo SCSIcommandstructuresandfiveServicesareshown below.

The procedureto changebuffer datainformationis this: First the client issuesthe load command,fetchingthe
buffer stateinto memory. Thedatareturnedincludesa 64-bit sequencenumberanda 64-bit physicalbuffer number.
Theclient thenchangesthebuffer state(in awaythatis outsidethescopeof thisspecification),andstoresthechanged
buffer, passingwith it thesamephysicalbuffer numberandsequencenumber. If thesequencenumberon thebuffer
in thestoragedevice is thesameasthesequencenumberpassedin by theclient, andthephysicalbuffer numberfor
the buffer in the storagedevice is the sameasthe physicalbuffer numberpassedin by the client, thenthe storeis
successful.This meansthatthedataportionof thebuffer is copiedinto theappropriatelocationin thedevice andthe
sequencenumberfor thatbuffer is incremented.If thestorewasnotsuccessful,a CheckConditionstatusis returned.

4 The SCSIMEMOR Y EXPORT IN Command

TheMEMORY EXPORT IN commandcausesthetargetto reportdatato theinitiator. This datacanbeconfiguration
information,thecontentsof a MemoryExportbuffer, or a largechunkof theMemoryExportbuffer spaceasit exists
onthetarget.TheMEMORY EXPORT IN commandcanreturndifferentdatadependingontheServiceAction which
is specifiedin theCDB. TheseServiceActionsareshown in Table1.
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4.1 The Memory Export In CDB

TheMemoryExportIn commandhasa16 byteCommandDescriptorBlock (CDB). It is shown in Table2.

4.1.1 Operation Code

TheproposedSCSIOperationcodefor MemoryExportIn is 85h.

4.1.2 ServiceAction

This describeswhatMemoryExportactionis beingused.Dependingon theServiceAction, someof theotherfields
of theCDB mayhavevariablemeanings.

If theMemoryExportdevice receivesa MEMORY EXPORT IN commandwith a ServiceAction largerthan2, a
SCSICHECKCONDITION of ILLEGAL REQUESTis returnedwith ASC/Qof INVALID FIELD IN CDB (24h/0h)
andthesensekey specificfield setto CC0001h.

If the Memory Export device receivesa MEMORY EXPORT IN commandwith a ServiceAction other than2
addressinga segmentwhich hasnot beenconfigured,a SCSI CHECK CONDITION of ILLEGAL REQUEST is
returnedwith ASC/Qof INVALID FIELD IN CDB (24h/0h)andthesensekey specificfield setto C00002h.

If the Memory Export device receivesa MEMORY EXPORT IN commandwith a ServiceAction other than2
addressingasegmentwhichhasnotbeenenabled,aSCSICHECKCONDITION of ILLEGAL REQUESTis returned
with ASC/Qof MEMORY EXPORT SEGMENTNOT ENABLED (04h/0Ah)andthesensekey specificfield setto
0h.

4.1.3 SegmentNumber

Thenumberof thesegmentin which thedesiredbuffer resides.

4.1.4 Buffer Number

This is the72-bit numberof thebuffer on which to operate.In thecaseof MemoryExportLoadserviceactionsthis
representsthe Logical Buffer ID. In the caseof Memory Export Dump Buffer actions,this field targetsa Physical
Buffer number. SincePhysicalBuffer Numbersare64 bit values,the first byte of this field is ignoredon Memory
ExportDumpBuffer actions.

4.1.5 Allocation Length

TheAllocation Lengthspecifiesthemaximumnumberof bytesthat the MemoryExportdevice shouldreturnto the
client.

4.2 The Memory Export Load Service Action and Parameter Data Format

The Loadserviceactionallows an initiator to readthe currentstateof a buffer on the MemoryExportdevice along
with its associatedheaderinformation. The headerinformationis necessaryif the initiator thentries to changethe
buffer statewith a Storeaction.TheMemoryExportLoadactionusestheMemoryExport In CDB asshown in table
2.

ServiceAction TheServiceAction codefor theLoadBuffer Commandis 0.

Buffer Number TheBuffer Numberfield is usedto storetheBuffer ID of the buffer which is to be returnedto the
initiator.

SegmentNumber Thenumberof thesegmentin which theaddressedbuffersreside.

Allocation Length Themaximumlength,in bytes,to bereturned.TheAllocation Lengthshallbeat least3 bytes.
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TheParameterDataFormatfor theMemoryExportLoadis shown in Table3. ThePDFof theloadoperationhas
exactly thesameformatasthePDFfor thestoreoperation.Thecontentsof thesefieldsare:

4.2.1 Length

Thenumberof bytesthatshouldbereturnedby a Loadaction.(24 + segmentdatasize)

4.2.2 ServiceAction

TheServiceAction codefor theLoadBuffer Commandis 0.

4.2.3 In Use

This field indicateswhethera buffer is in use. Buffers not in usecanbe reclaimedby the storagedevice for useas
otherbuffer IDs. In orderto deallocatea buffer andmake it eligible to be reclaimedby the storagedevice, a client
systemwill issuea storecommandwith theIn Usebit setto zero.

4.2.4 Fullness

This field indicateswhatportionof theactualbuffer spaceis filled. Thesebuffersaremarkedwith the’In Use’ Flag.
TheFullnessindicateshow full thebuffer spaceis scaledto fit in a8-bit quantity, with FFhindicatingthebuffer space
is completelyfull, and00hindicatingthatnoneof thebuffer spaceis used.

4.2.5 PhysicalBuffer Number

Thisfield is aPhysicalBuffer Numberfor thebuffer on thestoragedevice in which thebuffer datais stored.

4.2.6 SequenceNumber

This numberis incrementedevery time thebuffer is successfullystored.This preventsa client computerfrom over-
writing bufferswhicharein anunknownstate.Uponinitial allocationof aphysicalbuffer, thesequencenumbershould
besetto a pseudorandomvalue.

4.2.7 Data

This is theactualbuffer which is beingaccessed.Thestoragedevice knowsnothingaboutwhat is in thebuffer. It is
simply abunchof bytes.

4.3 The Memory Export Dump Buffers Service Action

TheMemoryExportDumpBuffer ServiceAction is necessaryfor lock recovery. It simply dumpsout buffersbased
on their PhysicalBuffer Numberandnot on theBuffer ID. Thecommandreturnsa bunchof buffersstartingwith the
PhysicalBuffer Number, anddumpsasmany buffersasit canfit within Allocation LengthBytes. TheDumpBuffer
commandreturnsonly In-Usebuffersthatresidein thesegmentnumberthatis specifiedin theCDB. TheMEMORY
EXPORT IN CDB fieldsshouldbeinterpretedasfollows,for all DumpBuffer commands.

ServiceAction TheServiceAction codefor theDumpBuffer Commandis 1.

Buffer Number TheBuffer Numberfield is usedto storethePhysicalBuffer Numberatwhichthedumpshouldstart.
Thefirst byteof theBuffer numberis ignoredby theSCSIdevice in thecaseof MemoryExportDumpBuffer
actions.

If the Memory Export device receivesa MEMORY EXPORT Dump Buffer commandaddressinga Physical
Buffer Numberwhich doesn’t exist, a SCSICHECK CONDITION of ILLEGAL REQUEST is returnedwith
ASC/Qof INVALID FIELD IN CDB (24h/0h)andthesensekey specificfield setto C00004h.
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Byte,Bit 7 6 5 4 3 2 1 0

0 (MSB)
1 Length(n)
2 (LSB)
3 Reserved ServiceAction (0)
4 In Use Reserved
5 Fullness
6
7

Reserved

8 (MSB)
... SequenceNumber
15 (LSB)
16 (MSB)
... PhysicalBuffer Number
23 (LSB)
24
... Data
n

Table3: MemoryExportLoadParameterDataFormat

SegmentNumber Thenumberof thesegmentin which theaddressedbuffersreside.

Allocation Length Themaximumlength,in bytes,that thedevice shall return. TheAllocation Lengthshouldbeat
least8 bytes.

TheParameterDataFormatof theDumpBuffer Commandis show in table4. Its partsare:

4.3.1 ReturnedByte count

Thenumberof bytesthatarereturnedby theDump PDF. This will usuallybe the Allocation Lengthroundeddown
to matchthesizeof returnedbuffers. However, if thereturnedPhysicalBuffersareat theendof thestoragedevice’s
list of buffers,or not many buffersarein useon thestoragedevice, theremaynot beenoughremainingbuffersto fill
therequestedallocationlength.Therefore,this numbercouldbefar smallerthantheallocationlengthspecifiedin the
CDB.

It is very importantthatthewritersof initiator softwarealwayssettheAllocationLengthto at least8 to getat least
thesefirst 8 header-like bytes. If the allocationlengthis not large enoughto returna singlebuffer, zerobuffers are
returned.

Thefirst physicalbuffer thatis returnedin thePDFwill bethefirst “In Use”buffer having aphysicalbuffernumber
thatis greaterthanor equalto thephysicalbuffer numberthatis specifiedin theCDB.

If themorebit in thePDFis set,this indicatesthat theentireCDB allocationlengthhasbeenfilled with returned
buffers, and that thereare more buffers on the storagedevice that can be dumpedby issuinga subsequentdump
command.Anotherdumpcommandshouldbeissuedspecifyingthephysicalbuffer numberof thelastbuffer thatwas
returnedin thePDFplusone.

If themorebit is not set,thenthereareno morebuffersto bereturnedwith a buffer numbergreaterthanthe last
buffer numberthatwasreturnedin thePDF. In thiscase,anotherdumpcommandis notnecessary.

Also, if the returnedbyte count is 8, thereareno morebuffers to be returnedwith a buffer numberthat this is
greaterthanor equalto thebuffer numberspecifiedin theCDB. In thiscase,themorebit will alsobezero.
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4.3.2 serviceAction

TheServiceAction codefor theDumpBuffer Commandis 1.

4.3.3 Mor e

This bit indicatesthat thereareadditionalIn Usephysicalbufferson theSegmentbeyondthe lastbuffer returnedin
theDumpPDF.

4.3.4 Buffer ID 1

TheBuffer ID of thefirst PhysicalBuffer returned.

4.3.5 PhysicalBuffer Number 1

ThePhysicalBuffer Numberof thefirst Physicalbuffer returned.

4.3.6 SequenceNumber 1

TheSequenceNumberof thefirst Physicalbuffer returned.

4.3.7 Data 1

TheBuffer Dataof thefirst PhysicalBuffer returned.

4.3.8 Following Fields

Thefirst buffer returnedis thebufferwith thePhysicalBufferNumberaddressedby theCDB.Thefollowingbuffersare
thenumericallysequentialPhysicalBuffers,basedon thePhysicalBuffer Number. Only In-Usebuffersarereturned
in theeventof a Dump Bufferscommand.At the beginningof every buffer headeris a reservedfield. This ensures
thatthedumpbuffer PDFis 32-bit alignedin all casesthatthebuffer sizeis even.

4.4 The SenseConfiguration Service Action

TheMemoryExportProtocolis a very genericandversatileProtocol.Varioususersof theprotocolmight have very
differentneedsfor the sizeof eachbuffer, andthe numberof buffers that they use. For that reason,eachsegment
canbeconfiguredseparately. TheMemoryExportSenseConfigurationactionreportsthecurrentconfigurationof a
segmentto theinitiator.

Theformatof theMemoryExportSenseConfigurationcommandis shown below in table5. TheMemoryExport
In CDB for a SenseConfigurationcommandis interpretedasfollows.

ServiceAction TheServiceAction codefor theSenseConfigurationCommandis 2.

Buffer Number TheBuffer Numberfield is ignoredfor SenseConfigurationCommands.

SegmentNumber Thenumberof thesegmentfor which theconfigurationinformationshouldbereturned.

Allocation Length Themaximumlength,in bytes,thatthedeviceshallreturn.

4.4.1 Length

This is thelengthof theSENSECONFIGURATION PDF.
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Byte,Bit 7 6 5 4 3 2 1 0

0
2

ReturnedByteCount

3 Reserved ServiceAction (1)
4 More Reserved
5
7

Reserved

8
10

Reserved

11
19

Buffer ID 1

20
27

SequenceNumber1

28
35

PhysicalBuffer Number1

36
... Data1
n

n+1
n+3

Reserved

n+4
n+12

Buffer ID 2

...

...
...

...

... DataM
m*n

Table4: DumpBuffer PDF

Byte,Bit 7 6 5 4 3 2 1 0

0 (MSB)
1 Length
2 (LSB)
3 Reserved Action (2)
4 Numberof Segments
5 MaximumSupportedSegments
6
7

Reserved

8 (MSB)
... Numberof Buffersfor Segment
15 (LSB)
16 (MSB)
17 DataSizefor Segment
18 (LSB)
19 Reserved

Table5: MemoryExportSenseConfigurationParameterDataFormat
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Code ServiceAction Description

0 STOREBUFFER Changethestateof asingleMemoryExportbuffer on thetarget
1 Reserved
2 SELECTCONFIG SettheMemoryExportConfigurationof thetarget
3 ENABLE SEGMENT Activatea MemoryExportsegmenton thetarget
4-31 Reserved

Table6: MEMORY EXPORT OUT ServiceActions

4.4.2 ServiceAction

TheServiceAction codefor SenseConfigurationis 2.

4.4.3 Number of Segments

Thenumberof segmentson theMemoryExportdevicecurrentlyconfiguredwith at least1 buffer of sizegreaterthan
0 bytes.Thesearenot necessarilysequential,anddo not necessarilystartwith segment0.

4.4.4 Maximum SupportedSegments

TheMaximumnumberof Segmentssupportedby theMemoryExportdevice minusone. (For example,a Maximum
SupportedSegmentsfield of 0Fhindicatesthat16 segmentsaresupported.)

4.4.5 Number of Buffers

Thenumberof MemoryExportbuffersin thesegmentidentifiedby theSegmentNumberin theCDB.

4.4.6 Data Size

Thelength,in bytes,of eachMemoryExportBuffer in thesegmentidentifiedby theSegmentNumberin theCDB.

5 The MEMOR Y EXPORT OUT Command

TheMEMORY EXPORT OUT commandallowstheintiatorto configureaMemoryExportdevice,andto write buffers
to thedevice. Theallowedserviceactionsfor theMEORY EXPORT OUT commandareshow in table6.

5.1 The Memory Export Out CDB

Thepartsof theMemoryExportOutCDB areshown in Table7, they are:

5.1.1 Operation Code

TheproposedSCSIOperationcodefor MemoryExportOut is 89h.

5.1.2 ServiceAction

ThisdescribeswhatMemoryExportactionis beingused.Thepossiblevaluesfor this areshown in Table??.

5.1.3 SegmentNumber

Thenumberof thesegmentin which thedesiredbuffer resides.



T10/00-312r0 10

Byte,Bit 7 6 5 4 3 2 1 0

0 OperationCode(89h)
1 Reserved ServiceAction
2 SegmentNumber
3 (MSB)
4
5
6 Buffer Number
7
8
9
10
11 (LSB)
12
13 ParameterLength
14
15 Control

Table7: MemoryExportOut CDB

5.1.4 Buffer Number

This 72-bit numberof thebuffer to beactedupon.In thecaseof Storesthis indicatesthelogical buffer numberof the
buffer on which to operate.

5.1.5 Parameter Length

TheParameterLengthspecifiesthenumberof bytesthattheinitiator sendsto theMemoryExportDevice.
If theMemoryExportdevice receivesa MEMORY EXPORT OUT commandwith aServiceAction of 1 or larger

than3, aSCSICHECKCONDITION of ILLEGAL REQUESTis returnedwith ASC/Qof INVALID FIELD IN CDB
(24h/0h)andthesensekey specificfield setto CC0001h.

If the Memory Export device receivesa MEMORY EXPORT OUT commandwith a ServiceAction otherthan
2 addressinga segmentwhich hasnot beenconfigured,a SCSICHECK CONDITION of ILLEGAL REQUEST is
returnedwith ASC/Qof INVALID FIELD IN CDB (24h/0h)andthesensekey specificfield setto C00002h.

5.2 The Memory Export Store Service Action and Parameter Data Format

TheStoreactionallows an initiator to write stateto a new buffer, or to modify the stateof anexisting buffer. For a
Storeactionto succeed,theinitiator mustprovide input parametersthatmatchtheoutputheaderinformationreturned
by aLoadaction.OtherwiseaSCSIcheckconditionis returned.TheStoreactionusestheMemoryExportOutCDB.

ServiceAction TheServiceAction codefor theStoreBuffer Commandis 0.

Buffer Number The Buffer Numberfield is usedto storethe Buffer ID of the buffer which is addressedby the
initiator.

If the Memory Export device receivesa MEMORY EXPORT Storecommandaddressinga Buffer that is not
In Useor JustCreated,a SCSICHECK CONDITION of ILLEGAL REQUEST is returnedwith ASC/Q of
BUFFERID NEVERLOADED (26h/10h)andthesensekey specificfield setto C00003h.

SegmentNumber Thenumberof thesegmentin which theaddressedbuffersreside.
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If theMemoryExportdevice receivesa MEMORY EXPORT Storecommandaddressinga segmentwhich has
notbeenenabled,aSCSICHECKCONDITION of ILLEGAL REQUESTis returnedwith ASC/Qof MEMORY
EXPORT SEGMENTNOT ENABLED (04h/0Ah)andthesensekey specificfield setto 0h.

Parameter Length Thelength,in bytes,of theParameterdatasentto theMemoryExportdevice. This field should
be24bytesplusthesegmentdatasizewhenabuffer is beingstored,and24 byteswhenabuffer is beingfreed.

If the In UseBit is setandthe ParameterLengthis not equalto the datasizefor the addressedsegmentplus
24, a SCSICHECK CONDITION of ILLEGAL REQUEST is returnedwith ASC/Q of PARAMETER LIST
LENGTH ERROR (1Ah/0h)andthesensekey specificfield setto 800000h.

If the In Use Bit is not set and the ParameterLength is not equalto 24, a SCSI CHECK CONDITION of
ILLEGAL REQUEST is returnedwith ASC/Q of PARAMETER LIST LENGTH ERROR (1Ah/0h) and the
sensekey specificfield setto 800000h.

The ParameterData format for the Memory Export Storeaction is shown in Table 8. The PDF for the Store
operationis thesameformatasthePDFfor theLoadoperation,exceptthattheFullnessfield is ignored.Thefieldsof
theseformatsare:

5.2.1 Length

Thenumberof bytessentin thePDF.

5.2.2 ServiceAction

TheServiceAction codefor theStoreBuffer Commandis 0.

5.2.3 In Use

This field indicateswhethera buffer is in use. Buffers not in usecanbe reclaimedby the storagedevice for useas
otherbuffer IDs. In orderto deallocatea buffer andmake it eligible to be reclaimedby the storagedevice, a client
systemwill issuea storecommandwith theIn Usebit setto zero.

5.2.4 PhysicalBuffer Number

This field is a PhysicalBuffer Numberfor thebuffer on thestoragedevice in which thebuffer datais stored.If this
doesnot matchthePBN associatedwith thePBN on the MemoryExportDevice, a SCSICHECK CONDITION of
MISCOMPARE is returnedwith ASC/Qof BUFFERNUMBER ERROR(26h/0Fh).

5.2.5 SequenceNumber

Thisnumberis incrementedeverytimethebuffer is successfullystored.Thispreventsaclientcomputerfrom overwrit-
ing bufferswhicharein anunknown state.Uponinitial allocationof aphysicalbuffer, thesequencenumbershouldbe
setto a pseudorandomvalue.If this doesnot matchtheSequenceNumberassociatedwith theBuffer Numberon the
MemoryExportDevice, a SCSICHECK CONDITION of MISCOMPARE is returnedwith ASC/Qof SEQUENCE
NUMBER ERROR(26h/0Eh).

5.2.6 Data

This is theactualbuffer which is beingaccessed.Thestoragedevice knowsnothingaboutwhat is in thebuffer. It is
simply abunchof bytes.
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Byte,Bit 7 6 5 4 3 2 1 0

0 (MSB)
1 Length(n)
2 (LSB)
3 Reserved ServiceAction (0)
4 In Use Reserved
5
7

Reserved

8 (MSB)
... SequenceNumber
15 (LSB)
16 (MSB)
... PhysicalBuffer Number
23 (LSB)
24
... Data
n

Table8: MemoryExportStoreParameterFormat

5.3 The Memory Export SelectConfiguration Command

TheMemoryExportProtocolis a very genericandversatileProtocol.Varioususersof theprotocolmight have very
differentneedsfor thesizeof eachbuffer, andthenumberof buffersthatthey use.For thatreason,eachsegmentcan
beconfiguredseparately. TheMemoryExportSelectactionchangestheconfigurationof a segment.

Segmentsareunconfiguredatpower-ontimefor theMemoryExportDevice. They effectivelyhave0 buffersof size
0 bytes.If anunconfiguredsegmentis targetedby aSelectConfigcommand,it is configuredandcanbesubsequently
enabledandused. If an alreadyconfiguredsegmentis targetedby a SelectConfig commandwith the sameBuffer
SizeandNumberof Buffersdimensionsasit previouslysupported,thecontentsof thebuffersarecleared,andall are
markedasunused.If anexistingsegmentis thetargetof aSelectConfigcommandwith differingdimensions,thenthe
existingbuffersareall removed,andnew buffersof thenew sizeareallocated.

In the event that a segmentis targetedwith a SelectConfigurationcommandwhich attemptsto allocatemore
buffersthancanbeallocatedfrom theavailableresourceson theMemoryExportdevice, thedevice createsasmany
buffersaspossibleof theBuffer Sizerequestedin theParameterData. If therearenot enoughresourcesavailablefor
evenasinglebuffer of therequestedBuffer Size,then0 buffersarecreated.If theSelectcommandindicates0 buffers
of size0 bytes,thenthesegmentis returnedto theunconfiguredstate.

Wheneverasegment’sconfigurationhaschanged,it cannotbeaddressedby MemoryExportLoad,Store,or Dump
commandsuntil it hasbeenenabledwith theMemoryExportEnableaction.This preventsbuffer sizefrom changing
andstatefrom beingremoved,without theinitiatorsbeingawareof thechange.

When a Memory Export SelectConfigurationcommandis issuedto the Memory Export device, the segment
addressedin theMEMORY EXPORT OUT CDB will beconfiguredpertheparameterdata.Theformatof theMemory
ExportSelectcommandparameterdatais shown below in table9. TheMEMORY EXPORT OUT CDB fieldsshould
beinterpretedasfollows for all SelectConfigurationCommands.

ServiceAction TheServiceAction codefor theSelectConfigurationCommandis 2.

Buffer Number TheBuffer Numberfield is ignoredfor SelectConfigurationCommand.

SegmentNumber Thenumberof thesegmentfor which theconfigurationinformationshouldbechanged.

Parameter Length The length, in bytes,of the parameterdata. If the ParameterLength is not 18 bytes,a SCSI
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Byte,Bit 7 6 5 4 3 2 1 0

0 (MSB)
1 Length
2 (LSB)
3 Reserved ServiceAction (2)
4
5

Reserved

6
7

Reserved

8 (MSB)
... Numberof Buffersfor Segment
15 (LSB)
16 (MSB)
17 DataSizefor Segment
18 (LSB)
19 Reserved

Table9: MemoryExportSelectParameterDataFormat

CHECK CONDITION is returnedwith ASC/Q of PARAMETER LIST LENGTH ERROR (1Ah/0h) andthe
sensekey specificfield setto 800000h.

5.3.1 Length

Thisfield is thenumberof bytessentin thePDF.

5.3.2 ServiceAction

TheServiceAction codefor SelectConfigurationis 2.

5.3.3 Number of Buffers

Thenumberof MemoryExportbuffersin thesegmentidentifiedby theSegmentNumberin theCDB. If theNumberof
Buffersfeild is 0 andtheDatasizefield is not 0, a SCSICHECK CONDITION is returnedwith ASC/Qof INVALID
FIELD IN PARAMETER LIST (26h/0h)with thesensekey specificfield setto 800008h.

5.3.4 Data Size

The length,in bytes,of eachMemoryExportBuffer in thesegmentidentifiedby theSegmentNumberin the CDB.
If the DataSizefeild is 0 andthe Numberof Buffers field is not 0, a SCSICHECK CONDITION is returnedwith
ASC/Qof INVALID FIELD IN PARAMETER LIST (26h/0h)with thesensekey specificfield setto 800010h.

5.4 The EnableSegmentcommand

The EnableServiceAction activatesa segmentso that it may receive Memory Export LOAD, STORE,andDUMP
actions. Any attemptto Issuethesecommandsto segmentsthat have not beenenabledwill return a SCSI check
condition.A segmentmaynot beenabledunlessit hasbeenconfiguredby a SELECTCONFIGURATION first. Any
Enablecommandreceivedonanon-configuredsegmentwill returnaSCSIcheckcondition.TheMEMORY EXPORT
OUT CDB feildsshouldbeinterpretedasfollowsfor all EnableSegmentcommands.
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Condition Conditionhandling

PowerCycle IssueUnit Attention: Power On for all initiators
All buffersarezeroed

SCSIReset* Buffersnot affected
BusDeviceReset* Buffersnot affected
TaskManagement** Buffersnot affected
TargetReset

Table10: MemoryExportPowerCycles,andResets:* ParallelSCSIonly, ** FibreChannelonly

SenseKey AdditionalSense ASCQ Description
05h 04h 0Ah MemoryExportsegmentnot enabled
05h 26h 10h BID never loaded
0Eh 26h 0Eh SequenceNumberError
0Eh 26h 0Fh Buffer NumberError
06h 2Ah 06h MemoryExportParametersHave Changed

Table11: SCSICheckConditionsSenseQualifiersfor MemoryExportOutcommands

ServiceAction TheServiceAction codefor theEnableSegmentCommandis 3.

Buffer Number TheBuffer Numberfield is ignoredfor theEnableSegmentCommand.

SegmentNumber Thenumberof thesegmentwhich is to beEnabled.

Parameter Length Thelength,in bytes,of theparameterdata,which is 0.

5.5 ExceptionHandling

SCSIresetsshallnot clearMemoryExportBuffers.This is shown in Table10.

6 RAID Controller SparseMemory Export SpaceImplementation

ModernRAID Controllersprovide theability to supportup to onegigabyteor moreof installedmemory. This large
memoryspaceis typically usedby the RAID controllerasa logical block datacache. RAID controllerscantheo-
retically preallocatea portion of this memoryspaceto provide a large numberof Memory Export buffers. Within
mostRAID controller implementations,it shouldbe possibleto provide hundredsof thousandsof physicalbuffers
with virtually no impactonRAID controllerperformance.Thefollowing discussiondescribesoneapproachto sparse
Memory Export Buffer implementationwithin a RAID controller. Other implementationsarepossiblethat may be
moresuitedto differentRAID controllerarchitectures.

6.1 ProcessingMemory Export commands

Whena storagedevice receivesa Memory Export Load command,it mustfirst look throughit’s tableof “In Use”
MemoryExportBuffersto seeif theBuffer ID is alreadyin use.If theBID is alreadyin usethebuffer is returnedto
theinitiator.

If the BID is not alreadyin use,thena buffer mustbe removed from the free list. Sincea storeoperationhas
not yet beenperformed,andthe “In Use” flag is not set,the buffer is still not really used. However, the BID must
be concretelymappedto a PhysicalBuffer ID so that the subsequentMemory Export Storecommandcansucceed.
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Therefore,theBuffer is placedon the“JustCreated”list. This list canbea linearlist, a hashtable,or any otherquick
look-updatastructure.

Whena Buffer in theJustCreatedList is actedon by a MemoryExportStore,andtheIn-Usebit is set,thebuffer
is movedto theregular“in use”buffer table.If a buffer in theJustCreatedlist is not addressedfor a periodof time it
mustbereturnedto thefreebufferslist. This preventsthejust createdlist from growing too largeandincreasingthe
durationof searchingfor Buffers.Also, if therearenoavailablebufferson thefreebufferslist, thestoragedevicemay
reclaimbuffersfrom the“JustCreated”list.

The“JustCreated”list canbeavoidedif theentirefreelist is implementedasa hashtable,thusreducingthetime
to look up a Buffer ID. Eachchain,or perhapsthewholetable,mustbereusedin LeastRecentlyUsedorder, sothat
machinescansendastoreaftera load,beforethehashtableis emptied.In thiscaseit is not necessaryto implementa
timeoutstrategy in orderto removestalebuffersfrom a justcreatedlist.

Alternatelyajustcreatedlist canbeasmallhashtablewith few buckets.Whenaloadcommandis receivedandthe
freelist is empty, a buffer maybepulledout of thejust createdlist andassociatedwith thenew Buffer ID suppliedin
theloadcommand.Notethatthebuffer will loseit’s originalBuffer ID association.For this reason,theleastrecently
usedbuffer shouldbetargetedfor this reassignment.Thebuffer is thenplacedbackinto theappropriatehashbucket
of thejust createdlist.

6.2 Mapping of Buffer IDs to Physical Buffers

Buffer IDs (BIDs) thatarepassedin theCDB to thestoragedevicemustbemappedto physicalbuffer structureswithin
thestoragedevice. If theBuffer structuredoesnot exist, it mustbecreatedby thestoragedevice. TheBID is stored
to enablelookupof thebuffer structure.SubsequentMemoryExportoperationscanthenlook up thephysicalbuffer
structureby usingtheBID thatis input in theCDB.

6.3 Buffer SpaceInitial Allocation

Thenumberof buffersandtheir sizeis setby theMemoryExportSelectConfigasis shown in Table9. If theproduct
of thesetwo variablesexceedsthememoryallowedby theRAID controller, theDataSizemustobey themodeselect
if possible,andthe numberof buffers will be as large as is possiblegiven the constraintof DataSize. The RAID
deviceshouldhaveaninterfacewith which theusercansethow muchof thedevice’smemoryshouldbeavailablefor
MemoryExportbuffers.This interfaceis up to theimplementorandshouldbesimilar to otherconfigurationmethods
availableon thatstoragedevice. Thedevicecanoptionallyseta limit to how muchmemorycanbemadeavailablefor
MemoryExportbuffers.

6.4 Buffer Structure Organization

Upon completionof power-up, or after receiptof a SelectConfig commandto setMemory Export parameters,the
RAID controllercreatesa free list thatcontainsmemorythat is usedfor dynamiccreationof buffer structures.This
buffer structureconsistsof theBID, sequencenumber, buffer data,anda link pointerto link thestructureinto a hash
table.Thehashtableis simply anarrayof pointersthatpoint to a linkedlist of buffer structures.Buffer structuresare
insertedinto thelinkedlist at theappropriatearrayindex thatis derivedasaresultof mappingtheBID to ahashtable
index. Theimplementationof a physicalBuffer spaceis shown in figure1.

6.5 Efficiency of Memory Allocation

In orderto provide goodperformance,MemoryExportoperationsneedto beexecutedwith minimal latency. There-
fore,allocationanddeallocationof buffer structuresshouldbeperformedveryefficiently. Functionsthatperformheap
allocationsuchasmalloc andfree shouldbe avoideddueto extremelyhigh overhead.Preallocationof memoryto
supporttherequirednumberof buffers,or a fastslabmemoryallocationschemeshouldbeconsidered.
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6.6 Buffer Data Structure Deallocation

A physicalbuffer structurecanonly bedeallocatedif it is markedasunused.Upondeallocation,thebuffer structureis
removedfrom thein usebuffer table,or justcreatedlist, andplacedonthefreelist. Theoperationof moving thebuffer
structurefrom the in usebuffer tableto thefree list consistsof a remqueto remove thebuffer from the in usebuffer
table,followedby an insqueto insertthebuffer on the free list. This is a very low overheadoperationandtherefore
maybepreferableto leaving thebuffer datastructurein thetableandreusingor reclaimingit at a latertime.

6.7 Full Memory Export Space

In the event that a Memory Export operationis requestedand it is not possibleto allocatea buffer structure,the
RAID controllerwill normally indicatethis by settingthe “full” field in thePDFto indicatethat thememoryexport
buffer spaceis full andthatmemoryresourcesarenotavailableto satisfytherequest.TheMemoryExportactionwill
fail. Returninga “full” field of 0xFF, andzerofor all otherPDFfields. Note that the “Full Memory ExportSpace”
conditionis reportedon a persegmentbasis.Uponnoticing the“full” indicationin thePDF, theclient will issuean
outof bandrequeststo otherclientsrequestingthatthey dropbuffers.Theclientswill thenreleasebuffersby marking
themunused,andthebuffer spaceof thestoragedevice will returnto a “not full” condition. Theoriginal client will
thenre-issuetherequestthatpreviously failed.
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> To locate a BDS, the storage device will hash the BID supplied by the CDB
   to find the hash table index, and then traverse the list until the BDS is found. 

> If the BDS is still not found, one is allocated from the free list and placed on
   the Just Created List. 

> If the BDS is not found, the Just Created List is searched.

> A newly created BDS is moved from the Just Created List to the hash table 
   upon receipt of a successful store command with the In Use bit set. 
> To improve performance the Just Created List can also be implemented as
   a hash table.
> The BDS will be removed from the hash table or the Just Created List on a 
   successful store on that BID with the In Use bit set to 0. 

> Each BDS contains a link, Physical Buffer Number (PBN), Buffer ID (BID),
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Buffer Data Structure (BDS)

BDS Just Created List

Figure1: A depictionof physicalbuffer datastructuresstoredin a hashtable.
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